	 	
[bookmark: _ujehd5kthr6f]Manager Portal

Device handbook

In the Device Guide, the administrator can create a device by setting "Name" and "Serial Number".

Handbook of Organizations

To add an organization, the administrator must fill in the fields: Medical institution code - mandatory field (must be unique for each institution), name of the institution, give it a password, phone number (which will be used to enter the organization portal), e-mail (which will be used to enter the organization portal).

Handbook of issued devices

Adding a new issued device is done by "Add" and selecting on the emerging parameter form: "Medical institution", Serial number of the device". This is necessary to bind a specific application to a specific dialling serial number. 

The date of activation of the cloud for the organization and the date of end of use will also be displayed. The start date is the date when the administrator "Activated" the cloud usage for the organization. N devices can be added to one organization. (The logic to activate the organization's access to the cloud at this stage is shifted entirely to the portal manager administrator).

[bookmark: _dgdk2p3rn8xd]FHIR compliant storage structure for diagnostic survey data in cloud XXXX

Organization of data storage according to the standard is necessary for the possibility to exchange information stored in XXXX with MISA. 

It is expected that in the future, the cloud will serve as a gateway between MISA and diagnostic laboratory systems. Each laboratory system will have its own unique setting for each of its studies, which will allow to bring the study data from the laboratory into compliance with the LOINC dictionary. The data converted in this way will be transmitted to the IIAs.
[bookmark: _ohe7jc4939ih]Units of measure dictionary Units
There should be a unit vocabulary in the system. A user with portal administrator rights should be able to add and edit elements of this dictionary. Deletion of elements is possible only if they have not been used..

Dictionary Proceedings:
· UCUM_CODE (line 50) *
· Short_code (line 50) in 3 languages *
· Name (line is unlimited?) in 3 languages *
· Description (line is unlimited) 

The dictionary should have the possibility of context search in all the details.
In the dictionary list all the details should be shown in columns, the multi-language details - depending on the current language.
[bookmark: _au6zlwqmzx8l]LoincSystems human systems dictionary

The dictionary serves to indicate which human organ systems are diagnosed using a particular indicator or study

 A user with portal administrator rights should be able to add and edit elements of this dictionary. Deletion of elements is possible only if they were not used.

Dictionary details:
· Name (line is unlimited?) in 3 languages *
· Description (line is unlimited) 

[bookmark: _wb6xpni3sf9b]Dictionary of measurement properties 
Properties

The dictionary stores a list of research parameter characteristics
 
Dictionary must be programmed, it is not supposed to be edited in user mode

List of dictionary values Code - Name:
· MCnc - mass concentration mg/dL
· SCnc - substance concentration  umol/L
· MCnt - mass content  mg/g
· CCnc - catalytic concentration  U/L
· Prid - presence or identity
· Imp - impression
· Type - “kind of”
[bookmark: _3v6eofosjvfg]Dictionary of measurement scale types Scales
The dictionary stores a list of scale types to store measurement results
 
Dictionary must be programmed, it is not supposed to be edited in user mode

List of dictionary values Code - Name:

· Qn - Quantitative
· Ord - Ordinal
· Nom - Nominal 
· Nar - Narrative
· Doc - Information Collection 

[bookmark: _jak4rxe1x8u]LoincMeasurements Dictionary (Research)
The dictionary keeps a list of studies, parameters, their characteristics

 A user with portal administrator rights should be able to add and edit elements of this dictionary. Deletion of elements is possible only if they were not used.

· LOINCCODE - Text *
· COMPONENT - Text for common name of the study in 3 languages *
· SHORTNAME - Text for short title of the study in 3 languages *
· LONG_COMMON_NAME - Text for full title of study in 3 languages *
· DESCRIPTION - Text for arbitrary description
· COPYRIGHT - Text for arbitrary description

Dictionary Observations of Measurements (Research indicators) 
 
The dictionary keeps a list of research indicators of their characteristics

 A user with portal administrator rights should be able to add and edit elements of this dictionary. Deletion of elements is possible only if they were not used.

· [bookmark: _vlwgkgamuu2i]Measurement - The study to which this indicator relates *
· LOINCCODE - Text *
· COMPONENT - Text for common name of the study in 3 languages *
· SHORTNAME - Text for short title of the study in 3 languages *
· LONG_COMMON_NAME - Text for full title of study in 3 languages *
· UNIT - Dictionary UNITS
· SCALE - Dictionary SCALES *
· SYSTEM - Dictionary SYSTEMS
· PROPERTY - Dictionary PROPERTIES
· DESCRIPTION - Text for arbitrary description

[bookmark: _x1mtflo8x3fh]List of surveys ServiceRequest

All surveys that are uploaded to the cloud should be stored in the survey list. 

The structure of storing surveys should be as follows:


The structure is narrowed down to the current needs of FHIR and will be extended to the standard in the future.

[bookmark: _3dukcvyic9qv]Measurement list DiagnosticReport 

All measurements that are uploaded to the cloud when the survey is downloaded should be stored in the measurement list. 

The structure of the examination storage should be in the following form:

  

The structure is narrowed down to the current needs of FHIR and it is expected to be extended to the standard in the future.
[bookmark: _u3v6pea7ky8d]List of Measurement Indicators Observation 

All measurement results that are uploaded to the cloud when the survey is downloaded should be stored in the measurement results list. 

The structure of the storage of the measurement results should be as follows:

[bookmark: _p0iwt4f9drrw]Distributor interface

Create in project XXXX a new interface for distributor.

The following sections from the manager should be available in this interface:
· Users
· Installations
· Results

In the manager interface remove the section "Installations" from the interface.

[bookmark: _1h40qn2oqtsp]Roles for distributor
To implement the distributor functions, add new roles:
· Distributor Administrator
· Technical specialist
· Manager

[bookmark: _m5tvrm53degv]Adding the "Get started" step to activate the kits
To be able to track the start of the set (to start charging the cloud access fees) you need to add a step - "Waiting for use" in the set activation process.

This stage occurs after the successful completion of the configuration mode in the application.

In this mode, the application should display a screen with the button "Start using the set". After pressing this button, the client is considered to have received the set and started using it.

The information about pressing this button should be obtained in the cloud, after which the set should be transferred in the cloud to the "Active" status.
[bookmark: _21w72gpj8b6h]Access control when transmitting survey data from the kit to the cloud
Before you start transmitting data from the kit (Not in kitting mode) to the cloud, check the following.
· Cloud Access Kit Deadline Expires
· Kit status must be "Active".
· The status of the client who owns the kit must be "Active"..

If such a set tries to transfer data to the cloud, the data should not be stored in the cloud, and the application should display a warning "Denied transfer for cloud storage. The subscription period for the suite may have expired. Contact your administrator to renew your license for cloud storage access”.

[bookmark: _t8jdd7va4sa7]Distributor client creation

Add to distributor interface the ability to register distributor clients to whom it sells XXXX installations

Users with the roles "Distributor Administrator" and "Manager" should be able to create new customers. The ability to view should be available to all users who have access to the Distributor interface.

The client card must be able to specify this information when creating the client.:

· Name (mandatory)
· E-mail (mandatory)
· Contact phone
· Commentary
· Manager (the system user who has the "Manager" role) (obligatory)
· The distributor to whom the client belongs

After the client card is created, a confirmation letter should be sent to the specified email.
After the confirmation e-mail should be created a user with the role "Administrator of the client", which is set as a login e-mail client, he sets the password himself.

Acceptance Criteria:
· An unauthenticated user cannot create a new client account
· An authorized user without the role "Distributor Administrator" or "Manager" cannot create a new client profile.
· An authorized user with the role "Distributor Administrator" or "Manager" has created a new customer account
· Client's account displays "Active" status
· The administrator of the client has received an email to confirm his account
· After confirming the client administrator's mail, a user with the role "Client Administrator" was created.
· The created user with the role "Client Administrator" can log in the system
· After authorization in the system, a user with the "Client Administrator" role sees the account of his organization.
· After authorization in the system, a user with the "Client Administrator" role does not see accounts of other clients in the system.

[bookmark: _yly9aoprqpj4]Service Price Management

Add the ability to add and store these prices to enable kit activation and cloud storage access.

The ability to create and change these prices should be available to the user with the role "Distributor Administrator".

To store prices, add "Services" to the Distributor interface with this set of features:
· Name
· Service type (set activation, cloud access) -
· Price (positive number)
· Currency (text) - reference
· Months of validity (number 4 digits) - available for "Cloud Access" service type - 1 month - 30 days
· Default use (Boolean)

There can't be two services with the same type of service and set "Use by default" sign at the same time.

With the help of such services the service charge for its use will be formed.

[bookmark: _kt7xkv1gh756]Customer payment accounts
In order to be able to fix the calculation of payment in the system, add the "Accounts" entity in the distributor interface. This section is available to users with the roles of "Manager" and "Distributor Administrator".

The account must contain such details:
· Exhibition Date
· Client .
· The manager (who created, or the manager assigned to the client)
· Set
· The list of services that were included in the bill
· The service
· Price
· Commentary
· Status (New, Paid, Cancelled)
· Service information (manually or automatically inserted)
· When created
· When changed

The account statuses may take the following values:
· New
· Paid 
· Canceled by 

Accounts can be created manually from the client's card on the "Accounts" tab. The created account will refer to the client from whose card it is created. Only those sets that belong to the selected client can be selected as a set.

Accounts can be generated automatically during the kit activation process. The invoice generated automatically can be edited/cancelled

Generated invoices can be changed manually, the author and the date/time of the last change must be fixed and displayed.

Only the account in the "New" status can be edited, in other statuses the account cannot be edited.

When viewing the list of invoices, they must follow the order of billing dates.

The list should be able to select accounts by status and client. (add filtering by account status and client)

Canceled account can be restored

[bookmark: _nbk0u775g17x]Kits Activation Procedure
In the Distributor interface, make a form to activate the kits
· Add ability to specify a client (mandatory field)
· Add an option to specify and change the set composition
· When activating a set, it should be possible to edit the composition of the devices that are part of that particular set after selecting the set type:
· uninstall the device from the list of devices of the current set
· add device to the list of devices of the current set
· When adding a new instrument, all instruments in the "Instrument models" manual must be available for selection. When selecting a new instrument, check if there are other instruments of the same type in this set and do not add instruments of the same type.
· When activating the set, add the possibility to specify the list of information required for account formation.
· The user must specify the services from the directory "Services".:
· type service "kit activation"
· type service "cloud access"
· By default, these services are filled in with services of the corresponding type, which have the "Use by default" sign.
· The user must set the account status "New" or "Paid". On activation, "New" is set by default.

[bookmark: _tg604eqd4jv2]Creating an account to the client on activation

After the activation of the set in the system should be created an invoice for payment to the counterparty, who is the owner of the set, as a set of the set, which was specified at activation, the status of the account - from the specified specialist at activation. The specified services should be transferred to the invoice, the price for them should be taken from the prices for services that are relevant at the time of activation.
[bookmark: _uirlwxo8jwcd]Cloud for viewing results
[bookmark: _596ftgnja6l6]Interface to access the results

Add an interface to the system to view the measurement results. The interface should allow to display the results obtained from this examination by entering the examination number.

When entering the examination number, which is not in the system, a warning about the incorrect number should be displayed.

[bookmark: _sh0tcef0uyuz]Interface to view results
Add an interface to the system for viewing the results by the entered examination number. For each found examination it is necessary to display information about all measurements, which were made during the found examination.


 
Mobile Application

Application performance

When the application is initially installed on the device, a code will be generated to bind the application to the device. Once the code is received, it must be reported to the administrator.  Authorization is obtained once. After receiving a token, authorization is not requested.
When performing 100 measurements, warn the user that he must upload all data to the cloud. The user can carry out further inspection, but with a permanent message after each completed measurement.

[bookmark: _tmj1ta1fqe2p]Home screen

After authorization, the user goes to the Home screen. The main screen consists of 2 buttons "Start examination" and "Settings", "Not sent examinations".. 

[bookmark: _igwridb04aob]2.1 Settings
In the user settings there is a field for entering the IP server for data transfer and a button "Device Setup". The device code is also displayed in the settings


2.2 Start examination

In the Start Examination tab, the first form will ask the user to enter patient data. The examination code will be specified at the top of the form. (The examination code will be generated based on the device code+UID).
1. Name
2. Paul
3. Age
4. Growth
5. Weight
6. Phone number*
7. email

Then the user should check the data and press the "Start Survey" button. Then he will go to the list of available devices, in the form of a form with buttons, for each device (by default, the software will go with the maximum number of connecting devices, and if there is a KFD to them).

By selecting the desired measuring instrument on the instrument form, the user will be able to make a measurement with the selected instrument. Initially, it is assumed that the data are transmitted from the instrument to the application immediately after measurement by the instrument. 

To fix the measurement on this instrument, the user must click on "Save changes". The data are saved in the instrument by this examination number. The limit of performed measurements is 100. After that the user should be reminded that for correct work he needs to merge data into the cloud.

"Complete survey" - the system considers the survey completed and transmits the data to the server, if the work without the network - the data are saved in the unit by this survey number for further synchronization. If the system receives an answer from the server that the data are synchronized - data on the synchronized survey are removed from the database.

After clicking "Complete Survey", the user will see an alert with a message like "Are you sure you want to complete the survey? Yes/No. Then it will be redirected to the home screen.

If the limit of the number of surveys took place during the survey - save all measurements, complete the survey with a warning that for further surveys it must merge all the previous ones into the cloud.

[bookmark: _GoBack]You can view all saved but not sent surveys on a separate form. When entering the "Unsent surveys", the user can select and view any completed surveys. The completed exam will be presented as a list of devices with the removed parameters. The buttons "No exams to be completed" are displayed. The "Fail" button cannot be used inside one of the devices as well. Editing is locked. View only.
