Translation from Ukrainian into English

NON-DISCLOSURE AGREEMENT

__________ “__” ____ 202___
____________ , legal entity duly incorporated and existing in accordance with the laws of Cyprus, hereinafter referred to as the “Discloser,” on the one hand, 
and the Individual Entrepreneur ________ _______, duly registered and acting in keeping with the legislation of ______, hereinafter referred to as the “Recipient,” on the other hand, hereinafter together referred to as the “Parties” and individually as a “Party,” 
considering that the Recipient will and may have access to the Discloser’s confidential information or certain parts of it, which have commercial value, and the disclosure or use of which may result in direct or indirect losses to the Discloser, have entered into this Non-Disclosure Agreement (hereinafter referred to as the “Agreement”) as follows:
1. General Provisions
1 .1. The terms have the following meanings in this Agreement: 
  Confidential Information – any information that is not publicly available and relates to the past, present or future activities and/or products, research or developments of the Discloser, or pertains to technical data, trade secrets, financial, legal, technical, or technological information, know-how of the Discloser, including, without limitation, research, product development plans, or other information regarding the Discloser's products or services and their markets, debtor and client lists, software, developments, inventions, processes, formulas, technologies, designs, drawings, developer information and hardware composition, financial, marketing, and other business information, provided by the Discloser directly or indirectly, in writing or orally, via drawings, premises reviews, consumables, equipment, or other property of the Discloser. 
 Disclosure of Confidential Information – making Confidential Information known to another person (or persons) by the Recipient without written consent of the Discloser, including (but not limited to) notifying competitors of the Discloser (or their employees), providing documents containing Confidential Information to other persons for review, creating conditions that allow third parties to familiarize themselves with information constituting Confidential Information, disclosing such information in mass media, social networks, the Internet, or by any other means. Disclosure of Confidential Information may be done either orally or in written form.
Use of Confidential Information – use of Confidential Information in the course of conducting business activities (or other service-related activities, or similar activities provided by the Discloser) by the Recipient, regardless of whether such actions occur during or after the termination of contractual relations between the Parties. 
1.2. Notwithstanding the provisions of clause 1.1 of this Agreement, Confidential Information does not include any information that (I) was publicly known or made available prior to its disclosure to the Recipient, (II) became publicly known or was made available without any wrongful act or omission by the Recipient, or (III) at the time of disclosure, is lawfully in the possession of the Recipient without any confidentiality obligation.

2. List of Information Considered as Confidential Information of the Discloser: 
2.1. Organizational and Managerial Activities:
 2.1.1. Information about the efficiency of the core activities of the Discloser, its production capabilities, development plans, and other commercial intentions;
the Discloser __________ (signature, seal)  the Recipient __________  (signature, seal)  
 2.1.2. Information regarding certification systems, retraining of employees and contractors, as well as incentive systems; 
2.1.3. Information about the organizational structure of the Discloser.
 2.2. Financial Activities: 
2.2.1. Information about the Discloser's bank accounts (including foreign currency accounts), their status and transactions;
 2.2.2. Information about the specific features and amounts of salary, social benefits; 
2.2.3. Information about the specific features and amounts of payments for completed works/services rendered; 
2.2.4. Information about revenue levels, income levels, debt obligations, credit status (assets and liabilities), the amounts and terms of bank and other loans, loan sizes, credit amount and sources, its terms, information about the size of planned borrowings, general policies and tactics regarding currency and credit matters; 
2.2.5. Information revealing planned and current financial performance indicators; 
2.2.6. Information regarding the property status, turnover, banking transactions, financial transactions, banking relationships, specifics of international settlements with foreign companies, planned and reporting data on foreign exchange transactions; 
2.2.7. Information regarding pricing methodologies, price formation principles, cost structure, sales calculation structure, cost calculation, data for price calculation. 
2.3. Contractual Activities: 
2.3.1. Information about concluded agreements, contracts (including their terms and conditions), as well as information about orders and offers received and under consideration;
 2.3.2. Information about business partners of the Discloser (customers, contractors, intermediaries, representatives), their financial standing, reputation, etc.; 
2.3.3. Information regarding pre-negotiation measures, facts of negotiation preparation and conduct, directives for conducting negotiations, including tactics, authority limits of officials, etc. 
2.4. Technical and Scientific Activities: 
2.4.1. Any information regarding technical projects of the Discloser; 
2.4.2. Inventions, scientific solutions, "know-how" and other related issues, including information related to them; 
2.4.3. Methods of protecting the Discloser's trademarks from counterfeiting; 
2.4.4. Computer programs and databases of the Discloser; 
2.4.5. Technologies of the Discloser used by the Recipient for software development. 
2.5. Marketing Activities: 
2.5.1. Any information about advertising campaigns, advertising developments and advertising ideas of the Discloser;
2.5.2. Pricing policy and plans for price changes; 
2.5.3. Any information regarding the marketing strategy of the Discloser;
2.5.4. Media plans, timelines for conducting any advertising activities; 
2.5.5. Marketing budgets, information regarding any marketing research conducted by the Discloser; 
2.5.6. Information about events organized by the Discloser;
2.5.7. Information regarding marketing projects, the development of new products or the modification of existing products, as well as information about product withdrawal from the market.
            2.6. Security Information: 
             2.6.1. Information regarding the security organization of the Discloser, including alarm systems; 
             2.6.2. Information deemed confidential pursuant to specific instructions in contracts, agreements, and treaties executed on behalf of the Discloser. 
2.7. Development Plans of the Discloser: 
          2.7.1. Information regarding the Discloser's plans to expand its economic activities; 
          2.7.2. Investment programs, feasibility studies and investment plans; 
2.7.3. Plans and analytics for the period covering enterprise’s business activities; 
2.7.4. Procurement volume of works/services by terms, prices, countries and enterprises; 
2.7.5. Trade volume of works/services by terms, prices, countries and enterprises; 
2.7.6. Consolidated information on the efficiency of export or import of overall works/services in foreign economic activity. 
2.8. All other information not listed herein, the disclosure of which may cause harm to the Discloser, is also considered Confidential Information. 
2.9. The Discloser may additionally establish a list of information that is considered Confidential Information of the Discloser at its discretion and inform the Recipient separately, for which the Discloser is obliged to sign the relevant amendments to this Agreement no later than 5 (five) business days from the date of receipt of notification of such changes. 
3. Subject of the Agreement:
3.1. In accordance with the terms of this Agreement, the Recipient undertakes not to disclose or use the confidential information of the Discloser, which has become or will become known to it, in whole or in part, and also to fulfill all other obligations imposed on it by this Agreement.

4. Procedure of Access and Use of Confidential Information:
4.1. The Recipient is allowed to familiarize itself only with information (including Confidential Information) that is necessary for the performance of its duties based on contractual and other legal relations. 
4.2. The Recipient is not allowed to disclose confidential information to third parties unless such information is necessary for the performance of duties based on contractual and other legal relations. In case the Discloser has doubts about the purposes of the requested confidential information, it has the right to withhold such information and seek appropriate permission from the Discloser.
 4.3. The Recipient is allowed to disclose Confidential Information to third parties if an authorized representative of the Discloser has provided written permission for such disclosure. 
4.4. The Recipient must constantly take care of preventing the disclosure of Confidential Information, making every reasonable effort to avoid situations where such information may be disclosed to others or leaked. For this purpose, the following measures, among others, must be taken: (1) documents (or other items) containing Confidential Information of the Discloser should not be left on desks during the Recipient's absence at his/her workplace (or place of business); (2) Confidential Information of the Discloser should not be discussed over the phone with an authorized person if it can be delivered in person or by another more secure method; (3) the Recipient should avoid situations where unauthorized persons can read Confidential Information on computer screens (whether in the absence or presence of the Recipient at his/her workplace); (4) Confidential Information should not be disclosed to persons who are unknown to the representatives of the Discloser or who have not provided appropriate authorizing documents; (5) information carriers of the Discloser should, if possible, be stored in safes, iron cabinets, etc.
5. The Recipient’s Obligation to Protect the Confidential Information of the Discloser
5.1. , During financial, business, partnership or other relations with the Discloser and for ten years after their termination, the Recipient undertakes: 
5.1.1. Not to disclose any information considered confidential that may be entrusted to or become known during the fulfillment of its obligations under the Agreement and/or contractual relations with the Discloser's partners. 
5.1.2. Not to transfer or publicly disclose any Confidential Information without written consent of the Discloser. This includes, but is not limited to, information about the Discloser's employees, partners, customers and other contractors involved in software development. 
5.1.3. To comply with all requirements to ensure non-disclosure of the Discloser's Confidential Information. 
5.1.4. To inform immediately the Discloser in case of attempts to obtain Confidential Information from the Recipient by third parties. 
5.1.5. To safeguard Confidential Information related to individuals, companies, organizations, and banks with whom business relations have been established. 
5.1.6. Not to use the Discloser's Confidential Information for any activities that may harm the Discloser. 
5.1.7. Upon termination of the Agreement, all carriers of Confidential Information (manuscripts, drafts, drawings, magnetic tapes, photographs, disks, diskettes, printed documents, models, etc.) that were at the Recipient’s disposal must be transferred back to the Discloser through an acceptance act.
5.1.8. Immediately report any loss or shortage of the abovementioned Confidential Information carriers, documents, IDs, keys, or any other incidents that could lead to the disclosure of the Confidential Information, along with the causes and circumstances of potential leaks. 
5.1.9. Not to engage in cooperation with the Discloser's clients, affiliates, subsidiaries or other counterparties. 
5.1.10. In case of non-compliance with any of the points mentioned above, the Recipient must pay penalties as stipulated in this Agreement on the Discloser's request. 
5.2. The Recipient agrees that during the term of the Agreement and for 10 years after its termination or expiration, it will not, directly or indirectly, establish any financial, business, labor, or similar relations with the Discloser's customers (including affiliates, subsidiaries, branches, or other counterparties) or employees, contractors, agents, and representatives, without prior written consent from the Discloser. Moreover, the Recipient will immediately notify the Discloser of any attempts to establish such relations by employees, contractors, agents, or representatives.
5.3. The Recipient agrees that during the term of the Agreement and for 10 years after its termination, he/she will not disclose to any person, company or corporation any information related to the Discloser's customers, employees, contractors or service providers. 
5.4.  By signing this Agreement the Recipient confirms that violating these provisions may result in liability under Cyprus law, including financial penalties, compensation for damages (including lost profits and moral damages), and other penalties. 
5.5. By signing this the Recipient confirms understanding of the concept of Confidential Information. 
5.6. The Recipient confirms that he/she is fully familiar with the list of information that constitutes Confidential Information by signing this Agreement.
6. Liability
6.1. The Parties are liable for failure to fulfill or improper fulfillment of their obligations under this Agreement according to the terms of this Agreement and the Legislation of Cyprus. 
6.2. The Recipient is obligated to compensate any damages resulting from the disclosure and pay a penalty of €50,000 in case of disclosure of Confidential Information or violation of the terms of this Agreement. 
6.3. The Recipient must pay a penalty of €5,000 on the Discloser's request in case of violation of clause 5.1.

6.4. The Recipient must pay a penalty of €50,000 if the Recipient violates the provisions regarding the usage of the Discloser's Confidential Information for business activities without written consent of the Discloser. 
6.5. The Recipient must pay a penalty of €50,000 in case of violation of clauses 5.2 and 5.3 without written consent of the Discloser.
7. Dispute Resolution
7.1. All disputes arising between the Parties regarding the fulfillment of this Agreement shall be resolved through negotiations. 
7.2. If a dispute cannot be resolved through negotiations, it will be considered by court in accordance with the legislation of Cyprus.
8. Term of the Agreement
 8.1. This Agreement comes into effect from the moment of signing by both Parties and remains valid throughout the duration of the contractual, partnership, and other business relations between the Discloser and the Recipient, whether those relations currently exist or will arise under future agreements. The Agreement also remains in effect for an additional 10 (ten) years following the termination of such relations. 

9. Miscellaneous
9.1. This Agreement may be executed and formalized by mutual agreement of the Parties:
 - either in paper form in a single document signed by both Parties in two copies, with the exchange of paper copies; 
- or in written form followed by scanning and exchanging the document in electronic form in “.pdf” format via email; 
- or in the form of an electronic document created according to the requirements of electronic document circulation signed by electronic signatures in accordance with the legislation of the country where the signing Party is located. Signing of an electronic document can also be conducted via an electronic service agreed upon by the Parties on mutual agreement. 
9.2. Amendments and supplements to this Agreement are allowed exclusively in written and/or electronic form with the mutual consent of both Parties and are formalized as additional agreements to this Agreement. 
9.3. The Parties agree that any letters, agreements, addendums, demands, requests and other messages made in accordance with this Agreement in written form may be signed digitally (electronically) or manually, then scanned and sent in electronic form in “.pdf” format via email. Scanned copies of documents executed for fulfillment of this Agreement are considered originals unless either Party requests an exchange of paper copies. Any documents executed in accordance with this Agreement are sent by the Parties via email, with further informing each other of such exchanges in the section “Details and Signatures of the Parties.” A letter sent to the approved email address is considered duly received three hours after it has been sent, unless the sending Party receives an automatic reply indicating that the letter could not be delivered. 
9.4. This Agreement is governed by the Law of Cyprus. All legal relations arising from or in connection with the execution of this Agreement, which are not regulated by its provisions, are governed by the current legislation of Cyprus. 
9.5. Unilateral refusal to perform obligations or unilateral modification of the terms of the Agreement is not permitted. 
9.6. Assignment of claims and/or transfer of debt under this Agreement by one Party to third parties is allowed only with the written consent of the other Party. 
9.7. The terms of this Agreement, its supplements and appendices are confidential and must not be disclosed. 
9.8. The Parties acknowledge that if any provision of this Agreement is or becomes invalid or unenforceable due to non-compliance with the law, such a provision will either be disregarded by the Parties or the Parties will take reasonable measures to amend this Agreement to the minimum extent necessary to make it valid and reflect the intentions of the Parties as closely as possible. 
9.9. The Parties are responsible for the accuracy of the details provided in this Agreement and must immediately notify each other in writing about any changes of this information. A Party that fails to notify the other one will compensate any losses incurred in a result of or in connection with the failure to provide timely notice.
Details and Signatures of the Parties:
	the Discloser 
	the Recipient 

	Director

 ___________________ 
	____________________________

Address: _____________________

_______________________________

Legal entity number:________________

e-mail: ______________

_________________________________


