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Two-Factor Authentication (2FA)

2FA allows our team to add another layer of
security for online account access. This extra
layer of security is required for any login,
generation of API keys, and all withdrawals.
2FA configuration is performed via Google
Authentication or SMS.

Authentication & monitoring tools protecting
your account

- Login data is kept, analyzed & tracked for
uncommon activity

- IP Address changes detected to prevent
session hijacking

- Limit access to your account from specific IP
address

Withdrawal Protection:

- XXX team monitors all ecosystem
withdrawals and identifies every unusual
activity using the latest technology.

- Our withdrawal process is enhanced with
malware protection for your browser.

- XX community members set the one specific
address where funds are transferred to.

Advanced API Key Permissions:

- Our ecosystem is complete with extensive,
customizable firewall rules and security
settings which protect our servers from a
variety of attacks.

- XXX Data Centers are located in highly-
secure facilities with extremely restricted
access.

- Server Security methods and precautionary
measures are confidential.

OByxdaKkTopHasa ayTeHTUdMKaums (2FA)

C nomouubto 2FA Hawa KomaHaa aobaBnseT ewe ogMH YpoBEHb
6€e30MacHOCTM ANs JOCTYNA K OHMANH-aKKaYHTY. JlONONHUTENbHbIN
YpPOBeHb 6e30nacHOCTM Heobxoanm gns Noboro BXxoaa B CUCTEMY,
reHepaumm APl Kntouen 1 aas BCcex onepaumii BbiBoAa CpeacTs.
KoHourypauma 2FA ocyLecTBaseTcs ¢ NOMOLbIO
ayTeHTUOUMKaunm Google nnm SMS.

CpepncTtBa ayTeHTUOMKALUUMU U MOHUTOPUHTA ANA 3aLLMTbI Bawewn
Y4YeTHOM 3anucu:

- [laHHble BXOAa XPaHATCA M aHaAU3UPYIOTCA, OTCEeXMUBaAETCA
HeobblYHaA aKTUBHOCTb

- PuKcmpytoTca nsmeHeHua IP-agpeca agna npesoTspalleHma
nepexsaTa ceaHca

- [locTyn K Ballei y4eTHOM 3anncu NpuBA3bIBaeTcA K
onpepeneHHomy IP-agpecy

3awmTa BbIBOAA CPEACTB:

- KomaHga XX ncnonb3yeT HoBelLMe TEXHONOIMK, OTC/IEKMBaAA
BCE CHATUA CPEACTB B 3KOCcUCTEME U DUKCUMPYA N0OYI0 HEODBIYHYIO
aKTUBHOCTb.

- Y106bI 4ONONHUTENBHO 3aWUTUTL NPOLECC BbIBOAA CPEACTB, Mbl
[06aBUAY 3aLLMTY OT BPEAOHOCHbBIX MPOrpamm As Ballero
6paysepa.

- YneHbl cooblectBa XX ycTaHaBAUBAOT OAMH ONpeaeseHHbIN
ajpec, Ha KOTOpbI NepeBoaATCcA cpeacTBa.

PacwmnpeHHble paspeweHna Kntoda API:

- Hawa skocucrema f0N0HEHA paclLUMPEHHbIMMU,
HacTpaMBaeMbIMK NpasBuaammn bpaHaMmayspa U HAaCTPOMKAMM
6€30MacHOCTH, 3aLWMLLAILLMMM HALWK CEPBEPBI OT PA3ANYHbIX
BMO0B aTakK.

- AaTa-ueHTpbl XX pacnofioXKeHbl B MOMELLEHWUAX C O4EHD BbICOKMM
YPOBHEM 6€30MacHOCTU U CTPOTO OrPaHMUYEHHbIM LOCTYMOM.

- MeToabl obecneyeHns 6e3onacHOCTU cepBepa U Mepbl 3aLLUUTbI
ABNAKTCA KOHOMAEHUNANBHBIMWN.




