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Забезпечення інформаційної безпеки України у контексті світового досвіду
Ensuring information security of Ukraine in the context of world experience
In the context of growing interconnections with other countries, Ukraine's national security becomes an integral part of the overall security component. An important component of any nation's national security is information security. Since 1994 in foreign countries issues of information policy and Information security is given particular attention.
The purpose of this article is to investigate the issue of ensuring information security of Ukraine based on the experience of foreign countries and the main mechanisms for its provision.
Scientists such as V. Rogovets, Y. Zasursky and others have been engaged in the research of this issue.
It is well known that the higher the level of intellectual and informational development of society, the more necessary is reliable information security, since the realization of the interests of people and states is increasingly being done through informatization. Given that under the influence of information attacks can be purposeful the changing worldview and morals of both individuals and society as a whole are connected other's interests, motives, lifestyle, the analysis of essence and forms comes to the for occurrences of latent aggressive influence, manifestation of actions that have a purposeful aggressive directions and conflicting interests of national security, developing mechanisms counteracting them in all directions [1].
Information laws have been created in the countries of the world for several years policy and information security. Let's try to characterize the legislation that concerns the protection of information in the United States, Canada and Germany. Note that the legislation in the field of information security. These countries primarily determine the objects of legal protection in the information field, order realization of the ownership of information objects, rights and obligations of the owners, legal the mode of operation of information technology. At the same time, it should be noted that information in these countries can be protected by means of legal protection of intellectual property. Information it is considered an intellectual property object even when it comes to mass information[2].
There are internal and external sources of information security. Internal sources refer to the lack of historical, political and social experience of life in a rule of law concerning the process of practical implementation of constitutional rights and citizens' freedoms, particularly in the information field. Scientists consider it internal a source of information security for increased organized crime and increase the number of cyber crimes, the decrease in the level of education of citizens, which is essential complicates the preparation of manpower for the use of the latest technologies, in particular information.
External sources of information security include the activities of foreign ones political, military, economic and intelligence structures in the information field; the dominance policy of some countries in the information field; international activities terrorist groups; development of concepts of information wars by any structure; cultural expansion towards a specific country[3].
The protection of information in NATO is governed by the Security Agreement Agreement North Atlantic Organization ”agreed between the Member States. This the document reflects the basic requirements for the protection of restricted information, what NATO members have pledged to do. It sets the basic requirements for the system physical, organizational, procedural and technical security. Signing a document that each nation has given a commitment at the national level to guarantee adequate security of NATO restricted information. And each NATO member gives information with limited access, and, depending on how other members NATO fulfills its obligations and determines what information its country does make the Alliance accessible. Thus, any recovery by one or several Alliance members meeting their commitments may lead to a reduction the amount and quality of information that is restricted to them [4].
In today's conditions, Ukraine is a typical external destructive object information influences. The subject of these influences is primarily the themes of national unity, territorial integrity, language, culture and religion, European integration. However external destructive actions would not have a significant impact on the order of business of the Ukrainian media and media public opinion, unless supported by certain political, parliamentary or political forces individual policies. In terms exacerbation of the financial crisis, such messages become an additional factor misinformation and disorientation of public opinion, contribute to excessive exacerbation political tensions.
Information and psychological attacks are constantly being carried out against Ukraine. Therefore with Ukraine should have active information counteraction, which should provide real information security of the state. Thus, based on a generalization of the global security experience information security of Ukraine should be a constant focus of society and of the state.
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