Analyzing Qbot obfuscation techniques

Task

Please provide a printed out written description of the obfuscation techniques used to obfuscate
Qbot (aka. Qakbot) main module malware samples, and if possible describe ways to unpack and/
or de-obfuscate samples. Please provide screenshots of central elements of your analysis.

Tools

e DiE (Detect It Easy)
e PEStudio

o CFF Explorer

e Resource Hacker

e |IDAPro

e x64dbg

e HxD

Sample

Retrieved from: MalwareBazaar Database (https://bazaar.abuse.ch)

File: DLL

Size: 1,841,599 bytes

First spotted: 2022-05-17 19:49:24 UTC

SHA256: 8a3831890745370e61256396858a94062600f1efd2d1df36ef8a291e41494277

Static analysis
Before we start debugging the sample, let's look at the structure of the PE-file. Opening the file in
DiE

Scan Endianness Mode Architecture

Automatic LE 32-bit

Compiler: Borland Delphi(7)[-]

Linker: Turbo Linker(2.257, Delphi)[DLL32, signed]
= Owverlay: Binary
Certificate: WinAuth(2.0)[PKCS #7]

The screenshot shows that the file is 32-bit, Delphi7 compiler. There is an overlay with a certificate
in it. The certificate signature is invalid because it is not displayed in Digital Signatures.
Sometimes attackers use the certificate body to store the pyload.



The PEStudio program does not show anything interesting, except for the scan results by hash from
VirusTotal 48/70. Most antiviruses detect it as trojan.gbot/gakbot

Searching for cryptographic algorithms in the file found only PKCS_DigestDecoration_SHA256
at address offset @@1bcc5eh. A fake certificate is located at this location.

In CFF Explorer | see that there are no export functions in the library. This means that Stub will
create them at runtime when it replaces the headers with the headers of the original image in
memory.

Next, | look at the resource data with the Resource Hacker program. We admire the fake data in the
Version_Info section. The resource section is quite large and heavily littered. In the RCData
section there is a suspicious resource with data and the name
GYRTHY345T345T24RTATRGYWERFADIFOIOUAHUFHASU.
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File Edit View Action Help RCData : GYRTHY345T345T24RT4TRGYWERFADIFOIQUAHUFHASU : 2050
Bl MW e D Q LR P @
D .d, H é@ = LN !|. W Mersge 0
e T T
J Cursor A || D01ARIFO 44 86 F9 FF 33 22 CC 14 15 41 F5 FF 23 22B574 A |D 3" A #" ¢
| Bitmap 001AR200 |15 36 F3 00 98 L6 7F 85 1C 35 F3 FF 37 28 €3 EC [ 8 7
Tcon 001AR210 |FB 35 81 41 AS 2A 9D 7C E& 35 F3 9B 19 CD F4 FF SER*|S
| Diabg 0D01AZ220 |DB 28 BS C DO 35 F3 2B 11 C5 F4 FF C3 29 A5 &4 ] )y d
Lo 0D01AR230 |B# 35 F3 52 EF DS 52 8B 91 D3 C7 00 AC A5 08 00 SRE R
-+ String Table 001AR240 |AC A5 08 00 AC A5 08 00 AC A5 08 00 AC A5 08 00
w - | RCData 001RA2S0 |AC AS 08 00 AC AS 03 00 AC AS 08 00 AC AS 08 00
't DVCLAL : 0 OO1RAZ60 |AC AS 08 00 AC A5 08 00 AC A5 08 00 AC A5 08 OO0

4% GYRTHY345T345T24RT4 TRGYWERFADIFOIOU, ||001RR270 |AC AS 02 00 AC AS 02 00 AC AS 0% 00 AC A5 02 00
. 001AR280 |AC AS 08 00 AC AS 03 00 AC AS 08 00 AC A5 08 00
~ PACKAGEINFO : O 001AR290 |AC AS 02 00 AC AS 08 00 AC AS 08 00 AC A5 08 00

i~ TCUSTOMIZEFRM : 0 001AA2A0 |AC A5 08 00 AC A5 08 00 AC A5 08 00 AC A5 02 00
- TFTBY345T3:0 OO1ARZBO [|AC A5 08 00 AC A5 03 00 AC A5 08 00 AC A5 03 OO
¢ TQRABOUTBOX : 0 001AR2CO |AC AS 0% 00 AC A5 08 00 AC A5 0% 00 AC A5 08 G0
_r TQRCOMPED : 0 001AR2D0 |AC RS 08 00 AC A5 08 00 AC A5 08 00 AC A5 08 00

OO0LRR2ED |AC A5 05 00 AC AS 0Z 00 AC A5 08 00 AC A5 08 00

~ TQRENVIRONMENTEDITOR : 0 O01RA2FO |(RC AS 02 00 AC RS 08 00 AC AS 03 00 AC A5 02 00

~ TQREXPREDITORFORM : 0 OO1AR300 [|AC A5 08 00 AC A5 03 00 AC A5 08 00 AC A5 03 OO0
~f TQREXPRESSIONBUILDER : O O001RAA310 |AC RS 08 00 AC AS 03 00 AC A5 08 00 AC AS 03 00
-t TQRLABELEDITORFORM : 0 O001RA320 |AC AS 08 00 AC AS 08 00 AC A5 0% 00 AC A5 08 00
'+ TQRPROGRESSFORM : 0 001RAA330 |AC RS 08 00 AC AS 03 00 AC A5 08 00 AC AS 03 00

001AA340 (AC &S 02 00 AC A5 03 00 AC A5 08 00 AC A5 03 00
-y TQRSTANDARDPREVIEW : 0
q 001AA350 (AC A5 05 00 AC A5 03 00 AC A5 08 00 AC A5 03 00
y .Furso[Group v |[nrranar D
< > Binary View |

136,196 / 1,609,696 Selection - Offset: 135997 Length: 0

Its size is 136Kb, and you can clearly see traces of the XOR algorithm at the end of the binary data,
where zeros should be. Sometimes an addition or subtraction algorithm may be used instead, to
make the XOR instruction less suspicious to antiviruses. Judging by the size, the original Qbot is
there. We do not do anything about it for now and proceed to analyzing the code.



Code analysis
First let's see everything in the IDA Pro disassembler

¥ DA - gbot.dilidb (gbot.dll) C\Users\ivano\Desktop\qbot.diLidb

File Edit Jump Search View Debugger Lumina Options Windows Help
SE e B Mm@ B ) A GO sl - #F X P O O o wndwsdebugeer | %) ¢ ] B §©
SO L U 0TI 0O o

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[#] Functions 0 & x IDA View-A =] Hex View-1 & Structures A Enums
Function name |l s =

Comctrls::TPageControl::SetActivePage(Comctrls: - TTab

sub_443450 . . . - . .

Comctris:: TPageControl::ShowContral{Controls: - TContn ; Attributes: library function noreturn bp-based frame

Comctrls::TPageControl::
Comctrls::TPageControl::
Comctrls::TPageContral::
Comctrls::TPageControl::
Comctrls::TPageControl::
Comctrls::TPageControl::
Comctrls:: TPageControl::
Comctrls::TPageControl::

UpdateTab({Comctrls:: TTabshe
UpdateActivePage(void)

CMDesignHitTest(Messages::T'
CMDialogkey{Messages: : TWMt
CMDockClient{Controls: :TCMD¢
CMDockMotification{Controls::1
CMUnDockClient(Controls: - TCh
GetDockClientFromMousePos(T

; BOOL _ stdcall

D11EntryPoint (HINSTANCE hinstDLL, DWORD fdwReascn, LPVOID lpReserved)

pub

1E t proc near
hinstDLL= dword ptr &
fdwReason= dword ptr @ch
1pReserved= dword ptr 1eh

Comctrls::TPageControl: :WMLButtonDown (Messages::T

Comctrls::TPageContral: :WMLButtonDbIClk(Messages::T push ebp

Comctris::TPageControl::SetTabIndex{int) mov ebp, esp

Comctrls:: TPageControl::\WMEraseBkGnd(Messages: TV add esp, BFFFFFFC4h

Cometrls::TStatusPanel:: TStatusPanel{Classes: TCallect mov eax, offset dword 5574E8

Comctrls:: TStatusPanel: :Assign(Classes: ‘TPersistent %) call @Sysinit@@InitLib$qqryv ; Sysinit::_ linkproc__ InitLib(wvodid)

Comctrls:: TStatusPanel::SetBibiMode (Classes:  TBIDIMod xor ecx, ecx

Comctris:: TStatusPanel::IsBiDModeStored (void) mov di, 1 ; Classes::TComponent *

Comctrls:: TStatusPanel::SetParentBiDiMode (baol) mov i

Comctrls:: TStatusPanel: :ParentBiDiModeChanged(void) call Forms::TCustomForm: : TCustomForm(Classes: :TComponent *)

Comctris:: TStatusPanel::UseRightToLeftReading{void)
Comctrls:: TStatusPanel::UseRightTol eftAlignment{void) DLIEnEr
unknown_libname_749
unknown_libname_750
Comctrls:: TStatusPanel::SetBevel{Cometrls:  TStatusPan ,

>

R Y Y Y Y Y Y ) Y e

At the top of the graph we see that the CODE section has a large size. Almost all the code in it has
been disassembled. There are almost no gray sections that may contain Payload.

In the left part we see the names of functions, these are Delphi classes and methods. Their names
traditionally start with the letter T. The whole section is filled with code. Apparently, the source code
of some OpenSource program taken from GitHub was used. This creates the illusion that the file is
not a malware crypto. Modern antiviruses are suspicious of executable files with little code that is
assembled.

The work of the obfuscation algorithm we will watch in the debugger at the real execution of sod,
because the disassembler can not show the whole algorithm of actions.

Let's look at the beginning of D11EntryPoint. The first CALL is a Delphi-Runtime initialization
function. This should be skipped as it is a standard function. Below that there is the code from
chains-SEH.



FIIE

loc_45B672:

mons ehx, ecx

MoV [ebp+var_5], dl
MoV [ebp+var_4], eax
xor eax, eax

push ebp

push offset loc_45B7B3
push dword ptr fs:[eax]

MoV fs:[eax], esp

mov “eax, ds:off_S55C1B4
mov eax, [eax]

mov edx, [eax]

call dword ptr [edx+14h]
xor eax, eax

push ebp

push offset loc_45B798
push dword ptr fs:[eax]

mow fs:[eax], esp

push e

mov ecx, ebx

Xor edx, edx

mav eax, [ebpt+var_ 4]

mav ebx, [eax]

call dword ptr [ebx+8E8@h]

mav eax, [ebp+var_4] ; this

call fsystem@TObject@ClassTypedqqry ; System::TObject::ClassType(void)
cmp eax, off_ 458458

jz loc_45B77E

Cryptmakers often start their actions in the body of the FormCreate procedure. In the Function
window let's find all functions that contain this name.

Functicn name Segment Start

¥ | _TQRStandardPreview_FormCreate CODE 004C5EFO
¥ | Customizedlg:: TCustomizeFrm::FormCreate(System:: TObject *) CODE 005564C4
F| _Tfay345t3_FormCreate CODE 00557180

Let's go through each of them and set a breakpoint and start the debugger. Stop at the first
Breakpoint and go to the pseudocode



1 [LPSTR _ fastcall Tftey345t3_FormCreate(int al)
2t

3 LPSTR result; // eax

4| int w2; /[ edx

5| dint w3; // eax

6| int wa4; [/ ebx

7| int w5; // ebx

7| int TextCharset; // eax

9 | LPSTR lpBuffer; // [esp+l8h] [ebp-6Ch]

18 | DWORD nsize; // [esp+l8h] [ebp-64h] BYREF
11 | unsigned int v9; // [esp+iCh] [ebp-6@h]

2 | DWORD v1@; // [esp+28h] [ebp-5Ch]
13 | int i; // [esp+24h] [ebp-58h]
14 [ int w12; // [esp+28h] [ebp-54h]
15 | dint v13; // [esp+2Ch] [ebp-58h]
16 | unsigned int vi14; // [
17 | unsigned int v15; // : =
18 | int wvl6; // [esp+3Bh]
5 ChT

[ebp-4Ch]
[ebp-48h]

19 [ int w17; // [es

20 | int v1B; // [es

21 int v19; // [es

22 | unsigned int

23 | int w2l; // [esp+4cCh]

24 | int v22; // [espt+58h]

25 | void *v23; // [esp+54h] [

26 | int w24; [/ [e ;p+w h] [ebp-24 h

27 | int *va25; //f [ I' [ebp- 28h]

28 | int (_ fastcall ° 26) (_DWORD); // [esp+&Bh] [ebp-1Ch]

29 | int w27; // [esp+64h] [ebp-18h]

38 | int v28; // [esp+68h] [ebp-14h]

31| int w29; // [es [ebp-1@h]

32| int v3@; // [esp+7eh] :=LP

33 | unsigned int *v31; 7 [ [ebp-8h]

34 | unsigned int *w32; // : : [ebp-4h]

35

36 v27 = alj;

37 i |
38 nSize = 188;

39 | GetUserNameA(lpBuffer, &nsize);

4@ | if ( lpBuffer[1] != 111 || lpBuffer[4] != 68 || (result = lpBuffer, lpBuffer[6] != 1@1) )
41

42 LoadLlhraryA a"jr3™);

43 v = 566667,

a4 = H

45 = H

46 v = (int)*(&hInstance - 4);

a7 v29 = (int)* (&hInstance = E13

48 LDBYTE( 12) =

49 v26 = (int {__ £ astcall ***)(_DWORD))unknown_libname_424(
5@ (Classes::TResourceStream *)&off_ 41008,
51 va,

52 hInstance,

53 (LPCSTR)&str gyrthy345t345t2[1],
54 18);

55 for { i = 14; i != 23555534; ++i )

56 GetTextCharSEt(B),

57 w12 = 5666673

58 3 = 121;

59 = (**v26)(v26);

You can see in the listing that the computer name is being checked. The first and fourth and sixth
characters ".0..D.e". If all of them match, the job is terminated. | can't guess what the name should
be. Probably the computer name of the crypt author himself. Since all normal sanboxes do not use
static names and such a simple way to determine them will not work.

Next comes garbage calls and fecal code. The TResourceStream class accesses a resource named
GYRTHY345T345T345T24RT4TRGYWERFADJFOIOUAHUFHASU and, in fact, allocates memory by
copying its contents there. This is Payload.

The GetTextCharset(0); functionfrom WinApi library Gdi32.dllis launched in a long loop.

being executed, let's change jnz short loc_55727B to jz short loc_55727B.

I'll rename some variables and add comments to make the code in the screenshot clearer.



Further down the code are the calls of the VirtualAlloc function PAGE_EXECUTE_READWRITE
They allocate two sections equal in size ©2147Dh. One of which will not be used. The second one is
filled with zeros by Windows : : FillMemory (pNewMemory2, dw, @). And Payload is copied
from TResourceStream.

)
=l

Windows: :FillMemory (plewtemory2, dw, @);

7 size = (**(int (_ fastcall ***}(Classes::TResourceStream *))pTResourceStream)(pTResourceStream);
78 nl = @;
79 while { count ¢ size ) // Copy Memory
20 {
81 w24
83 sub * YNewMemoryl + count, v19);// System::Move
84 i += v19;
85 count += vl
86 count += v13;
87
88 w2l = 137184,
a9 vie = v2e + 137184;
ga nl = @;
a1 if ( w22 )
92 {
93 do // Decrypt Algoritm
94 {
a5 vl2 = w14 + nl - 13
96 *(_DWORD *)pNewMemory2 += nlj
97 vd = v12 + v28 + GetTextCharset(@);
93 dw = *( _DWORD *)plewtemory? * (v4 - GetTextCharset(®));// XOR
99 I
168 *(_DWORD *)pNewtemory2 = dw; int wd; // ebx
181 vlz = @; BxBASAD
182 v5 = nl + 4 + GetTextCharset(8);
183 extCharset = GetTextCharset(@);
184 pNewMemory2 = (char *)pNewMemory2 + v12 + 4;
185 nl = v5 - TextCharset;
186
187 while { v5 - TextCharset < w22 );
163 }
109 V30 += 4;
11@e 368 -= 4896,
111 asm { jmp [ebptvar_14] } // Unconditional jump to decrypted Stub in memory
Ll

113 return result;
114 [}

0015e7C8 _Tftey345t3_FormCreate:-35 (C573CE)

As we can see the decryption procedure uses XOR with floating key. The algorithm of key generation
includes manipulations with WinApi function, getting an unknown number to fool emulators. The
assembler insertion at the end has a JMP on the memory section where the decrypted Stub lies.
Further we will continue studying the code in x64dbg debugger

At the beginning of the memory section is the original Qbot file. Some WinApi function names are
encoded directly in the code.



On the "Memory Card" tab,
the HxD editor

Cffset (h) 00 01 02 03 04

Q0000000 FT 65 T4 50 T2
QQO000l0 00 00 00 56 69
Q00000020 00 OO0 00 OO0 00

Q0000030 65 00 00 00 00
Q00000040 &5 77 4F €6 46
Q00000050 75 €1 &C 50 T2
Q00000060 6F €1 €4 4C 69
QQO0o0T0 00 00 47 5 T4
QQO00080 e5 41 00 00 QO
Q0000090 6E ©4 &C €5 57
QQO0000AC 6C €5 41 00 0O

QQOo0o0B0  eC €5 50 eF &9
000000CO 69 T4 65 46 &9
QQODo0D0 00 43 eC eF T3
QQO0DOQEQ 00 QOO0 Q0 00 47
QQO0000F0 00 OO0 00 00 00
Q0000100 00 OO0 00 00 00
QQO00110 74 41 00 00 QO
00000120 4D €F €4 75 6C
00000130 47 €5 74 4D 6F
Q0000140 65 57 00 46 T2

Q00000150 00 OO0 00 00 00
Q00000160 02 00 00 00 04
QQO0ol170 20 00 00 00 40
00000180 00 F& 01 00 4D
Q00000190 FF FF 00 00 B&
QQO001A0 00 OO0 Q0 00 00

Q0000180 00 00 00 00 00
Q0Q0001C0 08 01 00 OE

Mmoo
51}

QQOo001D0 CD 21 54 (3]
QQO0001EQ &1 €E 6E €F T4
Q000001F0 44 4F 53 20 6D
QQO00200 00 OO0 00 00 65

QQo0oz21l0 21 FA CF BT 35

8

mow byte ptr [ebp-28]
mow byte ptr [ebp-27]
mow byte ptr [ebp-26]
mov byte ptr [ebp-25]
mov byte ptr [ebp-24]
mow byte ptr [ebp-23]
mow byte ptr [ebp-22]
mow byte ptr [ebp-21]
mowv byte ptr [ebp-20]
mo byte ptr [ebp-1F]
mo byte ptr [ebp-1E]
mo byte ptr [ebp-1D]
mow byte ptr [ebp-1C]
mov byte ptr [ebp-1BE]
mov byte ptr [ebp-1A]
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Find the beginning of the PE-file with the header signature
beginning. At the end of the file we also need to trim the excess. To do this you need to define the
end of the file. Open this dump in CFF Explorer on the Section-Header section and add the
values of the last section Raw_Address and Raw_Size to get the file size.
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Decoded text
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The output is the original Qbot. You can make sure of it by checking Yara-rules, x64dbg has Plugin

that allows to do it.



55 push ebp optionalHeader.AddressofEntryPoint

BEEC mow ebp, esp
51 push ecx ecx:D11Instal1+1Aa1
837D OC 01 cmp dword ptr [ebp+C], 1
~ 0
g 85 x64dbg YARA Scan — x
E
g tall
5 Scan Mode [~ win_gakbot_auta
’E Module:
B 10000000 C:\Users\ivano'Desktopidump_files_stub ~ 4
q res
E Base: Size:
A
q  [10000000 ||pooz2000 Scan .
E
5 - . .
5| |[] antidebug_antivm_index yar
8 |[] capabilities_index.yar
E [] erypto_indesx.yar
5 |:| crypto_signatures.yar
3 | eve_rules_index.yar
exploit_kits_index yar
g loit_kits_ind
5| |[] index.yar
. E [] malware_index.yar
g |[] packers_index.yar
q win.qakbot_auto. yar dres
E
5
B
]
B
§
d
§ ALL ||
5
ES DOBAODOD |ca11 dump_files_stub. 1000F05C
AT TOCONTIN iy Auwime A e rannicoso’l oo

The signature has been identified! To be sure, you can also check on virustotal.com.

Stub allocates new space for the original again by ERW memory protection rights. Copies the
original sections there. Configures access rights to each section using the VirtualProtect
function. But for some reason the f1NewProtect parameter has the wrong value ©2D90168h
and the function does nothing and returns LastError: ERROR_INVALID PARAMETER.

Next, Import Data is restored using the LoadLibrary and GetProcAddress functions.
Since the code has been moved, it is restored using Relocation Data.

There is a check for the existence of the file "C: \INTERNAL\__empty" by the function
GetFileattributesW.

Mo dword ptr [Bebp+Clll, eax [dword ptr ss:[ebp+0C]]:L"C: \\INTERNALYY __empty"
call dword ptr [<&GetFileAttributes

cmp eax, FFFFFFFF

Tea eax, dword ptr [ebp+C] [ss:[ebp+0C]] :L"C: \MINTERNALYY ___empty"

push eax

je 2DBELEA

This is used to check emulation of some antivirus product. Some sources say that it is Windows
Defender. If the file exists, the control will not be transferred to the original-Qbot.

In the TEB structure, fixes the module data in LDR_DATA_TABLE_ENTRY.

0x18 Dl1Base;
0x1C EntryPoint;
0x20 SizeOfImage;

Substitutes them with the data of the new image.



push ebp

Mo ebp, esp

sub esp, C

Mo eax, dword ptr JJ: [15]
Mo eax, dword ptr [eax+30]
Mo ecx, dword ptr [eax+{]
Mo dword ptr [Qebp-Cll, ecx
Mo eax, dword ptr [febp-Cj
Mo ecx, dword ptr [eax+{]
Mo dword ptr |[febp-8], ecx
Mo edx, dword ptr [[ebp-3]
Mo dword ptr [Qebp-4], edx
Mo eax, 1

test edax, eax

= o BT MeA O

At the end, it restores the necessary values of the registers and puts the VA address of the entry
point of the original file on the stack with the push instruction. It is followed by the address of
return from dllmaintontdll.dl. Afterthe original dllmain works - the control will return to
ntdll.dll, then tothe Rund1132 image and later it will be called by the D11RegisterServer
function in Qbot. Then the malware itself starts working.

L 8B85 S0FCFFFF Mo eax, dword ptr |ebp-370]
| 8B8D &OFCFFFF Mo ecx, dword ptr [ebp-3a0]
| 83941 04 Mo dword ptr [ecx+4], eax
LA 8B95 FCFCFFFF Mo edx, dword ptr [ebp-354]
| S8BBS &5FCFFFF Mo esi, dword ptr [ebp-3958]
ol BBBD BCFCFFFF Mo edi, dword ptr [ebp-394]
| 8BAS &OFCFFFF Mo esp, dword ptr [ebp-3a0]
| S8BAD G4FCFFFF Mo ebp, dword ptr [ebp-39C]
w0 52 push edx

e c3 ret

Conclusion

File obfuscation is done in a primitive way. No compression methods are applied. Stub is written in
C\C++ and is not optimized. There is a lot of unnecessary duplicated code. For example, the function
of getting the address of the kernel32 module has just a gigantic size of 450 bytes. The author
probably doesn't know about optimization parameters for the compiler. There are no anti-debugging
techniques. There is no virtual machine definition either. Dense Payload data is not diluted in any
way.

All sections of the original have incorrect protection rights to ERW memory. After Stub operation, a
lot of unreleased ERW memory not belonging to any module is left behind. All this entails fast
detection by anti-virus technologies.
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If the task was to get the original Qbot from a crypto file, then everything can be done easier and
faster. For example, put BreakPoint onVirtualalloc, VirtualProtect functionsand

monitor the places they allocate, wait for the original image to appear. Then saving the dump and

correcting its section sizes is done automatically.
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