[bookmark: _Hlk97307966]MODERN THREATS TO THE SOCIAL SAFETY OF THE EDUCATIONAL ENVIRONMENT AND THEIR PREVENTION IN OUR LIFE
— THEORETICAL SIDE OFA MEDAL
The article describes in detail all the factors of environmental safety at the present time. Unfortunately, most of them are in an extremely difficult situation, as a result of which global problems may arise that will drive the world crazy. 
This text presents three methods for studying the problem: the first is analysis, criticism and a systematic review of the literature, the second is the method of logical analysis and construction, the third is heuristic methods: the “new look” method and the analog transfer method in relation to the creation of models related to interpretation of the concept of threat. The article provides a description of each of the models for a more detailed study by specialists and professionals in their field. In addition, the article discusses the spiral of development of organizational systems, which will also help to go deeper into the necessary details. Based on the results, after reading the article, employees should have a complete understanding of the problem and the whole situation. 
The fact remains undoubted that every day the risks increase and there is simply no time to wait!
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1. Introduction
The environment of modern organizations of different levels and spheres of activity becomes increasingly complex, diverse and extremely dynamic. At the same time, new threats arise in various areas. The extent and levels of these threats are very significant and to exclude or eliminate all of them is impossible. Analyzing this topic expert have introduced the term “risk society” (Adam, et al., 2007; Franklin, 1997). Because of the above factors experts highlight the need require increase demands on security systems, including the ability to preempt so-called consequential danger situations (Ćwik, 2017) and properly assess of the threatening situations (Naderpour, et al., 2016; Panteli, Kirschen, 2015; Neisser, Runkel, 2017), appropriate preparation for potentially dangerous or threatening events (Said, Chiang, 2020; Li, Liu, 2020), proper interpretation risk of danger or threat (Eiser, et al., 2012; Xiaowei, 2020), the ability to properly respond to the risk of threatening situations (Wang, et al., 2019) and resistance to occurrence of potentially consequential danger situations (Antronico, De Pascale, 2020).
This study examines causal threats therefore, that cause specific consequences - threatening or dangerous situations. It is needed to analyze the concept of the causal threats to prevent their occurrence and highlight certain signals that indicate their occurrence or the possibility of their occurrence. So, they are different by the types of interactions (energy or information), measurable (quantitative), and constitute the underlying cause for specific consequential threats. In turn, consequential threats present the possibility of appearance of the specific effects because of the causal threats. For example, the level of water in a river is the causal threat which resulting in the consequential threats are the flooding of the surrounding areas (qualitative changes) (Ćwik, Świerszcz, 2018).
The next assumption considered in the study are threatening phenomena. It is a threat or the associated risk which is perceived by each observer or threat analyst individually. In his detailed analyses of threat monitoring, the author suggests distinguishing the perception of impressions, which bears the hallmarks of objective processes, from perceptions that combine the objective processes of signal perception with their subjective interpretation and covering of the main subjective cognitive processes. That is, to distinguish a real threat from a phenomenon that may be perceived as a threat by an individual but is not real. 
Another assumption is to adopt a systemic perspective on the perceiving of phenomena in an organization’s environment (both internal and external) (Ćwik, 2019). In the environment of an organization the non-deterministic situations are dominant. So, the observer should be aware of such processes and needs to be familiar with models that enable the future development of the threat or danger situations and must be able to assess such situations (Ćwik, 2017). The organizational system model is a proposal that meets the above-mentioned requirements for security systems.
The main objective of this article is to propose a model for assessing the development of a situation (external or internal) in the environment of a different type of modern organization (social, administrative, economic, political, cultural and other), primarily from the point of view of the security of its functioning.
The authors include the following external threats to the social security of the educational environment:
· social: associated with maintaining communication with external and internal persons;
· socio-political: social instability of the society; riots and violations of public order; threats to the rights and freedoms of citizens; acts of extremism and terrorism; participation of children in social conflicts outside the educational institution, etc.;
· socio-economic: economic crises; poor economic situation; skipping lessons for the purpose of earning money, etc.;
· socio-criminogenic: telephone terrorism, child hostage-taking, kidnapping of children for ransom; illegal entry of unauthorized persons into educational institutions; theft of property of students, pupils, employees of educational institutions; hooliganism, violence, vandalism; harm to health; extortion, fraud; drug use and distribution; negative the influence of criminal and youth subculture; street manifestations of extremism, the presence of criminal gangs;
· socio-biological: worsening of children's health; epidemics of dangerous infectious diseases; mass poisoning by poor-quality food and water, etc.
Among the internal threats, the authors name:
· organizational: weak system of security and protection of the educational institution; disorganization of students' leisure; concealment of the facts of offenses and failure to take appropriate measures against offenders; insufficient study by teachers of the real life of students, their interests and contacts; on the part of the school staff, teachers, the manifestation of aggressiveness towards students, extortion, sexual harassment, negative statements by the teacher about the appearance of the student; shortcomings in the organization of the educational process; violation of sanitary and hygienic standards of education, the threat of drug addiction to students, etc.;
· group: small informal groups of a negative orientation, participation of students in religious sects; conflicts within the class, humiliation, aggression on the part of students, the spread of rumors among students, intimidation by students of each other; xenophobia and extremism, interethnic clashes among children, low tolerance and unwillingness of the participants in the educational process to constructively resolve conflicts and overcome stressful conditions;
· personal: the use of toxic substances by students, alcohol abuse, drug use, child prostitution, suicidal behavior and other types of addictions, antisocial and delinquent behavior; insufficient knowledge, skills and abilities of safe behavior (Zabrodin Yu.M., Rubtsov V.V. Educational environment - phenomenology and practice of security // Security of the educational environment: Sat. Articles: In 2 hours, Part II / Responsible. ed. and comp. G.M. Kodzhaspirova. M., 2008).

2. Materials and Methods
The following methods were used to achieve the goal of the study: first group   the analysis, criticism and a systematic review of literature in the studied area. The second group is the method of logical analysis and construction, and the heuristic methods: the “new look” method, and the analogical transfer method, as applied for the creation of models linked with the interpretation of the notion of threat. Furthermore, the communication of the results of the author’s own studies and observations of people’s perception of different signals relies on deduction and enumerate induction methods. The article is conceptual.

3. Perceiving Model for Monitored Signals
3.1. Theoretical Introduction
The monitoring systems for prevention of threatening situations in modern organizations must deal with a significant number and variety of sources providing information on potential threats. This monitoring consists of reading the signals which convey information concerning threats. At the same time, the reading of any signal is characteristic of an experience consisting in the recording and identification of a specific graphic symbol, electrical, light, magnetic, sound or other impulse and its specific interpretation. the result of interpretation of the obtained data is the formation of reactions to certain signals which can be called the processes of recognition and identification of these signals in order to determine their nature, the presence of threats from certain actions or their absence. Thus, the identification and recognition of various signals is the result of sensory, mental and cognitive processes.
When addressing the issue of signal identification and recognition, we notice that the terms perception and perceiving (noticing, revealing) are treated interchangeably in subject literature (Sussman, et al., 2016). It seems that it is more appropriate to use the concept of perceiving, as illustrated by the model from Figure 1, presenting the integrated signal-perceiving model.








Figure 1. Model of the integrated signal-perceiving process
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Source: Ćwik (2017) Multidisciplinary approach to the analysis of the process of perceiving warning signals;  Ćwik and Świerszcz (2018) Conception of warning signals in organizational monitoring systems.

The model in Figure 1 presents a perceiving system that integrates the components of the perceiving process of any signal or set of signals from surroundings. The model captures components of sensory processes, basic mental processes, and higher mental processes (thinking, inference, imagining). As a result, the final identification and recognition of the signal is a result of so-called bottom-up processes from the senses and top-down processes from the mind (Fig. 1). 
This model reflects the processes of perception, transmission and interpretation of signals that occur naturally between the nervous, sensory systems and the human brain. In the process of repeated repetition of the perception of certain signals is the formation of conditioned reflexes. This is a natural process of formation of conditioned reflexes between stimuli and response to them. After repeated repetition of the response to the stimulus, a strong bond is formed and the response to the stimulus, which is characterized by low expenditure of energy and attention. Perception and the process of transmitting certain signals in different people are almost the same, because they are unconditional reflexes of self-defense or formed conditioned reflexes as reactions to stimuli. In turn, higher mental functions occur in the subcortical areas of the brain, which include individual analysis and response to stimuli. These are the so-called top-down processes. Unlike the processes from the bottom up, which are mostly the same for people (the formation of conditioned reflexes based on unconditioned reactions to stimuli), the processes of analysis, synthesis and selection of reactions (higher mental processes) are individual to each person.
Their focus largely depends on individual experience and cognitive resources, as well as the current psychophysical state of every human. These processes require greater energy expenditure of the brain and body systems. The result of the opposition of bottom-up and top-down processes is an integrated signal perception process.
The model highlights the activities of the main subsystems that affect the effectiveness of identification and recognition of signals which can be threatening. One of these subsystems is the attention system (Fig. 1.). Attention ensures monitoring and highlights only a part of the stimuli reaching the senses (Sussman, et al., 2016). This is a subsystem highlighting key moments in the process of perception, which help save the observer’s expenditure of energy and reduce the excess of incoming information (Manning, 2020). The presence of this subsystem is the result of the observer’s perception and cognitive limitations that make him or her able to process only a part of the potentially available or threatening signals from the surroundings.
Attention can be explained as a condition of specific tension or of readiness of the observer’s cognitive structures to identify and recognize a particular object or phenomenon. Researchers distinguish different degrees of attention - intensive and distracted attention respectively focusing on small or large numbers of stimuli (Neisser, Becklen, 1975; Spelke, 1976). Intensive attention is accompanied by sharpened awareness of the content falling within the so-called field of attention, while distracted attention means a weakening of the awareness of what is in its field. 
Another important element of identification of the threat in the model of the integrated signal-perceiving process is the memory sensors (Fig. 1). In the subject literature, memory is understood as the ability to record, encode, store and retrieve data in the form of sensory impressions, associations, and information, where:
· recording is the process of acquiring the incoming data;
· coding is the process of organizing and transforming incoming data that enables its inclusion in memory, wherein it is coded in symbols;
· storage is the process of keeping encoded data in memory;
· retrieving is the process of accessing data stored in memory.
As shown in Figure 1, there are the following types of memory in terms of duration: touch - short-term, operational - allows you to remember up to seven objects and long-term - according to the name. The sequence of formation of objects in memory is a set of so-called traces of sensory, operative and long-term memory, which are neurochemical signal transmission in different areas of the brain (Pignatelli, 2019; Takamiya, et al., 2019).

3.2. Discussion
The signals from the surroundings are first transformed into stimuli, then into impressions (Zimbardo, Gerrig, 2014). Impressions are further transmitted as part of the bottom-up process, where they are confronted with parallel selection and categorization processes carried out with the participation of memory and thinking. As a result, occurs the recognition and identification of signal content. Perceiving of the signal is a process consisting of active reception, analysis and interpretation of signals from the surroundings. 
A number of constituent mental processes are integrated into the perceiving process, as a result of which a person reflects (creates cognitive representations of) objects of reality currently impacting their receptors and recognizes the significance of these objects—it decodes the incoming information using its representations stored in the brain. Such perceiving processes are supported by attention, memory and thinking processes. 
The aforesaid processes of cognitive activity are characterized by the active nature of their course, as a result of which people receive information concerning the world, process this information, integrate the acquired data into knowledge systems, and then apply results obtained to make choices, formulate evaluations or judgments, or to make decision the perceiving process a person creates cognitive representations of the objects of reality, recognize its significance and analyses using memory. Perceiving processes are supported by attention, memory and thinking processes. 
The aforesaid processes of cognitive activity have active nature with their help people receive information concerning the world, analyze it, integrate the acquired data into knowledge systems, and then apply results obtained to make choices, formulate evaluations or judgments, or to make decisions. 
The models in the long-term memory resources should also include, among others, models for assessment and behavior in nondeterministic situations (Fig. 1). It is proposed that the presented model of integrated warning signal perceiving should be included in the activities of early warning systems economic, military, crisis warning systems but other people too. Analysts, not only those involved in economic, military, crisis warning systems but others too.

4. Model of the Organizational System
4.1. Theoretical Introduction
Monitoring of the surroundings of a modern organization for the presence of threats occurs in the so-called non-deterministic circumstances (Ćwik, 2017). The inclusion of a systemic model for the universal perceiving of reality surrounding the contemporary organization can facilitate perceiving in these situations. This model will reflect the basic features of the environment of a modern organization such as the pursuit of integration, the creation of holistic structures, pursuit of complexity, growing dynamics of change, and development towards intangible forms.
[bookmark: _heading=h.1fob9te]The model of the organizational system combines the characteristics of a system and an organization. To develop such an element, we used the concept of a system as understood according to the theory of general systems by Ludwig von Bertalanffy (Von Bertalanffy, 1973). It was taken into account as a separate fragment of reality in the form of a set of components and the relations between them, along with the concept of an organization, defined as a whole organizing its internal components to implement a joint action. 
[bookmark: _heading=h.3znysh7]It is assumed that any organization, as well as the environment within which it functions, shaped by the presence of other organizational systems, can be understood as such an organizational system. The diagram of such a system, functioning in any environment (economic, biological, social, physical), is presented in Figure 2.
Figure 2. The model of the organizational system. m1, m2, mw, – mass flows; e1, e2, ew, – energy flows; i1, i2, iw, – information flows
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[bookmark: _heading=h.tyjcwt]Source: Ćwik (2019). Systemic perception of the environment of a modern organization; Ćwik (2018). Universal model of perception of contemporary environmental organisations.

The model of such a system remains an open structure, in which the internal and external flows of mass, energy and information are organized. The organization of these flows is not accidental but arranged according to a specific principle (logic) that connects and unites the individual elements of the system. The model is universal (general) and can be applicable to all forms and levels of reality. The essence of individual flows can be interpreted as follows:
· the mass flow includes the part of reality that has mass, the elements of this stream flow into and out of the system, move inside it, and may also transformate;
· energy flow determines the existence of movement and initiates the mass flows;
· information stream – it controls and optimizes the mass and energy flows.
The organizational system formulated in this way has a specific structure defining the location and organization of its components, including the network of couplings between these elements. The structure of an organizational system can be simple or complex. The structure can be divided into holistic elements as well as sets of constituent elements. Maintaining the structure requires the separation of resources (energy and information) in order to change that structure qualitatively.
Organizational systems build or develop infrastructure in their structures to maintain transport, communication and location relations. Elements of the infrastructure are communication channels, enabling the functioning of the information flows, and transport channels, ensuring mass and energy flows inside and outside the system. These types of channels can be seen at every level of contemporary organizational systems: that of single atoms, chemical compounds, biological organisms, symbiotic structures, economic structures, social structures and other networks of organizational systems.
The entirety of the afore listed elements of the organizational system, structures and relationships constitute a specific “principle” (logic) that determines the behavior of the concerned organizational system. In a digital environment, for example, artificial entities in the form of simple computer programs (cellular automata), which, once stored in the computer’s operational memory, having the internally encoded “principle”, for example, to connect with others based on colour, shape, etc., demonstrate activity, move and combine, resulting in a wide variety of structures. In the case of a natural organizational system (social unit, enterprise, eukaryotic cell, organism), this principle is “the logic of universal optimization”. This logic is revealed in the fact that every operation of the organizational system is implemented in such a way as to perform it using the least amount of energy.

4.2. Discussion
Each following organizational subsystem performs functions and tasks of the superior level than the previous in the system. Also, each subsystem organizes its activities to effective work of the whole system in which it exists and acts accordingly with the “principles”, i.e., the logic of the subsystem to which it is subject. Natural organizational systems (physical, chemical, biological, social) are subject to the logic of universal optimization – that is, all of their actions or behavior are implemented with the lowest energy consumption. As a result, a falling stone selects the shortest path to earth, water spilt on a slope chooses the path that ensures the lowest loss of flow volume, and the movement of electrons around the nucleus of an atom, or the movement of the planets around a star, is performed in the most energy-efficient way. In nature, optimization is widespread and visible in the behavior of molecules, cells, organisms and societies. Generally speaking, it can be said that within an organizational system every action is subject to optimization, and all flows are optimized, the structure being optimally designed along with the infrastructure. At this point, one might cite Kenneth J. Arrow, who stated that “everyone strives for optimal organization” (Anderson, et al. 1988), or Henry Bergson: “each of the species through which life permeates has only its own convenience in sight. It pursues what requires the least effort” (Bergson, 2012). Generally speaking, we may formulate the thesis that “the universal optimization logic” is the main driving force behind the development and behavior of organizational systems.
The logic of universal optimization in natural organizational systems is the overriding principle guiding all processes related to the organization of structures and the flows of mass, energy and information. The mechanisms resulting from this logic shapes the reality constituting the external surrounding of the contemporary organizational system, encouraging it to integrate, to create scale-free networks, strive for less and less energetic solutions, for cooperation, for the emergence of an increasing number of intangible forms. The use of ever-decreasing energy-consuming forms and structures that are ever lighter, less material-consuming, faster and more efficient, more and more effective and successful are all effects of the existence of this logic. A further result is the increasing loosening of relationships, increasing networking, complexity, diversity, immateriality—coding universality, and the universal usage of symbols. The mechanisms arising from the “logic of universal optimization” can explain the concepts of the “selfish gene” and the “blind watchmaker” of Richard Dawkins (Dawkins,  1976, 1982, 1988). The idea of the “logic of universal optimization” is also consistent with Martin Luhmann’s concept of social systems (Holmström, 2007; Gonnet, 2015) and the “theory of communication behavior” by Jurgen Habermas (Ross, Chiasson, 2011), and it also coincides with Henry Bergson’s theory of “elan vitae” (Bergson, 1998, 2012; Artuso, et al., 2016).

5. Qualitative Evolution of Organizational Systems
5.1. Theoretical Introduction
One of the characteristics of organizational systems is that they are subject to qualitative evolution mechanisms. The essence of the concept of the development spiral is the transition to ever higher levels of development, where subsequent levels constitute increasingly complex organisational systems, which are achieved as a result of qualitative changes. Aforementioned considerations will be supplemented by the model of qualitative evolution of systems, developed in 1970 by Valentin Fedorovich Turchin (1977), which can be translated from the original as “Theory of Metasystem Transformation”. This model will be adopted to propose a “model of qualitative evolution of organisational systems”. In a simplified form, this model can be expressed in Fig. 2.
[bookmark: _heading=h.4d34og8][bookmark: _heading=h.1t3h5sf][image: E:\документи\job\Пере_оформление\Цьвик\Fig 3.tiff]
[bookmark: _heading=h.2s8eyo1][bookmark: _heading=h.17dp8vu]Source: Ćwik (2019) “Systemic perception of the environment of a modern organization; Ćwik (2018) Universal model of perception of contemporary environmental organizations

An organisational system S is presented, with internal mass, energy and information flows. This system has mechanisms to produce its copies, which are created with small variations. These copies constitute a new system S’ and become its subsystems (with mass, energy and information streams). To create optimal mass, energy and information flows, each of the subsystems produces transport, energy and information channels to exchange resources with the others as efficiently as possible. It also creates the appropriate structure and allocates some resources for infrastructure. After exceeding a certain level of complexity, to solve growing problems with coordination of activities, system S’ produces and develops a control system C. At the same time, individual systems specialise, the transport, energy and information infrastructure is expanded, and the network of relationships in system S’ thickens. The copies created by system S are subsystems S1, S2, … Sn. Each copy makes subsequent copies, which are made with certain variations. The result is a multi-level structure that requires control and even more complex forms of behaviour. It is essential for a control system that organises information streams to “emerge” from this complexity. In the emerging multi-level control system, each level is associated with a certain activity to form the characteristics for this level. If A is an activity at a given control level of a certain system, then in the transformation of the organisational system, a new activity emerges, which is a new control system. Let’s call it activity A’. Controlling activity A creates new activity A’, which can be expressed as:
                                Control A = A’
A classic example is the qualitative development of a multicellular organism. An example of system S in such case can be a single cell capable of functioning independently. Cell reproduction processes and their integration creates an organisational system S’, which is an organism made of millions of cells. At the beginning, the control process, assisting in holding the cells together, is primitive, most often based on the laws of nature, occurring without any separate substructure. But in the subsequent transformation processes of such organisational systems, the cell specialisation appears and the level of complexity increases. One can imagine a situation where several cells cooperate in the exchange of mass, energy and information, and for proper coordination of this cooperation, it becomes necessary for some cells to specialise in the transfer of information.
As time passes, the developed structures age and are subject to disorders and distortions, and the flows they facilitate become less and less effective. They may even break up. so biological organizational systems have developed recovery processes, which ensure the operational continuity of these structures. The most effective way to ensure continuity is to be able to replicate—that is, to make their own copies. It should be emphasized that copying is the most optimal way to ensure the continuity of structures, as creating a new structure is always very expensive and time-consuming. Therefore, the diversion of some of the resources to structural support, as well as the production of a mechanism for their replication, is a common feature of all living organisms.
The communication and transport tasks are performed in the organizational system which is developing. The system builds flow and communication infrastructure—the nervous system, vascular systems, transport and communication networks. At some point in time, the system forms, shapes and distinguishes a control system (for regulation, management and coordination). It is becoming more and more logical, increasingly advanced—it builds structures, secures its existence, and builds infrastructure in a broad sense. Guided by the logic of universal optimization, the organizational system constantly looks for benefits, establishes cooperation, or if necessary, decides to initiate a conflict. In the course of qualitative evolution, the system begins to use coded strings of symbols to convey information and looks for increasingly sophisticated coding methods, while at some stage initiating the coding of energy flows as well as the coding of product flows. One result of the mechanisms presented is that humanity invented money to encode the value of goods during their exchange. Another example is the media used for storing and managing information. In the course of emergence, new forms of organizational systems are developed. The systems within the subsequent levels replicate and integrate at increasingly higher levels, creating hierarchies of entities. 

5.2. Discussion
The evolution of organizational systems brings qualitative diversity and quantity overload, leading to competition and selection. We observe this at all levels of evolution, from bacteria to the political, scientific, artistic and religious movements. Evolution is a continuous process of the emergence of more ordered and complicated systems from simpler ones, based on a series of consecutive phases. Every evolution is a creative and unique movement, following the so-called “time arrow” (Shu-Kun, 1991) — a consequence of the existence of “universal optimization logic”. The result of the above is the eternal movement, eternal flow, directed towards increasingly complex forms of systems that become more and more immaterial and increasingly impermanent and complex. None of this occurs deliberately but as a result of energy and flow activities, implemented as part of Markov chain processes (Karpenkov, van Son, 2020).
For example, the result of the development of biological organizational systems is the development of control systems—the specialization of eukaryotic cells to form nerve cells and consequently the development of the nervous system and then the brain to manage the body. Further examples are the development of the enterprise management systems, the development of automation and artificial intelligence (mobile management, cargo route tracking systems, process automation in all areas of logistics, the widespread presence of IT systems, the universality of mobile computer systems, on-line systems, as well as ubiquitous and pervasive systems).

6. The Development Spiral of Organizational Systems
6.1. Theoretical Introduction
The development of organizational systems which are considered as a result of its qualitative evolution can be illustrated in the form of a “development spiral” model. The considerations in our study include the concept of universal evolution of systems and Karl R. Popper’s Three Worlds. The Three Worlds divide reality into the worlds of matter, mental phenomena and abstract objects (Popper, 1972). A spiral designed in this manner presents the model for the development of organizational systems, considered in two dimensions at the same time, that is, vertical and horizontal. In each of these dimensions can be distinguished two dimensions. Vertical dimensions include the objective systems and processes, that is, the ones objectively existing, and a dimension which include subjective systems and processes, that is, those existing in the mind and consciousness of a human being. In contrast, the dimensions in the horizontal direction are the dimension covering individual systems and processes (existing or considered as a whole) and the dimension including collective systems and processes (existing or considered as sets of individual elements). Therefore, we end up with four bi-dimensional areas through which the theory of development (evolution) of organizational systems passes. Achieving the appropriate level of development in a given area, as expressed by a certain level of complexity, as well as the ability to create holistic structures, results in a transition to the next area. These areas, which can be interpreted, as long as we remember the previous considerations, are as follows: 
· The “upper right” (UR) area consists of objectively existing holes (individual elements, organized holistic structures, including holons or network nodes) that cover objectively existing entities ranging from the simplest physical elements, through the simple biological forms, to the increasingly complex holistic structures of organisms and societies.
· The “upper left” (UL) includes the psyche of individuals, their minds and their consciousness. For the evolution to reach this area, it requires prior development of appropriate individual forms and structures (e.g., nervous system, brain), forming part of the UR area. 
· The lower left (LL) area covers collective awareness (of a company, group of people, society, etc.). It concerns the population of people and its intersubjective states of consciousness and states of mind. What is a prerequisite for reaching this area of evolution is the prior creation of advanced forms of information transfer (gestures, speech, writing) and an appropriate level of development in the UL area? 
· The “lower right” (LR) area includes objectively existing communities (systems of networks), collections of matter, collections of biological organisms, and individual forms for the shaping of social systems. Our current stage of development includes complex economic (market), technological and social systems. What is a prerequisite for the transition to the respective development level in this area is the achievement of appropriate levels in the remaining areas?
Figure 4. The development spiral of organizational systems
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The development spiral of organizational systems can be represented in a 4-dimensional space. This spiral rises to higher and higher levels, and attains an increasingly complex structure. Individual forms transform in the ever more complex forms. This occurs simultaneously for the material and spiritual forms as well as abstract forms (as separate entities). All changes are constantly controlled by the logic of universal optimization.

6.2. Discussion
The presented development spiral of organizational systems presents a model of transition to ever-higher levels of development and considers the various dimensions of this development. For example, in this model a company is the result of individual awareness development processes (UL area), level of culture and collective awareness (LL area), as well as the development levels of science, technology, institutions, and market mechanisms, which all belong to the LR area.
Looking at the development spiral vertically, it can be observed that the “left” areas represent the development of subjective (internal) forms and structures related to consciousness, emotions and subjective phenomena (both individual and collective), while the “right” areas relate to objective (external) reality, organizational structure, scientific knowledge and other items. Whereas, when we consider the development spiral horizontally, it can be seen that the “upper” areas refer to individuals, their internal and external structure, while the “lower” areas relate to the community and its subjective and objective characteristics. 
The development of the presented spiral of organizational systems includes the emergence of the subsequent grades of organizational systems, links with their respective levels of information carriers, as well as specific levels of influence in every system.

7. Outcomes
The work presents an integrated model for the perceiving of warning signals. This model captures the basic factors affecting the efficiency of perceiving and presents components of the perceiving process. Effectiveness is significantly influenced by the course of higher mental processes (top-down processes) wherein the cognitive processes play a crucial role.
The work formulates to introduce additionally to the model of integrated perceiving of the warning signal in the cognitive resources of the threat signal monitoring observers the next models: the model of the organizational system, the model of qualitative evolution of organizational systems and the model of the spiral of organizational systems development.
It should allow us to increase the effectiveness of perception of warning signals in non-deterministic situations or in conditions of uncertainty when there is a large number of unknown people. One example that can be predicted with the said approach is the migration of people from the southern hemisphere to Europe. There are large differences in salary and standard of living of people between the southern hemisphere and Europe. So, the desire to live in abundance also motivates people to migrate. This is facilitated by development communication channels of mobile telephones and the Internet which provides opportunities to find migration and job search routes. Also reducing transport barriers through the Sahara and the creation of transport channels through the Mediterranean increases the ability of people to emigrate.

8. Conclusions
The presented models—the model of the integrated process of signal perception, the model of the organizational system, the model of the qualitative evolution of organizational systems and the model of the development spiral of organizational systems—can be applied to interpret various aspects of reality constituting the external environment of contemporary organizations. As a result of increasing the number and qualitative development of organizational systems the continuous creative processes are ongoing in this environment. The development of organizational systems continues in all of Karl R. Popper’s Three Worlds. At present, transformation processes have achieved such a pace that biological evolution is lagging behind social, economic, and technical evolution, and the evolution of systems of symbols. Continuous improvement, the search for the lowest costs, and the cheapest solutions resulting from the logic of the universal optimization of organizational systems are the driving force behind evolutionary processes. Evolutionary processes can be imposed at some stage on purposefulness and course of action, which is only possible when the processes can be controlled. However, at some stage of development, the “control threshold” is exceeded, where complexity causes a return to universal mechanisms, where the result of intentional actions of many individuals is spontaneous, creative, unknown and uncertain activity. In such conditions forecasting for the perception of organizational systems, based on the models listed in the present work is the universal perspective.
It is suggested that the models presented in this study should be taken into account by the manager or employee of an organization whenever they are faced with the need to decide on a direction for the development of an unknown or relatively unfamiliar issue related to the organization’s current activities to manage, plan, rationally and effectively design possible scenarios for the development of such a situation. A consideration of the above models should also improve the effectiveness of contemporary security systems.
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