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FORENSICS AS A SYSTEM OF SCIENTIFIC KNOWLEDGE IN THE CONDITIONS OF GLOBAL THREATS AND CRIME TRANSFORMATION
Functional purpose of forensic knowledge in the conditions of global threats and a significant crime change has been considered. Under the new development conditions forensics aims to elaborate the latest methods for combating crime. A separate branch in forensics should be protection of information sources and information security problems. The role of applying forensic knowledge against information challenges and information (hybrid)war  has also been emphasized. 
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Any science is a specific system or branch of human knowledge. In its broad meaning, science is a special type of cognitive activity, which aims to develop objective, systematically organized and grounded knowledge about the world. Therefore, forensics as a science is a system of forensic knowledge of certain objective patterns. In this sense, it should be stressed that forensic knowledge has its own structure, which consists of separate elements and parts interconnected on the basis of certain principles and laws.
 Forensics’ paradigm change affects the system of knowledge, that is classified as forensics. In our opinion, we should agree with M.K. Kaminsky’s position and support  his idea that knowledge as a socio-cultural product doesn’t and can’t belong to one particular person, that it’s always built on continuity with other knowledge, moves in the flow of action and is being transmitted by social relay. It can also be argued that the  form of knowledge is a stratified package of norms (programs) for performing actions. 
Historically the process of forensics’ evolution has been linked to borrowing certain data from other sciences (natural, technical, humanities etc.) to address the challenges of combating crime. In this respect a debating question as for the ratio of forensic and special cognitive knowledge is arisen. Taking into account the above-mentioned, we may conclude that division of knowledge into special and forensic is quite conditional. 
With the modern developments of civilization, presence of global threats to the world community and transformation of criminal world, approaches to neutralization of negative tendencies and usage of advanced achievements of science and technology also change. Objective processes in society and in all its spheres (integration, urbanization, technologicalization, unification, informatization, automation etc. ) are global in nature. Global changes occur in forensic environment either – crime is being transformed, integrated and is becoming transnational. 
The emergence of forensic knowledge system is associated with combating crime. In today’s context forensics aims to develop the latest methods to counter organized and transnational crime, corruption, human and drug trafficking, terrorism financing and other criminal offences. Special attention should be focused on protection of information sources and problems of information security. 
In global threats conditions and criminal manifestations’ change an important role should be granted to the use of modern forensic  knowledge. Forensics methods must correspond information challenges, successfully combat crime in the context of information (hybrid) war. 
In the beginning of the XXI century information (psychological) influence on certain layers of population acts as an instrument of criminal world. Achieving strategic goals (military, political, economic) of individual criminal states (their leaders) is accomplished through information war – the process of suggestive influence on groups of people with the help of special communicative technologies and information materials. 
Today the term “information war” is more frequently used in everyday and scientific life. As for understanding of “information war” wide and narrow approaches must be distinguished. In its broad sense information war is any negative information  influence on an enemy; in its narrow sense, it’s a new type or manner of conducting hostilities. The one that doesn’t fit international legal organization. 
The phenomenon of crime is a reflection of crisis of a civilization, a flipside of positive geopolitical realities. Crime accompanies global societal problems in the fields of economics, politics, ecology, food and resources provision,  energy, demography etc. In modern society crime is changing and becoming more transnational, it embraces business and politics and goes beyond individual countries, takes root in the state apparatus or acts on behalf of state structures. 
Recently, in connection with conduct of hybrid and information war, annexation of Crimea, conduct of hostilities in Eastern Ukraine and Syria, the term “criminal state” has become widely used. In legal terms, the use of the term “criminal state” emphasizes deep penetration of criminal elements at the level of public administration, the state apparatus, activities of public servants on behalf of state. 
In the modern world, the terms “informational society”, “informational impact”, “informational technology” are increasingly used. These terms are widely spread due to the need of information exchange between people and the processes of sourcing information. Nowadays, the processes of information exchange are accelerating and attempts to influence people through information have been made. Information and psychological impact is a type of psychological influence, which is defined as a way of effecting people (separate individuals and groups). 
In modern society attention is paid to information security, data security and cyber security at different levels. The evidence of the importance of conducting events for state’s information security and combating cyber attacks is adoption of the Law “About the basic principles of ensuring cyber security of Ukraine” (of 05.10.2017 No. 2163-VIII). 
Any crime investigation or a trial is “a fight for information”. Lack of information (lack of evidence or its inaccuracy) complicates the process of identifying the fact of the committed crime, the perpetrators and the motives for the crime. Thus, Malaysia Airlines Boeing 777 passenger plane was shot down in June 17, 2014 (near Donetsk) by The Buk air missile system, as a result 298 people  died. The aircraft performed  a regular MH 17 flight from Amsterdam (the Netherlands) to Kuala Lumpur. The DNR group declared that they had shot down the plane, but then rejected it. The Ukrainian side reported that they have the evidence of Russian involvement in this plane crash. The Russian side objects to such allegations. Under such circumstances, it’s especially important to obtain the evidence based  information about the committed crime, use forensic and other specialized knowledge. 
The task of forensics is to develop and use the ways, which will allow us to collect, investigate and use evidence based information. A striking example in the history of forensics as to taking evidence in the difficult conditions of armed conflict is the activity of  Prof. R.A.Reiss, who arrived in Serbia in 1914 at the invitation of its government as an expert at investigating crimes in the Hungarian, Bulgarian and German armies in the First World War. In 1916 R.A.Reiss published “Report upon atrocities committed by the Austro-Hungarian army during the First invasion of Serbia” (London, 1916). In 1918 another of his works was published which was dedicated to the events of the First World War “Les infractions aux lois et conventions de la guerre commises par les enemies de la Serbie depuis la retraite Serbe de 1915. Resume de l`enquete execute sur le front de Macedoine” (Paris, 1918). Both works represented forensic investigations of the facts which took place during the First World War – in the form of peculiar reports and conclusions, which had been illustrated by photographs, witnesses and expert investigations.  These materials were used to condemn the crimes which had been committed  during the First World War. The practice of using forensic knowledge for gathering evidence at the time of global armed conflicts (conduct of wars, including hybrid ones) is still relevant in modern conditions. 
The extension of the subject of forensics and the change of forensic knowledge system effect the tasks, which forensics must solve. The solved tasks in forensics are related to the object which is being investigated and transformed. At the present stage of development of society, crime, its manifestations and types have changed significantly; crime is becoming globalized and transnational. Today forensics’ tasks can be divided depending on cognitive (development of the theory of forensics) and applied problems (scientific developments for the practice of law enforcement). Forensics’ tasks must be differentiated into two levels: 1) tasks, aimed to improve  the theory of forensics 2) tasks, aimed to improve law enforcement practice. 
Important tasks of forensics in modern conditions are: a) formalization of forensic knowledge; b) unification of forensic recommendations regarding pragmatic goals; c) fulfillment of actual practice requirements and rapid  implementation of innovative developments suggested by science. Relevant tasks of forensics include: interpenetration of forensics and law enforcement practice; introduction of innovations into practical enforcement activities; development of the latest forensics’ “product” for practical activities: unification of scientific forensic recommendations and their adaptation to the practice of application; establishment of  practical scientific teams to develop effective forensic recommendations. 
Forensics’ tasks are connected with its provision function. In this sense, significant changes have taken place, which are based on new mechanisms of conducting investigative and forensic activity, introducing a competitive procedure in obtaining and verifying evidence based information. The need to provide the parties of criminal proceedings (defense and prosecution) with forensic techniques, methods and means allows to advance assumptions about the formation and evolution of so-called competitive forensics, which is substantially different from the one that was used only for pre-trial investigations bodies. 
Forensics’ tasks can also be divided according to strategic and tactical directions. The strategic task of forensics should be attributed not only to combating crime, but also to restoring justice through the use of forensic (special) knowledge by entities of  jurisdiction process. Therefore, it is possible to speak about the expediency of forensic knowledge use not only in criminal proceedings. Forensic knowledge can be successfully used in civil, economic, administrative and other proceedings.
