For what purpose do you mostly use the Internet? Except entertainments like watching videos or movies, social media, online games, many people use the World Wide Web for such serious things like controlling finances or doing business. If you are honest and do not do anything illegal, you can access the necessary website very easily. In most cases, it is completely enough to type the address or the search request in Google, Yahoo, Bing or any other search engine and just follow the provided links. In most cases, millions of pages can be shown. However, how many pages are there in general?
Nobody knows the exact answer but the researchers say that every Internet user through search engines can see only 4% of all existing web pages. What about other 96%? They are hidden from prying eyes in the segment of the worldwide network, which is designated by three common terms: Deep Web, Dark Web or Darknet. What is the difference between each of them? How does each of them work? For what purpose are they used? 
In this article, we are going to look closer at this part of Internet. We will compare the Deep Web, Dark Web and Darknet in details and see how they differ from the Clearnet or Surface Web, which is available to everyone. In addition, we will guide you how to access the Darknet or Dark Web resources and how to care about the legacy, privacy and anonymity while using them.

The comparison of Deep Web, Darknet and Dark Web and how they differ from the Clearnet
Imagine the huge iceberg. Its top above the water surface is only small part of the whole ice block. The largest part is under the water surface. The same is about the Internet. All the pages stored on servers connected to the worldwide network are divided into two main segments: open and hidden. Open segment is correctly called Clearnet or Surface Web. The hidden one is described by three terms: Deep Web, Darknet and Dark Web. What are the differences between all of them? In many publications, they are often confused so it is necessary to define them correctly. 
Firstly, let us look closer at the Clearnet or, how it is known by its second name, Surface Web. What is it really is? Shortly, it is the Internet we use every day. Technically, it is World Wide Web of all resources accessible from Internet without special software like dark web browser and configuration. It contains all well-known websites or those, which can be found through Google or any other search engine. It can be social media, news sites, weather forecast, online banking, magazines and newspapers, cloud storages and many others. 
To access them you must not know the exact web address. Yes, knowing it will save much of you time but you can search the address using certain keywords. In most cases every search engine will give you up to millions results. It shows that there are a lot of web pages existing online in the Clearnet. According to some statistics, the amount reaches about 1 billion pages, which available worldwide.
The next segment of the Internet is the Deep Web. What is that? It is the segment of Internet that is not indexed by any search engine. What does it mean for you? It means that you cannot access that web page through the search engine. The Deep Web contains huge amount of web pages, databases, special forums and many other resources. You will have to know the exact address or have direct link. Anyways you do not need any special settings or software to get an access. These web resources are correctly directed by normal DNS. However, in some cases you may require the special software.
What content can it be? It can be anything that requires special permission or password, or some private information, which cannot be shown to everyone. These resources can include closed corporate network, premium content, archives, document storages, special forums, medical resources, government portals, police reports, financial management systems, email accounts and many others. Even Netflix is some form of Deep Web because you cannot access it without subscription. It can be hidden for any reason and it does not mean it is always illegal. In most cases, it is legal, it is just secret and not everyone is permitted to view it.
The Dark net is an overlay network, which requires special software, tools or configuration to access it. It is more known to most people because it is used worldwide. Physically it uses the Clearnet infrastructure but it can be compared to the virtual network with special configuration. You cannot access it with normal browser like Google Chrome or Mozilla Firefox using standard configuration of your ISP. Any encrypted network unavailable through any search engine and requiring the special software can be called the Darknet. In most cases, it is encrypted by different protocols and that is why it provides great anonymity to its users. The most known Darknet networks are different friend-to-friend networks like I2P, Freenet, various torrent trackers working through BitTorrent protocol and Tor network for anonymous access to both normal Internet and special hidden resources. 
For example, let us look at the Tor network. It uses special configuration, which is not compatible with standard DNS, protocols and routings. It uses so-called Onion routing, which does not exchange any information exchange between two connected computers. Each computer used as a part of the network is configured and encrypted the same way as others. Using Tor, you can access any Surface Web resource in the world and the hidden ones, which are encrypted to be accessed only via Tor. Such hidden resources use the .onion domain and are accessible only through Tor browser or special proxy. That is why the Tor network is often called Onionland.
The Dark Web is the World Wide Web of the Darknet. It is the small part of the Deep Web and includes all overlay networks, which use the Internet for their work but are accessible only through the special software and tools. While the Darknet is one specific network, the darkweb is the global network of all the Darknets. It functions like the surface web but is completely controlled by users of the Dark Web. Like the Dark net, the Dark Web cannot be accessed through the search engines and normal software. You have to know exact address and have their special software. Very often, it is confused with the Darknet and is often used as interchangeable term.
So the hidden web infrastructure can be described by the following scheme:
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	Surface Web
	Deep Web
	Darknet
	Dark Web

	Description 
	The world wide web of all resources and websites available to everyone through the common software and searchable via any search engine. 
	All the web resources hidden from the search engines requiring special permission or special software to access them. 
	Any encrypted overlay network using the Internet, unavailable through search engine and requiring the special software.
	The world wide web of Darknets using the Internet, unavailable through search engine and requiring the special software.

	Examples
	Any website in the world 
	Premium services, governmental portals, corporate networks, special forums, archives
	Tor, I2P, Freenet, BitTorrent
	Tor, I2P, Freenet, BitTorrent



What is the Darknet used for and why you may want to access it?
As we described earlier, the Deep Web is used to hide some content, which cannot be accessible by any person. However, what about the Dark net? How is it mostly used?
As the Darknet is highly encrypted and secure, it is a very often used by criminals to commit illegal activity. In most cases it is impossible to track the origin of these resources so no one can be punished. Some of them sell drugs and firearms or distribute child pornography. The terrorists can plan their attacks or hackers distribute dangerous viruses or malicious software. Any fraud can buy stolen IDs and passwords to your online banking or launder money. On some resources, black transplantologists can get orders for human organs and kidnappers or traffickers can discuss another victim. You will not connect software is distributed through the Darknet.
Nevertheless, are they always related to crimes? In some totalitarian countries where the Internet is censored and many anti-government resources are blocked, many freedom fighters can use the Darknet to post their messages. To fight against these political regimes there is no other way but to use the Dark net.
As you can see, it can be very dangerous to use the Dark net resources. However, why personally you may want to access them? 
If you live in the country, where the Internet is very limited and censored, sometimes there is no other way to communicate with the outside world. For example, to access some forbidden websites like Facebook, Twitter or YouTube you can use the dark web browser. You will remain anonymous and the cyber police will not catch you. 
In addition, you may want to check if someone spread your stolen financial information, credit card number or ID card, or if traffickers or kidnappers do not track you. Of course, it is better to hire skilled professional who can find all these information for you, but if for any reason you cannot do that, you may want to try it yourself.
Nowadays many people are anxious about their private information is collected and stored by government. Not everyone can put up with the situation so they decide to use encrypted networks like Tor. 

What are the Darknet Markets?
Definitely, at least sometimes you use online markets like Amazon, located in the Clearnet. They are accessible from any device and via any network. Nevertheless, what is the Darknet Market? This is the same online store where you can buy things unavailable in common markets and stores. Some Darknet Markets are functioning as black market where visitors can buy drugs, weapons, forbidden or unlicensed medicines, stolen IDs or credit cards, forged documents and many others. They can be accessed only through the Darknet with special software.

Is it illegal to access the Dark Web?
Whatever you use the darkweb for, you may wonder whether it is illegal to access it. Let us look closer.
Generally, it is legal to view the Dark Web but anyways it depends what you are going to view. When you install Tor browser or any other tool, you are automatically connected to the Dark net. Is this illegal? No. You do nothing wrong yet. 
Then you type the address and visit some resource. It can be completely open or hidden. Is it illegal yet? No, just browsing and viewing the information is legal. But how can the Dark Web be illegal?
While viewing the content itself is legal, ordering or buying something illegal on those Dark Web resources is illegal. Therefore, if you are not going to buy drugs or order fake passport on the darkweb sites but just view the page, do not worry: it is legal. 
However, there is one exception: child pornography or any other illegal video content. Its production and distribution is illegal so if you constantly view them you break the laws. 
Whatever the Darknet resource is related to, cyber police and security services make many efforts to disclose the founder, location and regular visitors of the web site, so they can track everyone who accesses it. If you do not care about your security and continue visiting forbidden resources, you can be tracked and even arrested.

How to access The Dark Web or Darknet?
To access any Dark Web resource you must do six simple steps. Read carefully about each of them.
Step 1. Get and install reliable VPN. It is necessary to use it even if you will use Tor browser. Why is it so necessary? VPN will give you an IP address in other country, hide your real location and IP address and secure you from tracking by Internet service provider. They always say that they do not track anyone but in fact, they can see all your activity in the Internet. Are you sure that no one else will get an access? To avoid that we highly recommend you to use reliable VPN. No one will be able to track you. Good VPN will cost you several dollars a month.
Step 2. For the reason you cannot access the darkweb using common browser like Google Chrome or any other, you must install Tor browser. It is based on Mozilla Firefox but configured to access the Onionland. Please, never download the browser from unofficial websites. The official link is https://www.torproject.org/download/download.html. Follow it and download the installation file for your OS.
Step 3. Install the Tor browser on your computer or laptop. Please, do not choose system folder. The browser is portable and actually is not installed but extracted.
Step 4. Close down all launched programs including your messengers, browsers, cloud storages and any other software that can leak your location. There must be only two programs launched: Tor browser and VPN.
Step 5. Launch the Tor browser. Go to the folder where you copied the browser and click “Start Tor Browser”. 
Step 6. Type the onion link in the address box like you always do in your common browser and access the Dark Web site. 

The list of Dark Web sites
Despite the majority of .onion resources are hidden and cannot be easily accessed, some markets and other resources can be found in the Clearnet.
http://3g2upl4pq6kufc4m.onion — DuckDuckGo Search Engine — does not track you like Google.
http://xmh57jrzrnw6insl.onion — TORCH – Tor Search Engine — Google of the Dark Web — allows you to search any .onion resource.
http://torlinkbgs6aabns.onion/ — TorLinks — great database of hidden web resources.
http://lchudifyeqm4ldjj.onion — Dream Market — one of the largest active escrow marketplaces.
http://traderouteilbgzt.onion — TradeRoute — large escrow marketplace.
http://tochka3evlj3sxdv.onion — Tochka — one of oldest operating marketplaces in Onionland.

Is it safe to use the Dark Web: privacy and anonymity recommendations 
Despite you are protected both by a VPN and Tor browser, always follow the privacy and anonymity recommendations. They are the following:
· Never change the Tor or any dark web browser window size. It will help you to avoid tracking by special software.
· Do not change your dark web browser default settings and never turn off the extensions activated by default. It will guarantee you more anonymity.
· Never use your real email, password, pictures and of course name. They can be easily tracked and you may have problems.
· Some specialist advice to turn off and disconnect your camera and microphone. Some hackers can easily track you using these tools.

Hope this material helped you to understand what the Deep Web, Darknet and Dark Web really is. We do not urge you to illegal action but provide this information just for the reference.
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