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AHHOTAIHSA

B saneape 2016 2o0a 6 Poccuiickot Pedepayuu 6CMynui 6 CULy HOBbLU CMAHOAPM
onounozco wugposanuss I'OCT P 34.12-2015. B eco cocmae eowu 0ea aneopumma
wugposanus. Ilepsvii wugp Maema Ovin panee uzeecmen noo umenem [ OCT28147-89 (unu
npocmo I'OCT). Bmopoti anreopumm noayuun uaseauue Kysweuux. KysHeuux — 3mo HoO8bll
CUMMEMPUYHBII ANCOPUMM WuUgposanus, nocmpoenHulii no npunyuny SP-cemu. /o cux nop
Hem nyoaukayuii o oughgepenyuanvuvix ceovicmeax aneopumma «Kysneuuxy. Hamu eénepgvie
UCCcne008aHvl CEOUCMBA OCHOBHBIX ONEpayuil U NPedodceH Memoo Ou@d@epenyuaibhoco
amanuza  mpex payHoos aneopumma  wu@posanus  «Kysneuuxy. Mwl  uccredosanu
oughghepenyuanvuvie ceolicmea nenuneluno Gyukyuu S u aunetinou Gynxyuu L u evisachuiu, umo
803MOJiICHaA cumyayus, Koz20a 1 HeHynegou Oaum pasHocmu 6 pe3yiemame Gyukyuu L
paszeopayusaemcsa 6 16 mnenyneswvix Oauim, npoxooum uepes OIOK 3amenvl S, u 3amem
ceopauusaemcs cnosa 8 1 menyneeou oatim. Paspabomannas cxema nossonsem 3ampazusamso
AKMUBHBIN S-010K MUHUMATIbHOE KOAUYecmso pas. B pezynomame 0ns npeonodceHHOl cxembl
6ePOSIMHOCb  HAX0JICOCHU NPASUbHbIX nap mekcmoe cocmaensem 2% sawupposanuii.
Takowce mvl paspabomanu ancopumm HAXOHCOEHUs. CEKPEMHO20 KIHUd, CIOHCHOCHb KOMOPO2O
cocmasnsem 6*2°%auwugposanuii. Takum obpazom, obwas CLOICHOCMb AHANU3A, 6KIIOYASL
NOUCK NPABUILHBIX NAP MEKCMO8 U NOUCK OUMO8 CEKPEeMHO20 KI0Ua WUpposanus cocmasisem
2108 + 6*2120 squuugpposanuii.

B pezynomame evinonnenusi ucciedosanuti pazpabomat, peaiuzo8an u npomecmuposan
aneopumm wugposanua Kysueuux, pazpaboman memoo ougppepenyuanrpbHo2o ananuza mpex
paynoog aneopumma Kysneuux, a makdce 01 OAHHO2O an20pumma paspabomana cxema
HAX0JICOeHUsL NPABUTLHBIX NApP MeKCmo8 0711 OughepeHyuanvHoco anaiuza mpex payHoos
wugpposanus. I[lpoepamma vinonnensi Ha a3vike npoepammuposanus C++ 6 cpede paspabomxu
Microsoft Visual Studio C++. Pezyremamvl ucciedosanuii nNOOpoOHO ONUCAHBI, NOKA3AHbI HA
npumepax, CmpyKmypuposamvl 6 XPOHOJIO2UYECKOU NOCAe008AMENbHOCMU U HALISAOHO

omoopasicenvl 8 8Ude UNTIOCMPAyuLl, mabauy u cxem 8 mexcme OAHHOU CMAMbU. _

BBenenune

AnroputMm mmdposanusi Ky3neunk Obu1 BeIOpaH B kauecTBe ctanmapra [OCT P 34.12-
2015 u odummansHo BeTynmwi B cwiy 1 sHBaps 2016 roma, mMo3TOMY HCCIEIOBAHUE €O
HAJCKHOCTH Ha CETONHAIIHUN JCHb SIBIACTCS akmyanvHou 3adayeu. ONUCaHUE alTrOpUTMA
mudpoBanus Ky3Heunk, kak 4acTH HOBOI'O IPUHATOrO CTaHAApTa IU(PPOBAHUSA COIEPKUTCA B
JIOKyMEHTE TEXHHUYECKOTO kKoMuTera 1o cranaaptuzanuu TK 26 «Kpunrorpadudeckas 3ammra
uapopmarmn» B [OCT P 34.12-2015 [1]. EcTh HECKONBKO CTaTEl, MOCBSIIICHHBIX Pa3THYHBIM
croco0am peanuzanuu aaroputMa Ky3Heduk, B TOM 4MCIIE€ M C UCIOJIb30BaHUEM CIEIMAIbHBIX
TaOJIHI IPEIBBIYHUCIICHU [2]

Ha cerogusmnuii 1eHb y’Ke MOKHO BCTPETUTh HECKOJIBKO PAa0OT, MOCBSIIEHHBIX aHAINU3Y
HanexHoctn mmppa Kysneunk. Ha xondepenmmu «CRYPTO 2015» Anexc buprokos, Jleo
[leppun um Anexceil YI0OBEHKO NpEACTaBWIM JOKJIaJ, B KOTOPOM TOBOPHUTCS O TOM, 4YTO



HECMOTpsI Ha YTBEPXKACHHUS pPa3pabOTUMKOB, 3HauYeHHs S-Oyoka mudppa KysHeunmk wu Xdmi-
bynkuun CTpuOor He SBISIOTCS (TICEBIO)CITyYalHBIMU YUCIIaMH, @ CTEHEPUPOBAHBI HA OCHOBE
CKpPBITOTO  alNTOpPUTMAa, KOTOPBIH WM  yJHajioCh BOCCTAHOBUTh  METOJaMU OOpPaTHOTO
npoektupoBanus [3, 4]. Riham AlTawy u Amr M. Youssef ommcanu araky «BCTpeqd
nocepeMHe» Ha 5 payHu0B mudpa Ky3Heunk, MEIoIyIo BEYHCIUTENBHYIO cllokHOCTh 2240 1
Tpebyromryio 2153 2113
anroputma Ky3Heuuk ¢ Mcnosib3oBaHUEM ciai1oBoi ataku. OIHAKO MpU 3TOM MOKAa3aHO, YTO

TIaMsTH U nansbix [5]. B pabote [2] paccmaTpuBarOTCs MOIXOBI K aHATH3Y
paccMarpuBaeMasi CTENEHb CaMOIOJ00Ws HHUKOT/Ia HE MOXKET OBITh JOCTUTHYTa B CHITY
UCTIONIb3yeMo B mmdpe GyHKIMH I TEHEpallud PAayHIOBBIX TMOJKIIOUeH. B Hactosmuii
MOMEHT HeT myOsmkaiui ¢ napopmanuen o qudGepeHInaTbHBIX XapaKTEPUCTHKAX alrOpUTMa
mudpoBanus Ky3Heunk, a Takke ONMUCHIBAIOLIMX BO3MOXKHOCTh IPUMEHEHUs JaHHOTO METOAA
aHaJu3a K KakoMy-JIH00 COKpAIlleHHOMY KOJIM4eCTBY payHa0B mudppa KysHeuuk.

Mertoa nuddepeHnnanibHOro KpunToaHaiusa Obll BepBble npeanoxer Jnu buxamom u
Anmu llamupom, KoTOpble TPUMEHWIN €ro K aHanu3y anroputma mudposanus DES [6, 7]. B
cBO€il paboTe oHM mokazaiu, yTo anroputM DES okaszancs 10BOJBHO yCTOWYHMBBIM K JTAHHOMY
METOAYy KpUNTOAHAIN3a, W JI000e Mayeliiee M3MEHEHUE CTPYKTYpHl alrOpuUTMa JeiaeT ero
Oonee ysi3BUMBIM. [Ipu 3TOM UM Bce k€ yJanoch 3HAUUTENBHBIM 00pa30M MOHU3UTH CIOXKHOCTh
aHamm3a anroputMa DES, cokparus ee ¢ 2°¢ o 2%¢. Onnako TpeGoBaHne Takoro Xke KONHM4ecTBa
nap OTKpBITHIX M IM(poBaHHBIX TekcToB (2°°) ocTaBuio 3Ty ataky TeopeTudeckoit 1s mudpa
DES. Hecmotps Ha 3TO, MeTOJ OKa3ajicsid O4YeHb yJauyHbIM. Ero mpumeHeHue BO3MOXKHO He
TOJBKO K CHMMETPHYHBIM OJIOUHBIM MIM(ppaM, HO TaKKe U K MOTOYHBIM Imudpam [8], a Taxke K
GyHKmsIM xemuposanus [9].

B Hacrosmieidr craTthe MBI TpeUIaraéM  METOJ IOCTPOCHHS TPEXPayHIOBOTO
muddepennmana ans anroputma mudpoBanus KysHeumk. Paspaborannas cxema aHanmsa
OCHOBaHa Ha WCIOJB30BaHMU Ju((epeHInanbHbIX CBOHCTB npeoOpa3zoBanuii S ulanropurma
Ky3Heunk u mpeaHa3HadeHa JUisl TOTO, 4TOObl MOXHO OBUIO ONpEAETIUTh MPAaBHIBHYIO Mapy
TEKCTOB JJIs JajbHEHIIEro aHajiu3a, LEJIbI0 KOTOPOrO SBISIETCS OIpPECIIEHHUE CEKPETHOrO
karoda muppoBanus. Cxema paspaboTaHa TakuM o0pa3oM, 4TOObI 3aTparuBaTh AKTHUBHBIE
HEJIMHEeHble KOMIIOHEHBI (S-0JI0KM) MMHUMAalIbHOE KOJMYECTBO pa3. B pesynbrare s
TIPEIIOKEHHOM CXEMBI BEPOATHOCTh HAXOXKIEHMS MPABUIBHBIX Map TEKCTOB cocTapiser 2708
3amm@poBanuid. Taike Mbl pa3zpaOoTand anropuTM HAXOXKACHUS CEKPETHOro KIoya,
CIOKHOCTH ~ KOTOporo coctaBimster  6*27'2%3ammdposanmiit ¢ mcnone3oBarmeM mmdpa
Ky3neunk.Takum o0Opa3om, o0mias CIOXKHOCTh aHalW3a, BKIOYAas MOWUCK TPABWIIBHBIX Iap
TeKCTOB M TOMCK OHMTOB CEKpPEeTHOro Kmoua InmdpoBaHus coctaBmser 27198 + 6*2:120
3amudpoBannii. CIIOKHOCTH MPEIJIOKEHHON CXEMBI SBJISICTCS IOCTATOYHO BHICOKOM B CPaBHEHUU
C BO3MOXHOCTSIMH COBPEMEHHBIX BBIYHCIHUTENBHBIX CPEICTB, HO ropa3fo 0ojee HU3KOH deM
CJIO)KHOCTh KOMIIPOMETAIIMU KJIF04a METO/I0M IOJIHOTO Iepedopa.

CraTbst opraHum3oBaHa CleIyOIMM oOpa3oM. B mepBoil yacTH cTaTbu COAEPIKUTCS
onucanue anropurMa mugpoBanus Kys3neunk. Bo BTOpOH uyacTHNPHBOAMTCS HCCIEIOBaHHE
Qg QepeHIraIbHBIX CBOWCTB TPEX OCHOBHBIX INpeoOpasoBanmii mmppa Kysneuwk: omeparun
CJIOKEHUS 110 MOJYJIIO JIBa, HEMMHEWHOro S-O0JI0Ka 3aMeHbl, JUHEWHOro mpeobpasoBanus L.B
TPeTbel YacTW  COAEPXKUTCS  ONMCAHUE Ipolecca IOCTPOCHHA  Au(epeHLHanbHOM
XapaKTePUCTUKH AJs Tpex payHoB mudpa Ky3neunk. KiroueBbIM MOMEHTOM JJTaHHOTO pasjeia
SBJISIETCS HE MCIIOJIb30BaHue JU(PepeHIINaIbHbIX CBOMCTB PACCMOTPEHHBIX MPeoOpa30BaHUi 1Mo
OTJENBHOCTH, a MCCiIeoBaHuEe paboThl JaHHBIX NPeoOpa3oBaHUIl B COBOKYMHOCTH. MIMEHHO
JTAaHHOE HAOJIOZCHHWE TI03BOJIIET HaM IIOCTPOUTh TPEXpayHAOBBIE XapaKTEPUCTUKU TAKUM



00pa3oM, 4TOOBI B TIPOIECC OBLIO BOBJICYCHO MHHHMAJIBHO KOJHMYECTBO S-0JIOKOB 3aMEHBI, TEM
cambIM O0ecIieYrBasi MaKCUMAJIbHOE 3HAYCHHUE BEPOSTHOCTH. B YeTBEpTOH 4acTH COIMEPKHUTCS
onucaHue pa3paboTaHHOTO U PEaTM30BaHHOTO AITOPUTMA MOUCKA MPABUIIBHBIX MMap TEKCTOB IS
poBeJeHNUs aHanu3a mudpa. B msaToi yacTH coaepKUTCs OMUCaHKUe MPOoIlecca KOMIPOMETAIIUN
KJIFOYa BCJICJICTBHE MCIIOJIb30BAaHUS pa3pabOTaHHOTO alrOpUTMa aHAlIM3a TPEX payHAoB Imudpa

Kysicank. B 1IECTOM pasfienie MPUBE/ICHb! TEOPETHHECKUE PACUCTHI O BPEMEHH, TPEOYeMOM A7

1. Onucanue aaroputma muppoBanus KyzHeunk

Anroputm mmdpoBanus Ky3Heunk npenctaBisier co00M CHMMETPHYHBIA OJIOYHBIHA
mmdp ¢ AnuHOM OJoka paBHOW 128 OWT M AnuHON Kiroda paBHOM 256 Out. lludp Kysneunk
MIOCTPOCH IO TPHUHIHITY SP-CceTH, YTO TO3BOJISIET BHIMOJHUTH NPEOOpa3OBaHMS HaJ BCEM
BXOHBIM OJIOKOM IIEJIMKOM, a HE TOJIBKO HaJ €r0 YacThIO.

IIponiecc mudpoBaHUs COCTOUT U3 JEBSATH PAyHIOB, KKAbIH U3 KOTOPBIX BKJIIOYAET B
ce0s Tpu IpeoOpa3oBaHUsA: CIOXKEHHE 10 MOAYIIO 2 (XOr) C payHIOBBIM KIIIOYOM, 3aMEHa ¢
HIOMOILBIO OJIOKOB MOICTaHOBOK (S) 1 nuHeitHoe npeodpaszopanue (L).Oqun pays mmppoBaHus
NOKa3aH Ha pucyHke 1. PayHIoOBBIE KITIOYM, MX JECSATh, BBIpA0ATHIBAIOTCS Ha OCHOBE 256-
outHoro macrtep-kiaoda. IlepBbie aBa KiO4Ya MOJMy4aroTcs MyTeM pa3OMEeHHs MacTep-KIda
MoroJiaM, a MOCJIEeAYIME BOCEMb IIPU MOMOIIKA BOCbMH payHAOB ceth Deiictens. B kaxaom
payHIe OCYHIECTBISIFOTCS: XOr KJIF04a C PayHJOBOW KOHCTAHTOH, MpeoOpa3oBaHUE C IMOMOIIBIO
OJloOKa TIOACTAaHOBOK, JIMHEHHOe mpeoOpa3oBaHue. PayHIOBYIO KOHCTaHTy TIOIy4aeM U3
NpUMEHEHUs K HOMEpYy payHia JIMHeWHoro npeodpazoBanusl. [logpoOHoe ommcanune paboThI
mudpa, a Takke YUCICHHbIE MPUMEPHI, MOAETUPYIOIIUE MPOoLEecC MUPPOBaHUS, MOKHO HalTH
o ceouike [1].

@OyHKIUSA paclIMppOBaHHUS BBIIOIHSAETCS B OOpaTHOM TMOPSAKE, CHHU3Y BBEPX, C
CHUIIOJIb30BaHUEM PAyHJOBBIX MPeoOpa30oBaHUi, MHBEPCHBIX K TE€M, YTO HCIIOJIb30BAIUCH MPU
3amupoBaHUN.
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Pucynok 1. — Oqun paysn mudpoBaHus

2. Anamu3 aud@epeHINATBHBIX CBOWCTB OCHOBHBIX KOMIIOHEHTOB mH(pa
Ky3neuuk

[Ipexne ueM MBI IPUCTYIIUM K pacCMOTpPEHUI0 Tu((PepeHIHaTbHBIX CBOMCTB OCHOBHBIX
KOMITOHeHTOB mm(ppa Ky3Heunk, BBeIeM HECKOJIBKO MOHATHH M 0003HAYEHHH, KOTOPHIMH MBI
Oyzmem omepupoBaTh B JanbHedmeM. Merox auddepeHInanibHOr0  KPUIITOAHAIN3A
paccMmaTpuBaeT TEKCThI HE M0 OTJENbHOCTH, a B mapax. Heo0XxoaumMo npocineanTb Kak MeHsSeTCs
Pa3HOCTh JIBYX TEKCTOB IPHU UX MPOXOKIECHUU uepe3 payH[sl mudppoBanus. B kauecTBe mMepsl
HECXOJCTBA pACCMATPUBACTCS pPE3yNbTaT CIOXKEHHUS [0 MOIYNI0 [1Ba, KOTOPBIA MPHUHITO
Ha3bIBaTh oughgpepenyuanom. Tak, mapa TEKCTOB Ha Bxoje B ainroput™ mudposanus X u X'
HA3BIBACTCS 6X00HBIM Oudhpepenyuanom n obo3navaercs kak AX=X@X'. [lapa TekcToB Ha
BBIXOJIE W3 airoputMma mudpoBaHusY u Y', Ha3bIBACTCA GbIXOOHBIM Oughghepenyuanom u
cooTBeTCTBEHHO 00O03Hauaercs kak AY. [lon ougpgpepenyuanvnon xapaxmepucmukoir 6ynem
NOHMMAaTh Hauboyiee BEPOSTHYIO Mapy 3HAUEHUH BXOAHOTO M BBIXOAHOTO JuddepeHnanos.
Ilpasunvnas napa mexcmos — 31o Taxas napa (OTKpsIThIH, mudpoBanubii Tekct): (X, Y)u (X,
Y’), mist kotopoit AX=XPX' u AY=YPY'.Heaxmuenotit S-610k — 3T0 Takoi OJOK 3aMEHHBI,
Yyepe3 KOTOPBIM MPOXOANT 3HAYEHUE PAa3HOCTH, PaBHOE HYIIO. AKMUGHbLI S-O110K — 3TO TAKOH
OJIOK 3aMeHbI, 4Yepe3 KOTOPBIA NPOXOMUT 3HAUEHHE pA3HOCTH, HEpPAaBHOE HYIN0. 3agada
nudGepeHIAIBHOTO aHAIN3a 10 CYTH CBOJMTCS K TOMY, YTOOBI MOJ00paTh TaAKOE COYECTAHHE
BXOJIHOTO M BBIXOJHOTO TuU((PEepeHIHaoB, IIsI KOTOPOTro OO0Iee KOIMYECTBO aKTHUBHBIX S-
0JI0KOB Oy/leT MHUHMMAIbHBIM (HO OTJIMYHBIM OT HYJISI) MIPHU MPOXOXKACHUU Yepe3 BCEe payHIbI
mmdpoBanusi. Wrak, paccMoTpuM BHauane auddepeHInanbHble CBOMCTBA KaXKIOTO U3
npeoOpa3oBaHuil M0 OTAEIHHOCTH.

Onepayus cnoxceHus OAHHBIX ¢ CEKPEMHbIM Kiouom no mooyiio dséa (Xor). Eme D.
buxamom u A. Illamupom [6, 7],0bu10 TOKa3aHO, YTO KJIFOY HE MOJKET TOBJIMSATH HAa 3HACHUEC
muddepeHnmrana. ITO CBSI3aHO C TEM, YTO MBI pacCMaTpHBAEcM JBa MapaJlIeNbHBIX IpoLecca
muQpoBaHus, I71€ UCHIOIB3YETCS OJAUH U TOT e CEKPETHBIN KoY. JTO 3HAYUT, YTO Ojaroaaps



CBOICTBaM oOIllepaly CIOKEHUS MO MOIYJIO Ba,0MTHI CEKPETHOIrO Kioya OyIyT B3aHUMHO
yanaTokeHbl — XPKiPX'PKi. =XPX' = AX.

Juneiinoe npeoopazoeanue L. IlpeoOpazoBanue L B JaHHOM alropuTMme SIBISETCS
JUHEHHBIM. DTO 3HAYHMT, YTO OHO TPEOOPA3OBBIBACT 3HAYCHHE PA3HOCTH OJHO3HAYHO, C
BEPOSITHOCTHIO, paBHO# 1. [Ipu 3TOM ananormuHo mpeodOpazoBanuto MixColumn B anropurma
mudpoBanuss AES, oHo mepememmBaeT Bce OUTHI HCXOAHOTO cocTostHUSA. [loaTomy, eciu y Bac
Ha BXOJIe B mpeoOpa3oBanue L ObUT BCero oAWH HEHYJEBOW OailT, TO Ha BbIXojae u3 L
npeoOpa3oBaHus CKOopee Bcero Bce OaiThl OyayT HeHyneBble. Jlerko mokasatb, 4TO MAJst
npeoOpa3oBaHus L BBIMONHAETCS CIEAYIOIIEe CBOMCTBO:

L(a) ®L(b) = L(ab)

Henuneitnoe npeoopaszoeanue S. JluddepeHunansl, MOCTynaomme Ha BXoJ S-0J0Ka
3aMeHbl 0003HauMM Kak AA, a auddepeHnmansl, mogydaeMble Ha BBIXOJE S-0JI0Ka 3aMEHBI
o6o3naunm kak AC. Jlyisi aHanmu3a anropuTMa HaM HEOOXOJMMO COCTaBUTH TaOJIMILy, KOTOpas
OyIeT oTpaxkaTh BEPOATHOCTH TOSIBICHHUS pa3NUYHbIX 3HaueHU AC as 3aaHHOTO 3HAYCHUS
AA. AnropuTM mnocTpoeHus: NMoJ0oOHBIX TaOMUI[ MOXXKHO HalTh B paboTax O. buxama u A.
[amupa [6, 7]. UToroBas Tabnuiia momydaercss JOBOJIbHA OObIAs, OHA COAEPKUT 256 CTPOK U
256 cronbioB. YacTh MOy4eHHOM TaOIHIIBI BEPOSTHOCTEH ToKa3aHa B Tadnwmie 1.

Tabmuma 1 — YacTe TaONHIBI BEPOSTHOCTEH, COCTABICHHON JUIsi OJIOKa IOACTAaHOBOK S B
nporecce aupHepeHInaIbHOTO aHATTN3a

AC 0 1 2 - 3e 3f - fe ff
AA
0 256/256 | 0/256 | 0/256 . 0/256 | 0/256 . 0/256 | 0/256
1 0/256 0/256 | 2/256 - 2/256 | 4/256 . 0/256 | 2/256
2 0/256 | 4/256 | 0/256 . 0/256 | 0/256 . 41256 | 2/256
3 0/256 2/256 | 0/256 - 6/256 | 2/256 . 0/256 | 0/256
ab 0/256 | 0/256 | 0/256 . 0/256 | 2/256 . 2/256 | 0/256
a6 0/256 4256 | 2/256 - 0/256 | 0/256 . 0/256 | 2/256
fe 0/256 | 0/256 | 2/256 . 2/256 | 0/256 . 2/256 | 0/256
ff 0/256 | 2/256 | 2/256 . 0/256 | 4/256 . 0/256 | 0/256

Crpoku Tabn. 1 o0o3HaualOT BXOJAHBIE 3HA4YeHUs pasHOCTH AA B S-0110K, a cTONOII —
COOTBETCTBYIOIIME BBIXOAHBIC 3Ha4deHUs1 pasHocTH AC, moiydaembie Ha BbIxone S-Omoka. Ha
NepeceueHN CTPOK M CTOJIOIOB OTOOpaxkaercss kKonmdectBo map auddepennuanos AA/AC
MMEIOUINX JaHHbIE BXOJHYIO M BBIXOJHYIO pa3sHOCTH. B pe3ynbpraTe MpOBEAECHHOTO aHAIHM3a
OBLJIO YCTAaHOBJICHO, YTO BEPOSTHOCTh COOTBETCTBHS i 3HaueHu AA/AC MoxeT ObITh paBHA
2/256, 4/256, 6/256 u 8/256, a Takke MOxeT ObITh paBHOW Hym0. [Ipu 3TOM HEHyneBoe
3HAYEHHE Pa3HOCTH Ha BXoJe S-Ooka HUKOr/Aa He OyaeT mpeoOpa3oBaHO K HYJIEBOH PasHOCTH
Ha BBIXOJIC.




Ecnu B pe3ynbraTe mpoBeICHNS aHANN3a YAAeTCSd HAWTH MPAaBUIBHYIO Iapy TEKCTOB, TO
3TO JaeT HaM BO3MOXHOCTH IPEINOJIOKHUTh, YTO PA3HOCTH TPOXOAWIN dYepe3 pPayHIbl
muppoBaHUS HMMEHHO TaK, KaKk Mbl pPAacCMAaTPUBAIA HUX NPU TIOCTPOSCHHH PAYHIOBBIX
muddepennmano. KomOunamus auddepennnaroB AA u AC M03BOISET MPEANONIOKUTH
sHaueHuss APKi u A'@Ki. IIpu u3BectHrix A u A' 310 TI03BOIIsAET onpeaenuTh Ki.

3. HocTpoenue AuddepeHnnaILHON XapaKTePUCTHKH /sl TpeX PayHAoB mudpa
Ky3neunk

Urak, B mpeapiayiemM paszjaene ObUIO OTMEUEHO, YTO B CHIIy NepeMelIMBaHus OalToOB B
pesynbrare mpuMeHeHus npeobOpa3oBanus L, ecnu Ha BXoje B mpeoOpasoBanue L ObLn Beero
OJIMH HEeHyJeBOoM OaiiT, To Ha BeIXxoJe W3 L mpeoOpa3oBaHusi ckopee Bcero Bce OallTvl OynyT
HEHYJIEBbIC. JTO 03HAYACT, YTO €CJIU B MEPBOM payH/e MUuGPOBaHUS OYJIET HCIIOIB30BAH OJIUH
aKTUBHBIH S-0J0K, TO BO BTOpPOM payHzae mmdpoBanusi nocie L-mpeoOpazoBaHus mepBoro
payHaa, yxe Bce 16 OMOKOB OyAyT aKTUBHBIMH. A 3TO O3HAYaeT PE3KOE MaJeHUE 3HAYCHUS
BEPOATHOCTH NP MPOXOXKJACHUN 3HAUYEHUHN pa3HOCTH uepe3 S-0i10k. Jlaxke, eciii B COOTBETCTBUU

1
¢ tabn. 1 paccmarpuBaTh HanOOJbIlIee 3HAYCHHE BEPOSTHOCTH, paBHOE 8/256 = 5> IpH 16

16
1
AKTUBHBIX S-0JI0Kax 3HaYeHUE BCPOATHOCTU U3MCHUTCA B (2—5) = ZR pas. A sTO0 O3Ha4acT, 4ToO

B TIOCJICAYIONIEM payHJIe CKOpee BCEro Takke OyayT 3aleHCTBOBaHBI BCe 16 OJIOKOB 3aMCHBI.
Jaxxe mpu camMoM OJaromnpwsTHOM 3HAYEHWH BEPOATHOCTH KAXKIOTO M3 PacCMaTpUBAEMBIX

. 1
OJIOKOB, KaXIbIi payHJ] OyJIeT COKpallaTh 3HaUY€HHE BEPOSTHOCTH B 80 Pas. Taxum o0Opazom,

yKe 4epe3 TpU payHaa BeposATHOCTh Auddepernnana OyneT paBHa (MPH caMbIX OJIaTONPUATHBIX

1

11 1
BEPOSATHOCTSIX, YTO €Ille TaKKe TPeOyeT MPOBEPKH) 75 * 580 *ﬁzﬁ' [Tocne yeTBepToro paysnaa

BCPOATHOCTDH HpI/I6J'II/I3I/ITC$I K BEPOATHOCTHU ITOJIHOTO nepe6opa " CTAHCT paBHa qTO CACIacT

2245’
JanbHEeWMil ananu3 6ecnone3HbiM. OTMETUM, YTO JaHHbBIE 3HAYEHHS BEPOSTHOCTEN MOCUNTAHbI
C YYETOM CaMbIX OJIarOMPHUATHBIX 3HAYCHUN BEPOSTHOCTEH. XOTS Ha MpaKTHKE ele TpedyeTcs
IPOBEPUTh, MOTYT JIM OHU OBITh JOCTUTHYTHI OJHOBPEMEHHO. TeM He MeHee TakoW MOAXOJ B
pacueTe BepOsATHOCTEH SBHO Ja€T MOHATh OECCMBICIIEHHOCTh JJaHHBIX PACYETOB.

Hamma naes 3akmovanack B TOM, 4TOObI UCIIONIB30BaTh CBOMcTBa S U L npeobpazoBanuit
BMecTe. M3HavanbHO MOsABUIIACh THIIOTE3a, @ YTO €CJIM OJIMH aKTUBHBIM S-0JI0K B IIEpBOM payHe
mudpoBaHus NpuBeAET K 16 akTUBHBIM S-010KaM BO BTOPOM payH7e IH(PPOBaHUs, a B TPETbEM
payHae mu@poBaHUsS MBI CMOXKEM OMSATH MOJYYUTh OMH aKTUBHBIA S-070k? CXEeMaTH4YHO 3TO
MOYKHO TPEICTaBUTh TaK, KaK CAEJIaHO Ha PUC. 2.

Beime 06110 1MOKa3aHO, YTO CIOXKEHUE JAaHHBIX C PAYHIOBBIM TOIKIIOUOM HE M3MEHSET
3HayeHne auddepennmana. B Takom cinyyae Hama uaes TOCTPOCHHS TPEXpayHIOBOTO
nuddepennrana CBoIuIach K CISAyIOMEMY.

Ilepeuviti payno: Ha Bxon anroputMa noaaercst BxoaHou nuddepeniman AX, y KOTOporo
Bce OalThl 3a MCKJIIOYEHHEM OJIHOTO MMEIOT HyJIeBble 3HA4YeHHUsA. OJTO JK€ 3HaYCHHE
muddepeHnrana MOCTynaeT Ha BXOJ HETMHEHHOro OWEKTHBHOTO IMpeoOpa3oBaHHs S, THe
U3MEHSeTCS Ha JPYrod OaiiT B COOTBETCTBUU C TaOJMIEH BEPOSTHOCTEW, MOCTPOSHHOW IS
JTAHHOTO HeNMHEeHHOro mpeoOpasoBaHus. Takum o0pa3oM MbI MOJTy4aeM OAMH AKTUBHBIA S-
6s0k. PazHocTh Ha BBIXO/IE TIPEOOPA30BAHMS S MO-TIPEKHEMY COACPIKUT OJWH HEHYJICBOW OailT.
[locne sToro 3HaYeHWE pa3HOCTH TOJAETCS HAa BXOJ JIMHEHHOTO mpeoOpazoBanus L, B



pe3yiibTaTe KOTOPOTO Ha BBIXOJIE TOJIy4aeTCsl 3HaYe€HHWE Pa3HOCTH, B KOTOpoil Bce 16 OaiiToB
UMEIOT HEHYJIEBbIC 3HAUCHMSL.

Bmopoti payno: luddepenunan, nolyuyeHHbIH B pe3yibTaTe mpeodpazoBanus Lmepsoro
payH/aa OCTaeTcs HEU3MEHHBIM IOCJIE CIIOKEHHsI CO BTOPBIM payHIOBBIM MOJKIIOYOM. Takum
o0pa3oM, [UIs HEJIWHEHHOTO MpeoOpa3oBaHMs SBTOPOro payHaa Bce 16 OalTOB OKaxyTcs
aKTUBHBIMH. B pesynbraTe paboTsl S-010Ka KaXKabIil OalT pa3HOCTH MOXKET OBITH TPeoOpa3zoBaH
K JpyromMy 3HAa4€HHMIO B COOTBETCTBMM C Tabnuueid BeposiTHocTed. Ha Bxon mnuHeHOro
npeoOpa3zoBanusi L BTOpOro payHaa MOCTYIUT 3HAYEHHE PAa3HOCTH, Y KOTOpOro Bce 16 OalToB
OynyT uMeTh HeHyJieBoe 3HadueHue. [locie L-nmpeodpazoBanus 5tu 16 HEeHyIEeBBIX 0AaWTOB OyAyT
npeoOpa30BaHbl K 3HAYEHUIO Pa3HOCTH, KOTOPOE COJEPKUT BCErO OJJMH HEHYJIEBOM OalT.

AX = X1 xor X2

Kz

| 0000 00....00 XX 00...00 00 00 }—':ﬂpeuﬁpaaouaumes ——{om pama wncposnan

XK XX XX XX XX XX XX XX XX }—q Mpeotpascative L
(rorye——
|xx XX XK., XX XX XK. XX XK XX }—Enpeospmawe s ] 2o paya wwpposanmn

| 00 00 00...00 XX 00...00 00 00 }—EnmaaoaaumL
(rorye——
=
| 00 00 00...00 XX 00...00 00 00 }—':I'Ipeoﬁpaanganmﬂ ——{_=# paya wssiroearn

|xx XX XX XX XX XX, XX XX XX }—':npeﬂﬁpaauaawe L

Ks

&Y = Y1 xor ¥2

Pucynok 2 — Cxema nuddepeHumanpHOro aHaimsa Tpex payH10B MG poBaHUs

Tpemuii payno: IlomydeHHOe BO BTOpPOM payHiae 3HadeHwe guddepeHnunana
CKJIaJIBIBACTCSI C TPETbUM DPAyHJIOBBIM KIIIOUOM, KOTODPBIM 10 aHAJOTMM C MEPBBIM U BTOPBIM
payHIIOM He BiHseT Ha 3HaueHWe muddepennuana. TakuMm oOpa3oM B S-mpeoOpa3zoBaHUH MBI
MOJy4aeM BCEro OJWH AaKTHBHBIA S-0mok. HenyneBoii 0aiiT pa3sHOCTH B COOTBETCTBHH C
TaOJIMLENl BEPOSATHOCTEM MEHSIETCS Ha JPYroe BEPOSTHOE 3HAau€Hue. 3aTeM B pe3yibTare
npeoOpa3zoBanusi LpasHOCTH ¢ OJHMM HEHYJEBBIM OaliToM mpeoOpazyercs K 3HAYCHHIO
Pa3HOCTH, KOTOPOE OTATH CONECPKUT 16 HEHYIJIEBBIX OANTOB.

Takum o0Opa3oM, s paccMaTpuBaeMOil CXeMbl aHalu3a Mbl TOJdydaeM Bcero 18
aKTUBHBIX S-0710K0B BMecTO 33, Kak ObUIO paccMOTpeHO paHee. J[axke eciau mpeanoioKUTh, YTO
MBI CMOKEM TOA00paTh 3HaueHUs AuddepeHnnanoB, KOTopele OyyT COOTBETCTBOBATh PHC. 2, C

. 1
MUHHMAJIbHBIMHM 3HAYEHUSIMH BEPOSTHOCTEH TS KaXIOTO M3 aKTUBHBIX S-050K0B 2/256 = >

18
MBI IOJYYUM TPEeXpayHI0BbIi 1uddepeHInal ¢ BEpoSTHOCTHIO B (2—7) = Size» UTO MCHBIIE, YeM



1
paHee TPE/TONOKEHHOE 3HAYCHNE o 3aberast Brmepeja, XOTUM CKa3aTh, YTO HaM YAaloCh

HOJYYHUTh TPEXPayHAOBYIO XapaKTEepPUCTHKY, BEPOATHOCTh MOSBIECHUS KOTOPOW paBHA 4TO

2108’
O3HA4yaeT, 4YTO IpPH HCIOIH30BAHUU AKTHBHBIX S-OJOKOB OBUTM 3a/I€HCTBOBAaHBI HE CaMbIe
MUHHMAaJIbHbBIE BEPOSTHOCTH.

Wrak, nist Toro, 4to0sl mocTpouTh AuddepeHiian, cxeMa KOTOpOoro MpeIcTaBiIeHa Ha
puc. 2, HaM HeoOX0oauMO OBLIIO paccMOTpeTh padboTy S u L mpeoOpa3oBanuii B COBOKyMHOCTH. B
o011eM BUe CXEMaTHYHO 3TO MOXHO IpEeACTaBUTh TaK, Kak cienaHo Ha puc. 3. Heobxomumo
4yTOOBI B MIEPBOM payHJe OJUH HEeHyleBol OalT nuddepennmana mocie L mpeodpa3oBbIBaics B
16 HeHyneBbIX OaliT (JeBas 4acTh pHcyHKa). Bo BTopoMm payHIe HaM HE0OXOIUMO, YTOObI 16
HEeHyJIeBbIX OaiToB auddepenuuana nocne L npeodpa3oBeiBanuch B | HeHnyneBoii Oaiir. Wim,
€CIIM TIOWTH OT OOpaTHOro, TO HAC MHTEPECYIOT Takue ciydad, KOTJa OJWH HEeHYJEBOH Oailt
muddepernmana mocie Linv mpeoOpa3oBeiBaics B 16 HeHyJIeBbIX 0alT (TIpaBasi 4acTh PUCYHKA).
[Tpu sToM muddepernnans 1eBoW U MPaBOW YaCTH TOJDKHBI OBITH CBSA3aHBI TPe0Opa3oBaHueM S,
TO €CTh B TaOJHIIC BEPOSITHOCTEH MOJDKHA MMETHCS XOTsI ObIl MHHUMAaJIbHAsI BEPOSTHOCTH 2/256
npeoOpa3oBaHMsl 3HAYCHUS PA3HOCTHU U3 JICBOM YacTH PUC. 3 K MPaBOW YacCTH.

Mpeo6pasosanue S Mpeo6pasosaxue S
0000...0000 ... XX...0000 ... 00 00 0000 ..0000... XX ...0000...00 00
MpeobpasosaHue L \ \ Mpeo6pasosaHue Lin,
XX XX Lo XXOXX XX XXXX L XXOXX XX XX L XXXX L XX XXXX L XXX

Mpeobpasosanue S

Pucynok 3 — 3aBucumocTs npeobpazoBanuii Su L

Takum oOpas3oM, MpeIoKeHHAs HaMU cxema B3auMocBszed S u L mpeoOpazoBanuit
nmoJipa3ymMeBaeT, 4ro uepe3 mpeodpasoBanus L w Linv Hy)XHO TpPOMYyCTHUTH IIECTHAANATH
pa3IMYHBIX BApUAHTOB 3amoiHeHus ogHoro Oaita ot 00 no FF, KOTOpEIi B pe3yabTaTte JaHHOTO
npeoOpa3oBaHus pazokuTcs Ha 16 Oaitr. ChopMmynupyeM MpeasIOKEHHBIM HaMH alTOPUTM
JNEUCTBHUI O IIaram:

Ilepswiii wae: Ha BXoJ npeobpazoBanus L mogaercs Ol0K, B KOTOPOM BCEro OJUH OalT
uMeeT HeHyleBoe 3HaueHHue. Uepe3 mpeoOpazoBanue L mpoiiger 16 pa3inyHbIX BapHaHTOB
3aMoJIHEHHUST KaXJIoro Bo3MoxkHoro Oaiita or 00 mo FF. Kaxnoe onmnoOaiiToBoe 3HaueHue
packiazbpIBaeTCs ¢ OMOIIBIO peoOpazoBanust L Ha 3HaueHue, cocrosimee u3 16-tu Gaiiros. B
UTOT€ MBI TIOJy4aeM BO3MOXKHBIC 3HAUCHHs Pa3sHOCTEH Ha BXOJE MPEoOpa3oBaHHs S BTOPOTO
paynaa. Beero takux 3HaueHuit oyaet 255*16=4080. 310 BO3MOXKHBIC 3HAUCHUSI HA BbIxoae L
npeoOpa3oBaHMsl IEPBOTO payHa (JieBas 4yacTh puc. 3). DTH ke 3HAYeHHUs OyyT MOCTYIMaTh Ha
BX0J1 S-0710Ka BTOpOro payHaa mudpoanus. O603HauuM ux kak AA.

Illlac emopoii: AHAIOTHMYEH TMEPBOMY IIary 3a TEeM HCKIIOYEHHEM, 4YTO BMecTo L
npeoOpa3oBaHus UCTIONb3yeTcs npeodpazoBanue Linv. Takum o6paszom, Mbl noayyaem erie 4080
3HayeHUH. DTO BO3MOXKHBbIE 3HA4YeHUs Ha BXxoje L mpeoOpazoBaHusi BToporo payHpaa (mpasas
yacTh puc. 3). DTU Ke 3HadeHus OyIyT MOSABIATHCA Ha BBIXOAE S-0J0Ka BTOPOTO payHIa
mmdposanus. O6o3naunM ux kak AC.



llae mpemuii: B pe3yiabTrate BBIIOJIHEHUS TEPBOIO M BTOPOrO IIIArOB MBI UMEEM
muddepernmmaniel AA u AC Ha BXxoae W BBIXOAE MpeoOpa3oBaHWs S BTOPOro payHaa
COOTBETCTBEHHO. Tak Kak ais Kakaoro 3HaueHus: AA He Bce 3HaueHnss AC paBHOBEPOSATHBI, HAM
HY’)KHO OMNpeAeNuTh, KaKhue HMEHHO IMIOCTYMAalolie Ha BXOJ OJOKa TMOJCTaHOBKH S
mupdepenimansl AA u3 4080 3HayeHuit OynyT HMETh HEHYJEBYIO BEPOSTHOCTH OBITH
NOJy4YeHHbIMU B Buje 3HaueHuil AC B pesynbraTe npeoOpaszoBanus. s 3Toro Heo6Xxoaumo
kaxnoe u3 4080 3nadennit AA pa3outp Ha 16 OalT M MOAATh HAa BXOJA TaOJIHIIBI BEPOSTHOCTEH.
AHanorugHo pa3oute Ha OaiTel Kaxknoe 3HaueHue AC. Jlnsg HEKOTOphIX 16-TM OaWTHBIX
muddepennmanioB AA u3 4080 3nauenuii mo Tabnuie HaimyTcs Takue mauddepenimans AC,
KOTOpble OyIyT MMETh HEHYJEBYIO BEpOSTHOCTh. Bcero, B pesyinbrare pacCMOTPEHHs BCeX
BO3MOJKHBIX KOMOMHAIMIA, HaMK ObUTO mojty4eHo 13 map 3unauenuii AA/AC, KOTOpbIE MOKa3aHbI
B Tabm.2.
S Hamta eme BEpOsSTHOCTH ISl Kaxkaoro Oaiita cocrapistomniero AA/AC - oHU HYKHBI?
Tabnuna 2 — Halinennsle napsl 3HaueHuit AA / AC

AA AC

f3ab8c55c199996fc5a4f2381976846 51ac91f0df2470190ad86a256131163

1a76bc71665284b01a3e595982599369 ba5a9d5e6d2b6431ac6b9ch72dc5a7al

5cfhaa318fd91c774940hef22a5f86 1f8355405427f8e7d8¢c71cc07f2288¢c6

ac8ea817121caa3445efd4b9c43e875f €6e355f95177d1bd58f9a4145283a143

522cbhebchcf88eaf4963f28f8f29e62 353cceb5eab273db5790cc909cfa9

2bc22a75e57chd804b35bf31ee5167 54belb26f4dbe5h1f6a2a66a61e384d

5f28ebaf31b588h3f8f23923e399f0ef b4eba9c9151b1fhd907f4f4d419fcdaa

7dbda6246e653bad6ec427fafa9ad62f

5d87¢43030f77ec08a9f25c0h8413318

efd9d1a17499185749edfld1d6eedc

bbd9f4a6cl11bf5e154a2¢52495e1ddd9

8fb8e26a91ccfob72d6d5dce4f9ad4a9

b86cc61926balbel1d19dce66e78450

6a7c998e18379bf720d423721d3c7e63

c6fc783ae4466b402df56e30dff1f8d4

337ddbfefc424a38d45ae559c2d2cd36

fd58a4739c68ed296855b6723e9fb3

5c9ce97665a2afd9172a54a881949c 3a3d1b8c2658ea7f8a958h2f866ech5b

W3 naiinennsix 3uadenuit AA/AC jerko MOXHO ONpeaeuTh 3HaYeHus quddepeHIIraioB
Ha BXOJ€ M BbIXoJe 3-payHmoBoro amroputma Kysmeumk AX/AY, a Takke BEPOSATHOCTh HX

nosiBneHus. s nepBoit napel 3HaueHuit AA/AC ¢ HauOOJIbIIeH BEPOSATHOCTHIO PaBHOM % Ha
BXOJ ajdroput™ma nojaHo 3nauenue AX = 00000000002000000000000000000000, a Ha BbIXOAE
TIOJTy4eHBI TPH paBHOBEpOATHBIX 3HaueHust AY1 = e07d0b92e148a1f4774154a6b06e99f0, AY2 =

0d38eb47ba753eb564333chda803ac2c, AYs =  ach714a9647d96d76b3a89ab83f1bd71.
OnHoOaifToBBIE 3HAUYCHUS, KOTOPHIC Pa3BEPHYJHUCHh Ha JaHHbIC 16-0alTOBBIC 3HAYCHHS OBLIN

o ., 6
MOJIYy4YCHBI C MAKCUMAJIbBHOU BCPOATHOCTHIO PABHOU ——.
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4. AJIFOpI/ITM HaxXO0KJACHUsI IMNMPaBWIbHBIX Map TEKCTOB IJisA Tpexpaynnonoﬁ
XapaKTEPUCTUKH

B o6mem ciydae, eciiu BaM M3BECTHO 3Ha4YeHHE TudepeHIana u ero BepoITHOCTh, TO
B aJrOPUTME IOMCKA NPaBWIBHBIX IMap TEKCTOB HET HHUYETO CIOXHOro. B ofmem ciydae
QITOPUTM TIOMCKA TPABMIIBHBIX T1ap TEKCTOB CBOJUTCS K CIIEYIOIIEMY:
1. CrenepupoBaTh CIydaiiHbIM 00pa3oM TEKCT X.
Brruncaute Texker X X' =X@PAX

3. 3ammdposats X, monyuuts mudpp Y
4. 3ammudpposats X', mosyduth wudp Y’
5. Ecmu AY=Y@®Y', to (X,Y) u (X’, Y’) — npaBuiibHas napa TEKCTOB, HHAYE BEPHYTHCS

K mary 1.

CroxHOCTh aHain3a OyAeT OIpPENeNAThCS BEPOATHOCTBIO HAXOXKACHUS  TaKHX
muddepeHanos. Mbl caenanu TEOPETUYECKUE PacueThl, KAKOe KOJIMYECTBO BPEMEHH YHIET B
CpeIHEeM Ha IMOHMCK OJHOW MPaBUIBHON Mapbl TEKCTOB MPU MCIOIH30BAHMU CAMBIX MOIIHBIX
CYTNIEpPKOMITBIOTEpOB MUpa. JlaHHbIe pacuyeTsl OyIyT MPUBEACHBI B pasjene 6.

Kak Ol TaM HH ObBUIO, IUII HAC TIPOM3BECTH TAaKHE BBIYMCIUTEIBHBIC pAcueThl HE
MpEACTABISIETCS  BO3MOXKHBIM.  OmgHako, YTOOBI  TOATBEPIUTH  PabOTOCIIOCOOHOCTH
NPEUI0KEHHON cXeMbl Au(pdepeHInaloB A TPEX PayHIOB MM(POBAHUS Mbl PEIIWIM MONTH
«oT oOpatHoro». To ecTh, 3Has1, KaK Pa3HOCTU JIOJKHBI IPe0OPa30BhIBATHCA MPHU MPOXOXKICHUN
yepe3 payHAbl MK(POBaHUS HE HaWTH mepebopoM, a 1mogo0paTh TEKCThl U CEKPETHBIE KIIIOYH,
KOTOpbIe OyAyT COOTBETCTBOBATH MOJIyY€HHON HaMU payHIOBON xapakTepucThku. CaemaHo 3To
ObUIO C OAHOHM IEeNbI0 — IOKa3aTh, YTO TaKWE 3HAYCHHUS TEKCTOB CYIIECTBYIOT, a 3HAYUT
IpeUIo’KeHHAst HAMH cXxeMa — paboTOCIIOCOOHa.

Kak BugHO U3 Tab:1. 2, Bcero Obuto Haiieno 13 map 3nauenuit AA/AC. U3 3Tux 3HaYeHUH
MOJKHO BBIYMCIINTH, Kakue 3HA4eHUs IuQQepeHInanoB ObUIM TOAAHBI HA BXOJ alTrOPUTMa
mudpoBaHus, a Tak )Ke Kakue OyAyT HOITydeHbl Ha BbIXoAe. [ljig 3TOro Hy>KHO HPOBECTH PN
00paTHBIX MpeoOpa3oBaHMil.

Ilepsvuii wiae: MOUCK OTKPBITHIX TEKCTOB. AA mojaercs Ha BXOA mnpeoOpazoBaHus Linv,
oOpatHoro k mpeoOpa3zoBaHuio L mepBoro paynaa, B pesyibTrare Linv(AA) momaydaeMm BbIXOX
npeoOpa3oBaHusi S MEpPBOro payHia. 3aTeM, MNPEAbIAYIIUH pe3yibTaT IMOJAeTCs Ha BXOJ
npeoOpa3oBaHusl Sinv TEpBOro payHaa, OOpaTHOro K MpeoOpa3oBaHUIO S, B pe3yibTare
Sinv(Linv(AA)) monyuum auddepeHiia, mogaBacMblii Ha BXO aJrOpUTMA.

Bmopou waz: TOUCK TEKCTOB MO HTOramM Tpex payHnoB. AC mojaeTcss Ha BXOA
npeoOpazoBanus L Broporo paynna, moiaydaem L(AC). 3atem mosry4eHHBINH pe3yJIbTaT MOJaeTCs
Ha BXOJ OJIOKa 3aMEHBl TPEThErO payHJa, IJIe B pe3yJbTaTe NepecTaHOBKU S MO MOCTPOECHHOU
tabn. 1, comepskariei 3HaueHHs BeposTHOCTeH, Mbl monydaeM S(L(AC). B koHeuHom wmrore,
NOCJIEIHUIM Hal/leHHBIN pe3ysbTaT MOCTyNaeT Ha BXOJ IpeoOpa3oBaHus L, rae mperepreBaer
U3MEHEHHS B COOTBETCTBUM C aJITOPUTMOM. TakuM 00Opa3oM Mbl MOIy4aeM TpeOyeMblil BBIXOJ,
coaepxauil nckomblit tuddepeniman AY.

Ecnu maiitu Gaiitel, cocraBmstomue auddepennuanst AA / AC, cobpatb H3 HHX
COCTABJIAIONINE WX TEKCTHl W MPOIYCTUTh 4Yepe3 TPeXpayHIOBBIE MPeoOpa3oBaHUs, TO NpHU
OTIPENIEICHHBIX 3HAYCHUs CEKPETHOTO KIoYa, 10 pa3pabOTaHHOMY U BBIIICONHCAHHOMY



crioco0Oy, TpaBWJIbHAs Tapa TEKCTOB 00pa3yeT HyXKHble 3HaueHus auddepennmana. s
JTIOKa3aTeNIbCTBA PAOOTOCIIOCOOHOCTH TPEUIOKESHHOTO MeToJa OBUIM TOJYYEHBI HCXOHBIC
3HAYCHHsS, YaCTh KOTOPBIX M300pakeHa B TaOJMUIIC 3 W UTOTOBBIC 3HAYCHHS, YacTh KOTOPBIX
n3zobpaxena B tabmuue 4. ['me A u A’ — TEKCTBI, COCTaBIAIOIINE HaWaeHHBINH nuddepeHman
AA, a C u C’ — tekctsl, coctapnstomme auddepennuan AC. Ecnu npuHsITh MacTep-KI04Y Kak
K= 8899aabbccddeeff0011223344556677fedcha98765432100123456789abcdef, To payHmoBbie
kimoun K1, K2, K3 u K4 paBHBI ciieayommuM 3HaYCHUSIM

— K1=8899aabbccddeeff0011223344556677;

— Kz=fedcha98765432100123456789%abcdef;

— K3=db31485315694343228d6aef8cc78c44;

— K4=3d4553d8e9cfec6815ebadc40a9ffd04.

Taobmnuua 3 — McxoaHbie TEKCTHI

Ki®(Sinv(Linv(ADBK?))) K1(Sinv(Linv(A’BK?2)))
8998079702eaede8422655046852245d 8998079702fbede8422655046852245d
8998079702eaede8422655046852cf5d 8998079702fbede8422655046852cf5d
8998079702eaede8422655046852825d 8998079702fbede8422655046852825d

Ta6muia 4 —3HaueHus 1Mo UTOraM TPEX PayHJI0B

KsD(L(S(O))) KaD(L(S(C"))

8ccfof63b68216e7e87fh65cfced364f 27ac6bf0c98cebh78ed52e43f34d17ch
7152f68de9e8354c0db9cb0594ee651e da31021e96e6c51c6b13531a9b47449a
8ef7bcaec365c4890540ec622239d595 2594483dbc6b340d963ea747d2d90f411

5. AJITOPHTM NMOUCKA CEKPETHOI'0 KJII0YAa HA OCHOBE AHAJIN3Aa NPABMJIBHBIX NMap
TEKCTOB

Metox muddepeHIanTbHOr0 KPUITOaHA 32, KaK MPaBUIIO, CBOJANUTCS K KOMIIPOMETAIHH
pPayHIOBBIX KITIOUEH C Lenblo JemudpoBaHus nHPopManud. Majao HalTH MpaBWIBHBIC Maphl
TEKCTOB, HY’HO €Ill¢ YMETh UCIOJb30BaTh UX JI TOrO, 4YTOObl BOCCTAHOCUTh MH(POPMALIUIO O
OuTax CEKpeTHOro Kirouda. MeToj KpUNTOaHAIM3a Ha OCHOBE paHEe HailIeHHBIX MPaBUIIbHBIX
nap TEKCTOB 3aKJII0UAETCS B CIEIYIOLIEM.

IIpu paccMoTpeHMH TpeX payHIOB LIM(POBAHHUSA, Mbl UCHONb3YeM 4 payHAOBBIX KiIIOua
(puc. 2). OcobenHocThio anroputma Ky3Heunk sSBISETCS TO, UTO MEPBBIMU JIByMs PayHIOBBIMU
KJIIOYaMU  SIBIISIIOTCSL  TOJIOBUHKH ~ 256-OMTHOrO  MacTep-Kjo4ya, Ha OCHOBE KOTOPOTO
BbIpa0aTHIBAIOTCSl OCTAJbHBIC PAyHIOBbIE MOJKIIOUM. YUMTHIBAas 3TOT (DAKT, MPeIOKEHHBIN
HAMH aJITrOPUTM TMpeaycMaTpuBaeT HaxoxnaeHue kmoda Ki, 3arem K2, w3 KOTOpBIX
BhIpabaThiBatoTCsl ocTtanbHble Kmoun K3 1 K4, Cxema mpeayioxXeHHOTO aJIrOpUTMa MPHUBEICHA
Ha puc. 4.

Kaxk Obu10 cka3aHo B 4acTH 4 TaHHOW CTAaThH, IPH MPOBEICHUH OOpPaTHBIX ONEpaIuii HaJl
HaiiieHHbIM AA, a uMeHHO Sinv(Linv(AA)), Mbl monydyuMm auddepeHinan, MocTynarnmi Ha
BXOJ mpeoOpa3oBaHust S mepBoro paysaa, a npu Linv(AA) MBI MOJyddM BBIXOJ TOTO K€
npeoOpaszoBanusi. Takum 00pa3oM, €Ciy MMoaTh Ha BXOJ aJrOpUTMa, U300pakeHHOT0 Ha pHC. 2,
panee monoOpaHHyI0 mapy TekcToB X M X’, TO 3TH TEKCTHl NPHU CIOXKEHHH C YHCIIOM,




nonyuuBimmamcs B urore mpu Sinv(Linv(AA)),manyT 3Hayenue wmoda Ki.Tak kak 3HadeHuHe
Sinv(Linv(AA)) cocroutr u3 omHoro Oaita (8 OMUT) W HMEET BEPOSTHOCTh IO TaOIHUIE
BEPOATHOCTEH paBHOE 6, TO 3TO JACT HaM 6 BO3MOXKHBIX 3HAa4eHHH oJHOTO OaiTa Kimoua Ki.

TakuMm 00pa3oM, KOJIHMUECTBO BCEX BO3MOKHBIX BapuaHToB 128-OutHoro kimroua Ki0Oyaer paBHO
2120X6

HalgeHHsIe TekoTsl B
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anropuTMa NoNCKa
npasnNeEHEX Nap TeKCTOE

Bxon
X xor X' = AX
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\

| MpeoGpazosaHve L |

HampgeHe! B peaynetaTe
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Beixon HaipeHHsIe TEKCTE B
YoxorY' = AY pesynETaTE HCNONL30BAHWA
anropuTMa NoWCKa

NpasibHBEX NAp TEKCTOR

Pucynok 4 — Anroputm noucka OUTOB KJIro4a

JIJist IpOBEPKH OHOTO BO3MOXKHOTO BapuaHTa Kirtoua K1 Hy)XKHO MPOHU3BECTH HECKOJIBKO
onepanwuii. Micxons u3 puc.4, cHavasna 1mojaeM Ha BXO/I JIBa TOI00paHHBIX TekcTa X U X', 3aTeM
CKJIQJIbIBAEM UX C OJHUM BO3MOXKHBIM KiH0uoM K1 M3 00Iero KoinuyecTsa BO3MOXKHBIX KITIFOUeH
Ki. 3areM mnojy4YeHHbIC 3HAUYCHHS TMPOXOIAT TMpeoOpa3oBaHUE S TEPBOTO payHIa, 3aTeM
npeoOpa3oBanue L. PesymbraThl mnpeoOpa3oBaHHsl — CKJIAIBIBAIOTCA CO  3HAUCHHSIMH,
cocrapisitonumu  muddepernuan AA, MOCTyMawImUi Ha BXOA NPeoOpa3oBaHUsS S BTOPOTO
paynaa. Ha nanHOM 3Tame mojy4aeM OJHO M3 BO3MOXKHBIX 3HaueHHH kimtoda Kz2. O0benuHsem
BMecTte kioun K1 u Kz, monydyaem 256-0UTHBINM MacTep-KiIl04 U U3 HEro BeIpabaThiBaeM KIIHOUU
K3 u Ka.



Crnenyromum 1arom 6epeM 1Ba BO3MOXHBIX TeKcTa Y U Y’, MOJYYEHHBIX B pe3yJIbTaTe
NPUMEHEHHUS aJTOPUTMa HAXOXKIEHHWS MPaBUIBHBIX IMap TEKCTOB I AuddEepeHIInaTIbHOTO
KpUNITOAaHANM3a, W CKiIagsiBaeM #Xx c¢ kiaodoM Ka. Temepb, NodyyeHHBIE 3HAYCHUS
npeTepneBaroT npeodpasoBanusi Linv U Sinv TpeThero payHaa M CKIaAbIBAIOTCS ¢ KirodoM Ka.
3areM 3TH K€ 3HaYCHUS MpeTeprieBaloT npeodpazoBanue Linv BTOporo payHaa u cpaBHUBAIOTCS
CO 3HAYeHUsMH, cocraBomumu auddepeniman AC. Ecnm 3HaueHHs paBHbBI, TO KIOYU
COXpaHAIOTCS KaK BEPOSTHO TMpaBUiIbHbIC. ECnu 3HaueHUs HE paBHbBI, TO aITOPUTM ACHCTBUUN
MOBTOPSIETCS] 3aHOBO: JBa TeKkcTa X U X’ CKIabIBalOTCA O cienyromuM kiouoMm Ki, u3 Beex
BO3MOXKHBIX 3HaueHud Ki. M Bce mocnenyromume ACHCTBUS BBIMOIHSIIOTCS MO TOYHO TaKOW JKe
cxeme. DakTUdeckd oOmMpoOOBaHHWE KIIOYEH CBOIUTCA K BBITOJIHEHHIO BCEX OIepalui
TpexpayHaoBoro 3ammu@poBanusi. [loatomy B 00miel CI0XHOCTH —aidroput™m Oyjer
3aeiicTBoBath MakcuMyM 21296 sammdposanuii. [Ipu 3Tom GyayT HaiifeHs! Bee 4 KiIoda, 4To
MpENCTaBIsIeT CO00M TOpa3fgo MEHbIEe YUCIO, YeM MOWCK KIFouYa IMOJIHBEIM Iepebopom, Tie
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06mee BO3MOKHOE KOJHYECTBO KIIOUYEH npeaACTaBIACT YUCIIO, PABHOC TOJIBKO JIHUIIIBb OJId

nepBoro kimoda Ki, KoIn4ecTBO 3HAYCHHUH ISl TIOMCKa BTOporo kitoua K2 mosHbeM nepedopom

2128, 49TO B O6HI€M CJIy4dac MO3BOJISACT OUCHHUTD CJIIOKHOCTDL IMMOMCKA KIt04Ya IMOJHBIM

TaKKe PaBHO
nepe6opom kak 22%,

TakuM 06pa3oM, CIOKHOCTh HAXOXKIECHHS KTIOUeH ¢ MOMOIIBIO pa3paboTaHHOTO METOMA
KpunToaHanusa cocTapiseT 2'%°x6  3-paymmoBbix 3ammdpoBanumii. OOLIYI0 CI0XKHOCTH
npoBeaeHus TUdQepeHIHATLHOTO KPHIITOAHAIN3a TPEX PAYHIOB MH(POBAHHSA MOXKHO OLCHUTD

Kkak 2129x6+21% sammdpopanmuii.

Kyna sToT pasaen - B 3akiroueHue (Kak HANMCAaHO B aHHOTAIMW) WM B 6-OM ITyHKTE OCTAaBUTH
(kak HamMcaHO BO BBEACHHH)??

6. [IpumepHas oleHKAa BPeMEHHBIX 3aTPaT, TPeGyeMbIX /ISl aHAIN3a AJITOPUTMA
Ky3Heuuk Ha coBpeMeHHBIX cynepkommnbloTepax u3 TOII 500.

BrimonHenue omeparnuii mo paspaboTaHHOMY HaMu airoputMmy audepeHInaIbHOro
KpUNITOAHATIHM3a TPEX payHIOB airoputMa Ky3HeuWK MOKHO OLIEHUTh MPUMEPHBIE BPEMEHHBIC
3aTpaThl, KOTOpble MOTPeOyIOTCS MpH NPOBEACHHM aHaln3a, HalpUMep, Ha COBPEMEHHBIX
cynepkommbiotepax u3 TOII 500. Jlns onenku ObuiM BbIOpaHbl mepBbie 10 KOMIBIOTEPOB U3
obmrero peritunra [10].

[IpumepHbIe BpEMEHHBIE 3aTpaThl MOKHO BBICUMTATh C MOMOINBIO Tporniopuud. Ecim Ha
UCTIONIb3yeMOM HaMH Komribtorepe dactora 1,8 I'Tn u mpu 3ToM ouH GJIOK TaHHBIX CUHUTACTCS
3a 0,0022 cek, TO ¢ 4acTOTOM OAHOTO fAllpa CyNEepKOMIbIOTEpa paBHOM, Hampumep, 1.45 I'T1g
oJMH OJIOK JaHHBIX OyaeT mocuntaH npuMepHo 3a 0,0027 cek. Iyt pacuera CI0KHOCTH aHaIu3a
HY’KHO Pa3eTuTh 3HaUCHHE OOIIeH CIIOKHOCTH Ha KOJIMYECTBO sIIEP KOMIBIOTEPA, a 3aTeM, AJIs
MoJIcYeTa BPEMEHH aHajIK3a, YMHOXKUTh MOTYYeHHOE 3HAUCHHE Ha KOJMYECTBO CEKYH] oOcuera
oJtHOTO OJ10Ka. Pe3ynpTaThl pacueToB NpUBEACHBI B TaOIHIIE S.

Tabnuna 5 — PacueT BpeMeHHBIX 3aTpar

Ne | CymepkoMmbIOTEp U €70 XapaKTePUCTUKU [TpumepHBbIe BpeMEHHBIC 3aTPaThl
/11
1 | Sunway TaihuLight - 10,649,600 cores, |1 6ok — 0,0027 cek

1.45GHz CJI05KHOCTH aHam3a — 28°+6x2%2

Bpewms anammsa — (2%°+6x2%)x0,0027

2 | Tianhe-2 (MilkyWay-2) — 3,120,000 cores, 1 610k — 0.0018 cex




CrnoxHOCTh aHanmm3a — 287+6x2%
Bpems anamiza — (287+6x2%9)x0,0018

2.2 GHz

3 | Piz Daint — 361,760 cores, 2.6 GHz 1 6;0k — 0.0015 cex
CrnoxHOoCTh aHanmu3a — 290+6x2102

Bpems anamma — (2°°+6x2192)x0,0018

4 Titan — 560,640 cores, 2.2 GHz 1 6ok — 0.0018 cex
CioxHOCTh aHam3a — 289+6x2101

Bpewms ananuza — (289+6x2191)x0,0018

1 6ok — 0.0025 cexk
CrnoxHOCTh aHanmm3a — 288+6x2100
Bpems anamma — (288+6x2190)x 0.0025

5 Sequoia — 1,572,864 cores, 1.60 GHz

1 610k — 0.0028 cex
CrnoxHoCTh aHanmm3a — 289+6x210
Bpems anamsa — (28°+6x2191)x0,0028

6 Cori — 622,336 cores, 1.4 GHz

7 | Oakforest — 556,104 cores, 1.4 GHz 1 6110k — 0.0028 cex
CrnoxHocTh aHanmm3a — 289+6x210

Bpems anamuza — (28°+6x2191)x0,0028

8 | K computer — 705,024 cores, 2.0 GHz 1 610K — 0.0019 cex
CroxHOCTh aHanmm3a — 289+6x2101

Bpewms anammsa — (289+6x2191)x0,0019

9 | Mira- 786,432 cores, 1.60 GHz 1 610K — 0.0025 cex
CrnoxHocTh aHanmm3a — 289+6x210

Bpems anammza — (28°+6x2191)x0,0025

10 | Trinity — 301,056 cores, 2.3 GHz 1 610K — 0.0017 cex
CrnoxHoCTh aHanmu3a — 290+6x2102

Bpems anammza — (2°°+6x2192)x0,0017

I'me maittu PommHy myONMKanmuio B aHTJIOS3BIYHOM BapUHTE, YTOOBI BCTABHTH €€ B
CIIMCOK NCTOYHUKOB?

Taxoke BO3MOXKHO OIEHHTh BPEMEHHBIE 3aTPAThl TIPU MCIIOJIb30BAaHHH BEICOKOCKOPOCTHOM
peanu3zaruu anroput™a mmdpoBanus Ky3Heunk ¢ UCIOJIB30BAaHUEM TaOJUIL MPEIBBIUYNCIICHUI.
YacToTa MalIvHbI, HA KOTOPO# Pear30BBIBAIMCH BRICOKOCKOPOCTHBIC BhruncicHus 2.67GHz, a
cKkopocTh 00pabotku wmHpopMmarmu 120 Mb/cek. CrnenoBarensHo 1 610k oOpabaThiBaeTcs
npumepro 0,000001 cexynna. Pe3ynbraTsl BpeMEHHBIX paccyeToB IMOKa3aHbl B TabnuIe 6.

Tabnuna 6 — Pacuer BpeMEHHBIX 3aTpaT C UCIOJIb30BAaHUEM BBICOKOCKOPOCTHOW pealn3aluu
anroputMma Ky3Heunk

Ne | CynepkomnbroTep U €ro XapakTepUCTUKU IIpuMepHBIe BpeMEHHBIE 3aTPAThI

1/T1
1 | Sunway TaihuLight — 10,649,600 cores, | 1 6ok —0.0000018 cex
1.45GHz CoxKHOCTb aHanmm3a — 28°+6x2%
Bpems anammza — (285+6x2°2)x 0.0000018
2 | Tianhe-2 (MilkyWay-2) — 3,120,000 cores, | 1 6ok —0.0000012 cex

2.2 GHz

CII0)HOCTh aHajm3a — 287+6x2%°
Bpems anammza — (287+6x2%°)x 0.0000012

3 Piz Daint — 361,760 cores, 2.6 GHz 1 6ok — 0,000001 cex

CrioxHOCTh aHanmm3a — 2°0+6x2102

Bpems anammza — (2°°+6x2192)x 0,000001
4 Titan — 560,640 cores, 2.2 GHz 1 610k — 0.0000012 cex

CJI0KHOCTH aHam3a — 289+6x2101




Bpewms anamma — (289+6x21%%)x 0.0000012

5 Sequoia - 1,572,864 cores, 1.60 GHz 1 6ok — 0.0000017 cex
CroxHOCTh aHanmm3a — 288+6x2100
Bpems anammza — (288+6x219%)x 0.0000017

6 Cori — 622,336 cores, 1.4 GHz 1 6110k — 0.0000018 cex
CJ105KHOCTH aHam3a — 289+6x2101
Bpems anammza — (28%+6x211)x 0,0000018

7 Oakforest — 556,104 cores, 1.4 GHz 1 610k — 0.0000018 cex
Cto)HOCTh aHam3a — 289+6x2101
Bpems anammza — (28%+6x211)x 0.0000018

8 K computer — 705,024 cores, 2.0 GHz 1 610k — 0.0000013 cexk
CoxHOCTb aHanmm3a — 289+6x2101
Bpems anammza — (28%+6x211)x 0,0000013

9 Mira — 786,432 cores, 1.60 GHz 1 6sox — 0.0000017 cex
CJI05KHOCTH aHam3a — 289+6x2101
Bpewms anammsa — (289+6x21%%)x 0.0000017

10 | Trinity — 301,056 cores, 2.3 GHz 1 6ok — 0.0000012 cex
CrnoxHOCTh aHanmm3a — 290+6x2102
Bpems ananuza — (2%°+6x2192)x 0.0000012

Taxkum 00pa3oM, U3 MOTYYEHHBIX PE3YJIbTATOB OLICHKH BPEMEHHBIX XapaKTEPUCTHUK, IPU
UCIIOJIb30BAaHUM AJTOPUTMa C BBICOKOCKOPOCTHOM peanu3anueil Nmpu aHaiu3e ¢ MOMOILBIO
cynepkoMibiotepoB u3 TOIT 500 ckopocTh aHanM3a CyIECTBEHHO MOBBIIIAETCS.

3akJi0ueHue

B pesynbraTe paboTHI HaJ JAaHHBIM MPOEKTOM HAaMHU BIIEPBBIC OBLIM HCCIEIOBAHBI U
noiy4yensl nuddepeHnuanpapie cBoiicTBa anroputMa mmdposanus KysHeunmk. Ha ocHoBe
MPOBEJICHHBIX HAMHU HMCCJICJAOBAHHWM ObUIa BBIABJICHA CBSI3b MEXIY NpeoOpa3oBaHusMH S u L,
KOTOpasi IO3BOJIIIIA pa3padoTaTh alropuT™ AuddEepeHIINaTbHOTO KPUIITOAHATN3a TPEX PayHI0B
mmmdpa Ky3Heunk, panee HUKEM HE MPEATIOKEHHBIN B OTKPBITHIX JINTEPATYPHBIX HCTOUHUKOB.

Jlna npeanokeHHoi cxeMbl AuddepeHnaibHOro KpUIToaHanu3a HaMu ObLT pa3paboTan
QITOPUTM HAXOXKACHUS NPAaBWIBHBIX Tap TEKCTOB Uil aHanmu3a mmmdpa. Ha ocHoBe
TpexpayHaoBoro auddepenuana Ml pa3padboTain aaropuTM HaX0XKIECHUS CEKPETHOTO KIIIoUa C
ropas3/io MEHBIICH CIOXKHOCTBIO, YeM CIOKHOCTh TPH TIOMCKE KJII0Ya MOJHBIM TepedopoM.
Pa3zpaboTaHHbIe aNTOPUTMBI TO3BOJISIFOT OLEHHUTH OOIIYIO CIIOXHOCTH TPOBEICHHS aHaju3a,
KoTopas coctapnsier 2108 + 6*2120,

Pesynbratel  paboThl BKIIOYAOT B ce0s: pa3pabOTaHHBIA, pEaNTM30BAaHHBIN U
MPOTECTUPOBAHHBIN  anroput™  mmdpoBanus  Ky3Heuwmk, pa3paOOTaHHBI  aNTOPUTM
muddepeHIManTFHOTO aHamu3a TpeX payHAoB anroputma KysHednk, a Takke pa3pabOTaHHYIO
JUIsE  JAHHOTO  ajNropuTMa CXeMy  HaXOXKJIEHUsS  MNPaBWIbHBIX Map  TEKCTOB s
TudQepeHIMaIbHOr0 aHanu3a Tpex payHnoB mudposanus. [Iporpamma peann3oBaHa Ha S3bIKE
nporpammupoBanusi C++ B cpene paspabotku Microsoft Visual Studio C++. Bcee
IPOMEKYTOUYHBIE W KOHEYHBIC PE3yJbTaThl MCCICIOBAHUN MOIPOOHO ONMMCAHBI, TOKAa3aHbI Ha
npuUMepax, CTPYKTYpUPOBAaHBl B XPOHOJOTMYECKOH TMOCIENOBATEIBHOCTH W HATJISATHO
0oTOOpakeHbl B BUJE WILIIOCTpAaLUW, TaOMUI] M CXeM B TEKCTe AaHHOM crarbu. [IpoBeneHsl
TEOPETUYECKHE PacyeThl O BpPEMEHH, TpeOyeMOM JJsi MPOBEJEHUSI aTakKu C HCIOJIb30BaHUEM
CaMBIX MOIIHBIX CYTIEPKOMIIBIOTEPOB MUPA MPHU MCTOIH30BAaHUH KaK MMPOCTON peanu3aiuu, Tak u
pealin3aluy ¢ UCTIOJIb30BaHUEM CIICIUATbHBIX TaOIHII TPEABBIYUCICHUI




PesynbraThl pabOTHI MCHOJIB30BAHBI MPH BBINIOJHEHUU HCCIEIOBATEIBCKUX PadOT MO
rpanty POOU Nel7-07-00654-a «Pa3paboTka W WHCCIIEIOBAaHHE TIOCICIOBATEIBHBIX M
napajuieNIbHBIX aJITOPUTMOB aHAJN3a.
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DIFFERENCIAL ANALYSIS OF 3 ROUNDS OF CIPHER KUZNYECHIK

Annotation

In January 2016, a new standard of block-by-block encryption entered into force in the
Russian Federation GOST R 34.12-2015. It includes two algorithms of encryption. The first
cipher was previously known under the name GOST28147-89 (or simply GOST). The second
algorithm was called Kuznyechik. Kuznyechik is a new symmetric algorithm of encryption,
created on the principle of SP-network. Up to now there are no publications about the
differential properties of the algorithm «Kuznyechik». We are the first to examine the properties
of main operations and suggest a method of differential analysis of three rounds of encryption
cipher «Kuznyechik». We examined the differential properties of the non-linear function S and
the linear function L and found out that it's possible a situation when, 1 non-zero byte difference,
being a result of the function L, is expanded into 16 non-zero bytes, then it passes through the
replacement block S, and then collapses again into 1 non-zero byte. The developed scheme
allows to affect the active S-block a minimum number of times. As a result, for the suggested
scheme the possibility of finding the correct pairs of texts is equal to 21 encryptions. We also
developed the algorithm of finding a secret key, the complexity of which is equal to 6*2
12encryptions. In this way, the total complexity of the analysis, including searching for the
correct pairs of texts and bits of the secret encryption key is equal to 219 + 6*2-120 encryptions.

As a result of the researches was developed and tested the encryption algorithm
Kuznyechik, was developed a method of differential analysis of three rounds of algorithm
Kuznyechik, and for this algorithm was created a scheme of finding the correct pairs of texts for
the differential analysis of three round of encryption. The program is realized in the
programming language C++ in the development framework Microsoft Visual Studio C++. The
results of the researches are described in detail, are shown in examples, are structured in
chronological order and are visually displayed in the form of illustrations, tables and diagrams
in the text of this article. The article concludes with theoretical calculations of the time required
to conduct an attack using the most powerful supercomputers in the world, using both simple
implementation and implementation with the use of special precomputation tables.

Introduction

The encryption algorithm Kuznyechik was chosen as the standard GOST R 34.12-2015
and officially came into force on January 1, 2016, that's why today the research of its reliability
is a relevant objective. The description of the encryption algorithm Kuznyechik, as a part of the
new admitted encryption standard, is contained in document of the technical standardization
committee TC 26 «Cryptographic protection of information» in GOST R 34.12-2015 [1]. There
are several articles, dedicated to various ways of realization of the algorithm Kuznyechik,
including using the special precomputation tables. [2]

Up to date you can already find several studies dedicated to the analysis of the reliability
of the cipher Kuznyechik. At the international conference «CRYPTO 2015» Alex Biryukov, Léo
Perrin and Aleksei Udovenko presented a report, in which was said that, despite the developer's
statements, the values of S-block of cipher Kuznyechik and hash function Stribog aren't (pseudo)
random numbers, but they are generated on the basis of hidden algorithm, which was restored by
them using the methods of reverse engineering [3, 4]. Riham AlTawy and Amr M. Youssef
described the meet-in the middle attack on five rounds of cipher Kuznyechik, that has a



computational complexity of 234°, and requires 2% of memory and 213 of data [5]. In the work
[2] are discussed the approaches to the analysis of the algorithm Kuznyechik using a slide-attack.
But it was also shown that the considered degree of self-similarity can never be achieved because
of the function used in cipher for the generation of round sub keys. Nowadays there are no
publications with information about the differential characteristics of encryption algorithm
Kuznyechik, and also the publications that describe the possibility of using of this analysis
method with minimized number of rounds of cipher Kuznyechik.

The method of differential cryptanalysis for the first time was proposed by Eli Biham and
Adi Shamir, who applied it to the analysis of the encryption algorithm DES [6, 7]. In their
studies, they showed that the algorithm DES is quite robust to this method of cryptanalysis, and
any smallest change of the algorithm's structure makes it more vulnerable. However, they still
managed to reduce significantly the complexity of analysis of the algorithm DES, reducing it
from 2% to 2%, But requirement of the same number of the open and encrypted pairs of texts
(2%%) left this attack theoretical for cipher DES. Despite this, the method proved to be very
successful. It can be implemented not only to the symmetrical blocking ciphers, but also to the
stream ciphers [8], and to the hashing functions [9].

In the present article, we suggest a method of constructing of three-round differential for
encryption algorithm Kuznyechik. The developed analysis scheme is based on the use of
differential properties of S and L conversions of the algorithm Kuznyechik, and is designed to be
able to determine the correct pair of texts for further analysis, which scope is the determination
of secret encryption key. The scheme is developed to affect the active nonlinear components (S-
blocks) a minimum number of times. As a result, for the suggested scheme the probability of
finding the correct pairs of texts is equal to 2-2% encryptions. Also, we developed an algorithm of
finding a secret key, the complexity of which is equal to 6*22% encryptions, using the cipher
Kuznyechik. In this way, the total complexity of the analysis, including searching for the correct
pairs of texts and bits of the secret encryption key is equal to 2°2% + 6*%212° encryptions. The
complexity of the suggested scheme is quite high in comparison with possibilities of modern
computational tools, but it is much lower than the complexity of key compromising with the full
enumeration method.

The article is organized in the following way. The first part of the article contains the
description of the encryption algorithm Kuznyechik. The second part contains the study of
differential properties of three main conversions of cipher Kuznyechik: exclusive disjunction
operation, nonlinear replacement S-block, linear conversion L. The third part contains the
description of constructing process of differential characteristic for three rounds of the cipher
Kuznyechik. The key point of this section isn't the separate use of the differential properties of
considered conversions, but a study of the work of these conversions in their entirety. Precisely
this research allows to construct the three-round characteristics in such way, that in the process
will be involved a minimum number of replacement S-blocks, in that way providing the
maximum probability value. The fourth part describes the developed and implemented
algorithm for finding the right pairs of texts for analysis of the cipher. The fifth part describes the
process of key compromising due to use of the developed algorithm of analysis of three rounds
of cipher Kuznyechik. The sixth part contains theoretical calculations of the time required to
conduct an attack using the most powerful supercomputers in the world, using both simple
implementation and implementation with the use of special precomputation tables.



1. Description of encryption algorithm Kuznyechik

The encryption algorithm Kuznyechik is a symmetric block cipher with a block length
equal to 128 bits and key length equal to 256 bits. The cipher Kuznyechik is developed on the
principle of SP-network, which allows to perform the conversions with entire input block, and
not only over some part of it.

The encryption process consists of nine round, and every round includes three
conversions: exclusive disjunction (xor) with round key, substitution with replacement blocks
(S) and linear conversion (L). One round of encryption is shown in the Figure 1. Ten round keys
are based on the master key of 256 bits. The first two keys are obtained by splitting the master
key in a half, and the next eight keys are obtained with eight rounds of Feistel network. In each
round are taken: key xor with a round constant, conversion with a substitution block, linear
conversion. The round constant is obtained from the application to the round’s number a linear
conversion L. A detailed description of the cipher's work, and numerical examples which model
the encryption process, can be found under the link [1].

The decryption function is executed in the reverse order, from bottom to top, using the
round conversion, inversed to those that were used during the encryption.
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Figure 1. — One round of encryption

2. Analysis of the differential proprieties of main components of the cipher
Kuznyechik

Before we begin to consider the differential proprieties of main components of the cipher
Kuznyechik, we will speak about several notions and indications, which we will operate in
future. The method of differential cryptanalysis not separately, but in pairs. It's necessary to
control how is changing the diversity of two texts during their pass through the encryption
rounds. As a measure of dissimilarity is considered the result of exclusive disjunction, which is
called the differential. Thus, a pair of texts at the entrance to the encryption algorithm X and X'
is called the input differential and is denoted like AX=X@X'. A pair of texts at the egress from



the encryption algorithm Y and Y", is called the output differential and is denoted like AY. By a
differential characteristic, we mean the most probable pair of values of the input and output
differentials. The right pair of texts is a pair (open encrypted text): (X, Y) and (X’, Y’) for
which AX=X@ X" and AY=Y@Y". The inactive S-block is a replacement block, through which
passes the value of diversity, which is equal to zero. The active S-block is a replacement block,
through which passes the value of diversity, which isn’t equal to zero. The task of differential
analysis is come down to the selection of a combination of input and output differentials, for
which the total number of active S-blocks would be minimum (but nonzero) passing through all
rounds of encryption. So, first, let's consider the differential properties for every conversion.

Exclusive disjunction operation with a secret key (xor). E. Biham and A. Shamir have
already shown that the key can’t affect the differential value. This is due to the fact that we're
considering two parallel encryption processes, where is used the same secret key. This means
that due to the properties of exclusive disjunction operation, the bits of secret key will be
mutually destroyed - X@Ki@X'PKi. =X X' = AX.

Linear conversion L. The conversion L in this algorithm is linear. This means that it
transforms the value of diversity one-to-one, with a probability equal to 1. Therewith like the
conversion of MixColumn in the encryption algorithm AES, it mixes all the bits of initial state.
Therefore, if on the entrance to the L conversion you had only one nonzero byte, then at the
output of L conversion all the bytes will be nonzero. It's easy to show that for the L conversion is
realized the following property:

L(a) ®L(b) = L(a®b)

Nonlinear conversion S. Let's denote the differentials that arrive on the input of the
replacement S-block like AA, and the differentials received at the output of replacement S-block
let's denote like AC. For the algorithm’s analysis, it is necessary to complete the table, which will
display the possibilities of appearance of different values of AC for the determined value AA. It
is possible to find the algorithm of the creation of such tables in the studies of E. Biham and A.
Shamir [6, 7]. The resulting table is big, and contains 256 rows and 256 columns. One part of the
obtained table of probabilities is shown in the Table 1.

Table 1 — Part of the table of probabilities, created for the substitution block S in the process of
the differential analysis.

AC 0 1 2 .. 3e 3f - fe ff

AA
0 256/256 | 0/256 0/256 .. 0/256 0/256 ... 0/256 0/256
1 0/256 0/256 21256 .. 21256 4/256 .. 0/256 21256
2 0/256 4/256 0/256 ... 0/256 0/256 ... 4/256 2/256
3 0/256 2/256 0/256 . 6/256 21256 . 0/256 0/256
a5 0/256 0/256 0/256 ... 0/256 2/256 ... 2/256 0/256
a6 0/256 4/256 21256 . 0/256 0/256 . 0/256 21256
fe 0/256 0/256 2/256 ... 2/256 0/256 ... 2/256 0/256




ff 0/256 | 2/256 | 2/256 - 0/256 | 4/256 . 0/256 | 0/256

The rows of the Table 1 denote the input values of diversity AA in S-block, and columns
denote the corresponding output values of the diversity AC, obtained at the output of S-block. At
the intersection of rows and columns is showed a number of pairs of the differentials AA/AC that
have a given input and output diversity. As a result of the analysis was established that the
probability of matching for values AA/AC can be equal to 2/256, 4/256, 6/256 and 8/256, and
also can be equal to zero. Herewith a nonzero value of the diversity at the input of the S-block
will be never transformed into a zero diversity at the output.

If the analysis succeeds in finding the right pair of texts, then this gives us a possibility to
assume, that the diversities have passed through the encryption rounds exactly as we have
considered them during the construction of round differentials. The combination of differentials
AA and AC allows to suppose the values AGKi and A'@Ki. With known A and A' it allows to
determine Ki.

3. Construction of differential characteristic for three rounds of the cipher
Kuznyechik

So, in the previous section it was noted that due to the byte mixing because of using of
the conversion L, if at the input at the conversion L there was only one nonzero byte, so at the
output of the conversion L most probably all the bytes would be nonzero. In means that if at the
first encryption round will be used one active S-block, then in the second round of encryption,
after L-conversion of first round, all 16 blocks will become active. And this means a sharp
decrease of the probability value when passing the values of diversity through the S-block. Even

if in accordance with the Table 1 consider the highest value of probability, equal to 8/256 = 2—15

16
with 16 active S-blocks the probability value will change in (215) = 2—;0 times. And this means,

that in the next round, most likely, will be also involved all 16 replacement blocks. Even with the
most favorable value of probability of each considered block, every round will reduce the

probability value in %times. In this way, after three rounds the probability of differential will
2

be equal to (under the most favorable probabilities, which also requires verification) %*i

280
*2%:21%. After the fourth round the probability will approach the probability of exhaustive
enumeration and will be equal to —~_ which will make useless the future analysis. We want to

2245'

note, that these probability values have been calculated considering the most favorable values of
probability. Although in practice it is still necessary to check whether they can be achieved
simultaneously. Nevertheless, such an approach in the calculation of probabilities makes it clear
that these calculations are pointless.

Our idea was based on using the properties of S and L conversions together. Initially
there was a hypothesis, that if one active S-block in the first encryption round will lead to the 16
active S-blocks in the second encryption round, and in the third round of encryption we can get
again only one active S-block? Schematically this can be represented as done in the Figure 2.

It was shown above that adding data with a round sub key doesn’t change a differential
value. In this case, our idea of constructing of a three-round differential boils down to following.




First round: At the algorithm’s input is given an input differential AX, that have all bytes
except one with zero values. The same differential value is given at the input of nonlinear bi-
active conversion S, where it is changed into another byte in accordance with the probability
table, created for this nonlinear conversion. In this way, we get one active S-block. The diversity
at the output of the conversion S as before contains one nonzero byte. After this the diversity
value is given at the input of linear conversion L, as a result of which at the output we get the
diversity value with all 16 nonzero bytes.

Second round: The differential, obtained from the L conversion of the first round,
remains unchanged after adding to the second-round sub key. Therefore, for nonlinear
conversion S of a second round all the 16 bytes will be active. As a result of work of the S-block
each byte of the diversity can be converted into the other value in accordance with the
probability table. At the input of linear conversion L of the second round will arrive the diversity
value, that has all 16 bytes with nonzero value. After the L-conversion these 16 nonzero bytes
will be converted at the diversity value, that contains only one nonzero byte.

A = X1 xor X2

Ky

| 0000 00...00 XX 00...00 00 00 }—Eﬂpeuﬁpamaaume s [ ema poann

|xx XX XK. XK XX XK. XK XX XX }—En peofipaieanie L
(rory—"
|xx XX XX....XX XX XX...XX XX XX }—Enpeuspmswa s [ 2o payua umpposanna

| 00 00 00...00 XX 00...00 00 00 }—':I'IpeaﬁpaaueauneL
(ror) ¢
i
| 00 00 00...00 XX 00...00 00 00 }—':I'Ipeaﬁpa aaaaa e S (= paus wapposarn

|xx XX XK XX XK KX XK XX XX }—Enpecﬁpaausame L

Ka

Figure 2 — Scheme of the differential analysis of three encryption rounds

Third round: The value of the differential obtained in the second round is added to the
third-round key, which by analogy with first and second rounds doesn't affect the differential
value. Therefore, in the S-conversion we get only one active S-block. Nonzero byte of diversity
in accordance with the probability table is changed into other probable value. Then, as a result of
the conversion L the diversity with one nonzero byte is converted to a diversity value, which
again consists of 16 nonzero bytes.

Therefore, for the considered scheme of analysis we obtain only 18 active S-blocks
instead of 33 as was considered before. Even if we assume that we can select the differential
values that will correspond to the Figure 2, with the minimum probability values for each of



active S-blocks 2/256 = -

2_71

we will get a three-round differential with probability equal to

18
( : ) = whatis less, that the value assumed before L Looking ahead, we want to say that

27 2126’ 5165

we have managed to get a three-round characteristic, the appearance probability of which is
1
2108’

equal to what means, that during the use of S-blocks were involved not the most minimal

probabilities.

So, in order to construct a differential, the scheme of which is shown in the Figure 2, we
need to consider of work of the S and L conversions together. In a general form, this can be
represented schematically as done in the Figure 3. |It's necessary that in the first round one
nonzero byte of differential after L can be converted into 16 nonzero bytes (left part in the
Figure). In the second round it's necessary, that 16 nonzero bytes of differential after L can be
converted into 1 nonzero byte. Or, if we go from the opposite, we are interested in such cases
when one nonzero byte of differential after Linv can be converted into 16 nonzero bytes (right
part in the Figure). Herewith, the differentials of the right and the left parts must be connected
with S conversion, in other words, in the probability table must be presented at least a minimum
probability of 2/256 conversion of diversity value from the left part of the Figure 3 to its right
part.

MpeoBpa3sosaHue S MpeobBpasosaHue S
0000 ...0000... XX...0000 ... 00 00 ‘ 0000 ..0000... XX ...0000...00 00
Mpeo6GpasosaHue L l l MpeobpasosaHue Lin,
XXXX Lo XXXX L XX XXX XXX ‘ ‘ XX XX L XXXX L XX XXX XX XX

MpeobpasosaHue S

Figure 3 — Reliance of conversions S and L

Thus, the suggested scheme of relations between S and L conversions implies, that
through the conversions L and Linv, it's necessary to pass sixteen different variants of filling one
byte from 00 to FF, which as a result of this conversion will be decomposed into 16 bytes. Let's
formulate the suggested algorithm in steps:

First step: at the input of the conversion L is given a block, where only one byte has a
nonzero value. Through the L-conversion will pass 16 different variants of filling of every
possible byte from 00 to FF. Each one-byte value will be decomposed through the conversion L
into a value, that contains 16 bytes. As a result, we get probable diversity values at the input of
the S-conversion of the second round. The total of these values will be 255*16=4080. These are
probable values at the output of the L-conversion of the first round (left part of the Figure 3). The
same values will arrive at the input of the S-block of the second encryption round. Let's denote
them like AA.

Second step: Is similar to the first step, except that instead of L-conversion is used a
conversion Linv. In this way, we get other 4080 values. these are probable values at the input of
L-conversion of the second round (right part of the Figure 3). The same values will arrive at the
input of the S-block of the second encryption round. Let's denote them like AC.



Third step: As a result of the first and second steps, we have the differentials AA and AC
at the input and output of the S-conversion of the second round. As for each value AA not all the
values AC are the same, we must determine, what differentials AA that arrive at the input of the
replacement S-block from 4080 values will have a nonzero probability to be obtained as AC
values due to conversion. For this it's necessary to decompose each of 4080 value AA into 16
bytes and put them at the input of the probability table. Then in the same way we must
decompose into bytes each value AC. For some 16-bytes differentials AA from 4080 values in
accordance with the table will be found the differentials AC with nonzero probability. In total, as
a result of considering all possible combinations, we obtained 13 pairs of values AA/AC, which
are shown in the Table 2.

I've found other probabilities for each byte of AA/AC — do they need?
Table 2 — Found pairs of values AA / AC

AA AC

f3ab8c55c199996fc5a4f2381976846 51ac91f0df2470190ad86a256131163

1a76bc71665284b01a3e595982599369 bab5a9d5e6d2b6431ac6b9ch72dc5a7al

5cfhaa318fd91c774940hef22a5f86 1f8355405427f8e7d8c71cc07f2288¢c6

ac8ea817121caa3445efd4b9c43e875f €6e355f95177d1bd58f9a4145283a143

522chebchcf88eaf4963f28f8f29e62 353cceb5eab273db5790cc909c¢fa9

2bc22a75e57chd804b35bf31ee5167 54belb26f4dbe5h1f6a2a66a61e384d

5f28ebaf31b588h3f8f23923e399f0ef b4eba9c9151b1fbd907f4f4d419fcdaa

7dbda6246e653bad6ec427fafa9ad62f

5d87¢43030f77ec08a9f25c0b8413318

efd9d1a17499185749edfld1d6ee4dc

bbd9f4a6c11bf5e154a2¢52495e1ddd9

8fb8e26a91ccfob72d6d5dce4f9ad4a9

b86cc61926balbel1d19dce66e78450

6a7c998e18379bf720d423721d3c7e63

c6fc783ae4466h402df56e30dff1f8d4

337ddbfefc424a38d45ae559c2d2cd36

fd58a4739c68ed296855b6723e9fh3

5c9ce97665a2afd9172a54a881949c¢ 3a3d1b8c2658ea7f8a958b2f866ech5h

From the found values AA/AC it's easy to determine the values of differentials at the
input and output of 3-round algorithm Kuznyechik AX/AY, and the probability of their
appearance. For the first pair of values AA/AC with the highest probability equal to % at the
algorithm's input is given a value AX = 00000000002000000000000000000000, and at the
output are  obtained three values with the same probability AY:1 =

€07d0b92e148a114774154a6b06€9910, AY2 = 0d38eb47ba753eb564333cbda803ac2c, AY3 =
ach714a9647d96d76b3a89ab83f1bd71. One-byte values, which were decomposed into 16-byte

values, was obtained with the maximum probability equal to 2—;’6.



4. Algorithm of finding of the right pairs of texts for a three-round characteristic

In general case, if you know the value of the differential and its probability, then in the
search algorithm for the right pairs of texts there is nothing difficult. The algorithm of searching
for the right pairs of texts boils down to following:

1. Randomly generate the text X.

Determine the text X’: X' =X@AX

Encrypt the text X, obtain the cipher Y

Encrypt the text X’, obtain the cipher Y’

If AY=Y@Y", then (X,Y) and (X’, Y’) —is a right pair of texts, otherwise turn to step
1.

The complexity of the analysis will be determined by the probability of finding such
differentials. We have made theoretical calculations of how much time will be spent on
searching for one correct pair of texts using the most powerful supercomputers in the world.
These calculations will be described in the section 6.

Whatever it was, for us it's impossible to perform such computational calculations. But in
order to confirm the efficiency of the proposed differential scheme for three rounds of encryption
we decided to go «from the reverse». Knowing how diversities should be converted when
passing through the rounds of encryption, not by searching, but selecting the texts and secret
keys, that will correspond to the obtained round characteristic. It was done with only purpose —
to show that such values of text exist, and the suggested scheme is workable.

A scan be seen from the Table 2, were found 13 pairs of values AA/AC. From these
values it's possible to determine, which values of the differentials were given at the input of the
encryption algorithm, and which will be obtained at the output. For this it's necessary to perform
Some reverse conversions.

First step: searching for the open texts. AA is given at the input of Linv conversion,
reversed with conversion L of the first round, as a result Linv(AA) we get an output of the S
conversion of the first round. Then, the previous result is given at the input of Sinv conversion of
the first round, reversed with conversion S, as a result Sinv(Linv(AA)) we get a differential given
at the input of the algorithm.

Second step: searching for texts based on three rounds. AC is given at the input of
conversion L of the second round, and we get L(AC). Then the obtained result is given at the
input of the replacement block of the third round, where as a result of rearrangement of S in
accordance with the created Table 1, which contains the probability values, we get S(L(AC).
Ultimately, the last obtained result as given at input of the conversion L, where is changed in
accordance with the algorithm. In this way, we get a necessary output, which contains the
researched differential AY.

If find the bytes, which constituting the differentials AA / AC, compile the texts
composing them and pass them through three-rounds conversions, then for certain values of a
secret-key, according to the developed and described method, the correct pair of texts will form
the required values of the differential. to prove the operability of the proposed method, were
obtained the initial values, some of which are shown in the Table 3 and the final values, some of
which are shown in the Table 4. Where A and A’ are the texts, constituting the found differential
AA, so C and C’ are the texts composing the differential AC. If consider the master key like K=

ok own



8899aabbccddeeff0011223344556677fedcha98765432100123456789%abcedef, than round keys
K1, K2, Kz and K4 will be equal to following values:

— K1=8899aabbccddeeff0011223344556677,;

— Kz=fedcbha98765432100123456789abcdef;

— K3=db31485315694343228d6aef8cc78c44;

— K4=3d4553d8e9cfec6815ebadc40a9ffd04.

Table 3 — Initial texts

K1®(Sinv(Linv(ABK?))) K1(Sinv(Linv(A’BK?2)))
8998079702eaede8422655046852245d 8998079702fbede8422655046852245d
8998079702eaede8422655046852cf5d 8998079702fbede8422655046852cf5d
8998079702eaede8422655046852825d 8998079702fbede8422655046852825d

Table 4 — Values based on three rounds

K4@(L(S(C))) Ks@(L(S(C")))
8ccfof63b68216e7e87fh65cfced364f 27ac6bf0c98ce6b78ed52e43f34d17ch
7152f68de9e8354c0db9chb0594ee651e da31021e96e6c51c6b13531a9b47449a
8ef7bcaec365c¢4890540ec622239d595 2594483dbc6b34d963ea747d2d90f411

5. Algorithm of searching for the secret key based on the analysis of the right pairs
of texts

The method of differential cryptanalysis, as a rule, boils down to compromising round
keys for the purpose of information decryption. It's not enough to find the right pairs of texts, it's
still needed to be able to use them to restore the information about the bits of a secret key. The
method of cryptanalysis based on the previously found right pairs of texts boils down to
following.

Considering three rounds of encryption, we use 4 round keys (Figure 2). A feature of the
algorithm Kuznyechik is that the first two round keys are the halves of a 256-bit master-key, on
the basis of which are produced other round sub keys. Considering the fact, that suggested
algorithm provides for finding of key Ki, and then key Kz, from which are produced other keys
K3 and K. The scheme of suggested algorithm is shown in the Figure 4.

As it was said in the 4th part of this article, when performing reverse operations on the
found AA, more specifically Sinv(Linv(AA)), we get a differential, which arrives at the input of
the conversion S of the first round, and with Linv(AA) we get the output of the same conversion.
In this way, if give at the input of the algorithm, shown on the Figure 2, the previously selected
pair of texts X and X’, than these texts while adding to a number, obtained from Sinv(Linv(AA)),
give the value of the key K1.So0 as the value of Sinv(Linv(AA)) consists from one byte (8 bit) and
has a probability equal to 6 in accordance with the probability table 6, than it gives us 6 probable
values of one byte of the key Ki. Therefore, a number of all possible variants of 128-bit key K1 is
equal to 212°x6,
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Figure 4 — Algorithm of searching for key bits

For checking of one possible variant of key Ki, it's necessary to perform several
operations. Proceeding from the Figure 4, first we give at input two selected texts X and X’, and
then add them with one possible key Ki from the total number of possible keys Ki. Then the
obtained values pass through the S conversion of the first round, and then through the L-
conversion. The conversion results are added with values, composing the differential AA, that
arrives at the input of the S-conversion of the second round. On this stage, we get one of possible
values of key K2. Then we put together the keys K1 and Kz, and obtain the 256-bit master-key,
from which we produce the keys K3z and Ka.

The next step is to take two possible texts Y and Y’, obtained as a result of using
algorithm of finding of right pairs of texts for the differential cryptanalysis, and add them to the
key Ka4. Now, obtained values are changed with Linv and Sinv conversions of the third round and
then they are added to the key Ks. Then the same values are changed with Linv conversion of the
second round and are compared with the values, composing the differential AC. If the values are
equal, then the keys are saved as probably correct. If the values are not equal, then the algorithm
of the actions is repeated anew: two texts X and X’ are added to the next key Ki, from all
possible values of Ki. And all the future actions are performed on the same scheme. In fact, key



sampling boils down to the performing of all operations of three-round encryption. That's why in
total the algorithm will use a maximum of 22°x6 encryptions. In this case all 4 keys will be
found, which is much smaller number, than a full-case search of the key, where the total possible
number of keys represents a number equal to 2?8 for only first key K1, a number of values for
searching for the second key Kz by the full search is also equal to 2'?8, which in general makes it
possible to estimate the complexity of searching for the key by the full search as 22%,

Therefore, the complexity keys finding by developed method of cryptanalysis is equal to
2120x6 of 3-round encryptions. The total complexity of the performing of differential
cryptanalysis of three rounds of the encryption can be estimated as 2'2°x6+21% of encryptions.

Where have | put this section — in the conclusion (as gived in the annotation) or remain it in the
6'th section (as given in the introduction)??

6. An approximate estimate of the time required to analyze the algorithm
Kuznyechik on modern supercomputers from TOP 500.

Performing operations based on the developed algorithm of differential cryptanalysis of
three rounds of the algorithm Kuznyechik, we can estimate the approximate time costs required
for the analysis, for example, on modern supercomputers from TOP 500. For evaluation were
selected first 10 computers from the overall rating. [10].

Approximate time costs can be calculated using the proportions. If on the used computer
the frequency is equal to 1,8 GHz and one unit of data is calculated in 0,0022 sec, then with the
frequency of supercomputer’s core equal to, for example, 1.45 GHz, one unit of data will be
calculated in 0,0027 sec. To calculate the complexity of the analysis you need to divide the value
of total complexity by the number of cores of the computer, and then, for calculation of the time
of analysis, you need to multiply the obtained value by the number of seconds of calculation of
one block. The results of calculations are given in the Table 5.

Table 5 — Calculation of time costs

N° | Supercomputer and its characteristics Approximate time costs
1 | Sunway TaihuLight - 10,649,600 cores, | 1 block —0,0027 sec
1.45GHz Complexity of analysis — 28°+6x2%

Time of analysis — (2%°+6x2%)x0,0027

2 | Tianhe-2 (MilkyWay-2) — 3,120,000 cores, 1 block — 0.0018 sec

2.2 GHz Complexity of analysis — 287+6x2%
Time of analysis — (287+6x2%)x0,0018
3 | Piz Daint — 361,760 cores, 2.6 GHz 1 block — 0.0015 sec

Complexity of analysis — 2%0+6x2102
Time of analysis — (2°°+6x21%%)x0,0018

4 | Titan — 560,640 cores, 2.2 GHz 1 block — 0.0018 sec
Complexity of analysis — 289+6x2101
Time of analysis — (289+6x2191)x0,0018

5 | Sequoia - 1,572,864 cores, 1.60 GHz 1 block — 0.0025 sec
Complexity of analysis — 288+6x2100
Time of analysis — (288+6x21%%)x 0.0025

6 | Cori—622,336 cores, 1.4 GHz 1 block — 0.0028 sec
Complexity of analysis — 289+6x210
Time of analysis — (28°+6x2191)x0,0028

7 Oakforest — 556,104 cores, 1.4 GHz 1 block — 0.0028 sec
Complexity of analysis — 289+6x210




Time of analysis — (28°+6x2191)x0,0028

K computer — 705,024 cores, 2.0 GHz

1 block — 0.0019 sec
Complexity of analysis — 289+6x210
Time of analysis — (28°+6x2191)x0,0019

Mira — 786,432 cores, 1.60 GHz

1 block — 0.0025 sec
Complexity of analysis — 289+6x210
Time of analysis — (22°+6x2%91)x0,0025

10

Trinity — 301,056 cores, 2.3 GHz

1 block — 0.0017 sec
Complexity of analysis — 2%0+6x2102
Time of analysis — (2°°+6x2192)x0,0017

Where can | find Roma's publication in English, to insert it into the list of sources?

It is also possible to estimate the time costs when using the high-speed realization of the
encryption algorithm Kuznyechik with use of the precomputation tables. The frequency of the
machine, on which were performed high-speed calculations 2.67GHz, and the information
processing speed is 120 MB/sec. Consequently, 1 block is processed approximately in 0,000001
seconds. The results of time calculations are shown in the Table 6.

Table 6 — Calculation of time costs using a high-speed realization of the algorithm Kuznyechik

NO

Supercomputer and its characteristics

Approximate time costs

1

Sunway TaihuLight — 10,649,600 cores,
1.45GHz

1 block — 0.0000018 sec
Complexity of analysis — 28°+6x2%
Time of analysis — (2%°+6x2%)x 0.0000018

Tianhe-2 (MilkyWay-2) — 3,120,000 cores,
2.2 GHz

1 block — 0.0000012 sec
Complexity of analysis — 287+6x2%
Time of analysis — (287+6x2°%)x 0.0000012

Piz Daint — 361,760 cores, 2.6 GHz

1 block — 0,000001 sec
Complexity of analysis — 2%0+6x2102
Time of analysis — (2°°+6x2%%2)x 0,000001

Titan — 560,640 cores, 2.2 GHz

1 block — 0.0000012 sec
Complexity of analysis — 28%+6x210
Time of analysis — (289+6x21°%)x 0.0000012

Sequoia — 1,572,864 cores, 1.60 GHz

1 block — 0.0000017 sec
Complexity of analysis — 288+6x2100
Time of analysis — (288+6x2%%)x 0.0000017

Cori — 622,336 cores, 1.4 GHz

1 block — 0.0000018 sec
Complexity of analysis — 289+6x2101
Time of analysis — (289+6x21°%)x 0.0000018

Oakforest — 556,104 cores, 1.4 GHz

1 block — 0.0000018 sec
Complexity of analysis — 289+6x2101
Time of analysis — (289+6x21°%)x 0.0000018

K computer — 705,024 cores, 2.0 GHz

1 block — 0.0000013 sec
Complexity of analysis — 289+6x2101
Time of analysis — (289+6x21°%)x 0.0000013

Mira — 786,432 cores, 1.60 GHz

1 block — 0.0000017 sec
Complexity of analysis — 28%+6x210!
Time of analysis — (289+6x21°%)x 0.0000017

10

Trinity — 301,056 cores, 2.3 GHz

1 block — 0.0000012 sec
Complexity of analysis — 2%0+6x2102
Time of analysis — (2°°+6x22%2)x 0.0000012




Therefore, from the obtained results of the estimation of time characteristics, when using
the algorithm with high-speed realization with analysis with supercomputers from TOP 500 the
speed of analysis essentially increases.

Conclusion

As a result of work on this project we for the first time studied and obtained the
differential properties of the encryption algorithm Kuznyechik. On the basis of our studies was
found a connection with S and L conversions, which allowed to develop the algorithm of
differential cryptanalysis of three rounds of the cipher Kuznyechik, previously unnamed in open
literary sources.

For the suggested scheme of differential cryptanalysis, we developed the algorithm of
finding the right pairs of texts for the cipher analysis. On the basis of the three-round differential
we developed the algorithm of finding the secret key with less complexity, than complexity
when using a key by full searching. The developed algorithms allow to estimate the total
complexity of the analysis, which is equal to 219 + %2120,

As a result of the researches was developed and tested the encryption algorithm
Kuznyechik, was developed a method of differential analysis of three rounds of algorithm
Kuznyechik, and for this algorithm was created a scheme of finding the correct pairs of texts for
the differential analysis of three round of encryption. The program is realized in the
programming language C++ in the development framework Microsoft Visual Studio C++. The
results of the researches are described in detail, are shown in examples, are structured in
chronological order and are visually displayed in the form of illustrations, tables and diagrams in
the text of this article. The theoretical calculations were also performed on the time required to
conduct an attack using the most powerful supercomputers in the world both using the normal
implementation and implementation with use of special precomputation tables.

The results of the work were used in the performing of research works under the grant
RFFI N°17-07-00654-a «Development and studying of sequential and parallel analysis
algorithms».
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