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Mogaynb 19: Kpuntorpadwusa

KpunTtorpadwms
Kpunmoepagusa — uckyccmeo u nayka cokpwvimusi uHgopmayuu 6

Gopmame, He OOCMYNHOM 0N NPOYMEHUS NOCMOPOHHUM
Ye/108EeKOM.

NMocTtaHOBKa 3agaumn

CriocoOHOCTh 3amMIaTh U oOecreynBaTh 0e30macHOCTh MH(opManun
MUMeeT JKU3HEHHO Ba)KHOE 3HAUCHHE JIJIsl POCTa DIIEKTPOHHOW KOMMEPIUH
u passutuss UWutepHera. CerogHs JrOauM CTpeMsTCs 00OecIevnTh
0e30MacHOCTh Pa0OTHI CPEACTB CBS3U U IEpellavui JIAHHBIX B Pa3IMYHBIX
obnactax nearensHocTH. llIndpoBanue gaHHBIX HIpaeT BAXKHYIO pOJb B
3TOM Tpoliecce. Hamprumep, 6aHKK 10 BCEMY MHPY UCIIONB3YIOT METOBI
umppoBaHus i 00paboTKM (UHAHCOBBIX TpPaH3aAKIMH, KOTOpPbIE
BKJIIOYAIOT B ce0s1 IePEBOJI KPYITHBIX CYMM JICHEXKHBIX CPEJICTB 3 OJTHOT'O
OaHka B Jipyroi. baHku Taxke MCMONB3YIOT METO/ABI IU(PPOBAHUS IS
3amuthl [IMH-koAa cBOMX KIMEHTOB BO BpeMs MPOBEACHUS ONepalyi B
O6ankomate. CyIIecTByeT TaKKe MHOT'O KOMITAHHA M JakKe TOPTOBBIX
LEHTPOB, KOTOPBIEC MPOJAIOT BCE BUJIBI TOBAPOB (OT I[BETOB JI0 OYTHUIOK
BuHa) uepe3 MurtepHer. Ilpm sTOM Bce TpaH3aKIMH COBEPIIAIOTCS C
MOMOIIBI0 KPEIWUTHBIX KapT M 0e30MacHbIX HMHTEPHET-Opay3epoB ¢
WCTIONB30BaHUEM  METO/IoB  mmdpoBaHus.  KIMEHTB,  KOTOpBIC
COBEpIIAOT MOKYIKHU Yepe3 MHTepHeT, XOTAT ObITh YBEPEHHBIMH B TOM,
9TO COCAWHECHHUE SBISIETCS Oe30MacHBIM, OTNPABISIA HMH(OpMALUIO O
CBOCH KpEOWTHOM KapTe M Jpyrux (MHAHCOBBIX [AaHHBIX dYepe3
[JI00aJIbHYIO CeTh. DTO BO3MOXKHO JIMIIb C HCIOJIB30BAaHUEM HAJEKHBIX
Meron0B mudpoBanus. Korzna Bbl NOTy4nuTe AODKHOCTD CIIELUANIICTA B
00JIaCTH 3TUYHOI0 XaKHHra ¥ TECTUPOBAaHUS Ha IPOHUKHOBeHUE, Ba [T-
IUpekTop Oyzmer mopydarh BaM HIM(POBaTh HaHHBIE C IOMOIIBIO
pas3jInYHBIX QJITOPUTMOB IIUGPOBAHUA B LENAX 3aAIIUTHl JAHHBIX
OpraHu3alyy.

Lenb paboTbl

B xone BeimonHenus 1abopaTopHO pabOTHI BBl HAYIHTECH MM (PPOBATH
JIAHHBIC ¥ paboTaTh C HUMH, & TAKKE:

B HCIIONF30BaTh KOMaHIBI I POBAHUs/ ISP POBAHIS;

W CO3/IaBaTh XCIH M KOHTPOIbHBIC CYMMBbI (aiiiioB.



HHcTpymeHTHI 1a00paTOpHOM
patoThI 10CTYNHBI B
D:\CEHTools\
CEHVS8
Module 19
Cryptography
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Cpena

Jl1st BRITTOSTHEHUS J1TabOpaTOPHO# paboThl BaM MOHAI00SITCS:
m Kommerotep mox ynpasieauem Window Server 2012;

m Be0-Opaysep u gocryn B HTEpHET.

BpeMﬂ BbINONMHEHUA

50 muH.

KpunTtorpadusa

Kpunrorpadust — 310 mpakTuka W W3y4eHHE COKPBITHS MH(OpManyy.
CoBpeMeHHasi Kpuntorpadus HaxOIUTCS Ha IEPECEUCHUE TaKUX
JTVCIUIUINH, KaK MaTeMaTHKa, MHQOpMaTHKa 1 3JIEKTPOTEXHUKA. TepMUH
«kpunrorpadus» 10 HeJaBHETO BPEMEHHU CUUTAIICS CHHOHIMOM TEPMUHA
«mmdpoBaHue» — MpeoOpa3oBaHUS MCXOMHBIX JaHHBIX B HEUUTAEMBIH

(dhopmar.
3agauu

[lepeuenn pexkoMeHIyeMbIX J1a00paTOPHBIX paboT, KOTOpBIe MOT'YT Bam
B U3YyUYEHUU KpunTorpaduu:

m [[Iudpposanue nanusix ¢ momoripso HashCalc.

m [[Iudppoanne nanusix ¢ momortisio MD5 Calculator.

m [ITudposanme manusix ¢ momorso Advance Encryption Package.
m [[Iudposanue nanHbIX ¢ momomsio TrueCrypt.

m [ITudposanme manusIx ¢ momoiso CrypTool.

m [lIndposanne u aemmbppoBaHne TAHHBIX C IIOMOIIHIO
BCTextEncoder.

m [ITudposanme ganusix ¢ momoinso Rohos Disk Encryption.

AHanus

Ilpoananu3upyiiTe @~ U  3amMIIUTE  PE3YJbTAaThl  BBINOJHEHHOMN
nabopaTopHoi paboThl. BrICKauTe cBO€ MHEHHE IO TIOBOIY METOJOB
0e3011acHOCTH ¥ YSI3BUMOCTH JaHHBIX.

TP BO3SHMKHOBEHHWH JOITIOJTHUTEJIBHBIX BOITPOCOB, OBPATUTECH K BAHIEMY
TIPETIOJABATEJIIO.



HHucTpymMeHTHI J1a00paTOpHO
PpadoThbI 10CTYNHBI B
D:\CEHTools\
CEHV8
Module 19
Cryptography
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LUndpoBaHue paHHbIX C
nomowbio Hash Calc

Ilpoepamma HashCalc noseonsiem @vluucisims MHONCECMBO
xeweti, konmpoavuvix cymm u HMAC ona ¢aiinos, mexcma u
HEX-cmpok. Ona noooepowcusaem xew-pynxyuu MD2, MD4,
MD5, SHA1, SHA2 (SHA256, SHA384, SHA512), RIPEMD160,
PANAMA, TIGER, CRC32, ADLER32, a makoxce xeuw,
ucnoavzyemvlii 8 uncmpymenmax eDonkey u eMule.

NocTtaHOBKa 3apaumn

HoytOyku, coneprkaniye 1ieHHbIE JAHHBIE, YaCTO TOIBEPraloTCs Kpaxe.
Uro6b1 3ammdpoBaTh 3arpy304HBIA TUCK HEOOXOIUMO CO3[AaTh KO
JUIA JallbHEHIIero 3amycka OIepariOHHOW CHCTEMBl W TOTYYeHHS
Joctyna K Hocutemo. Kak pesynbraT, mudpyroTcs Bce JaHHBIC
CUCTEMbI, BKIO4as (pailiipl, Manmkd W ONEPAIMOHHYIO CHCTEMY. JTO
HanboJee 1ermecoodpa3Ho, Koraa ooecrieueHrne 0€30MacHOCTH CUCTEMBI
Ha (HU3NYECKOM YpOBHE HE rapaHtupoBaHo. Hampmmep, B ciydan
WCIIONB30BAHUS TOPTATHUBHBIX WJM HACTOJNBHBIX KOMITBIOTEPOB,
koTopsle Ilpu mpaBuiIbHON peanu3anyy mU(poBaHUE 00ECTIEIHNBAET
TTOBBIIIICHHBIN YPOBEHb 3aIlIUTHl TAHHBIX, TTOCKOJIBKY 3aIi(ppoBaHHbIE
JaHHBIE HE MOTyT [POCMAaTpWUBaThCA WM HWHBIM  00pa3oM
00HapYKUBATHCA TOCTOPOHHUMH JIUIIAMH B CITy4dae Kpaku, HOTEPH TN
repexBaTa JaHHBIX. UTOOBI CTaTh HKCHEPTOM B 00JACTH ATHYECKOTO
XaKWHTa U TECTUPOBAHWS HA MPOHUKHOBEHHE, BHI JOJDKHBI IOHIMATh
mporiecc MuUQpPOBaHUSA JaHHBIX C HCIOIB30BAHHEM AaJTOPUTMOB
mppoBaHHUSL.

Lenb paboTbl

B xoze BemonHenuns 1abopaTopHOi pabOTHI BB HAYYNUTECH
m¢poBaTh JaHHBIE U pabOTaTh C HUMH, a TAKKE:

B WCIIOJh30BaTh KOMaHABI MG POBaHUS/ e (POBAHHS,
W CO3/aBaTh XeII ¥ KOHTPOJIbHBIE CYMMBI (haiiiIoB.

Cpena

Jia BEIOTHEHUS 1a00paTOPHOM padOoTHl BaM TOHAA00SITCS:

(] IMporpamma HashCalc  pacmonoxena B D:\CEH-
Tools\CEHv8Module 19Cryptography\MD5 Hash
Calculators\HashCalc.



HashCalc moxwno Taxke
CKa4yaThb 110 CCBIJIKE:
http://www.slavasoft.com

WNurepdeiic HashCalc coznan
JUTSI TIPOCTBIX OTEPaLnii:
MIepeYrCIeHNEe BXOTHBIX
JAHHBIX U PE3yIbTaToB.
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m Yrobwl ckauaTh mocneaHio0 Bepcuio HashCalc, mepeiiaute mo
CCBUIKE:

http:/Avww.slavasott.com/hashcalc/

m [Ipu KCIONIBb30BaHUK MOC/IEAHE BEPCHH MPOrPaMMbl, CKPUHIIIOTHI
B J1a00OpaTOPHOI paboTe MOTYT OTJIUYAThCA.

m CrenyiiTe UHCTPYKITUSM MacTepa YCTaHOBKU.

m 3amycTuTe nporpammy mox yupasiaeauem Windows Server 2012.

m /)1 3amycka nmporpaMMbl HCOOXOAMMEI TIpaBa aJIMUHUCTPATOPA.

BpeMﬂ BbINONMHEHUA

10 MuH.

O630p xewa

HashCalc — 310 ObICTpBIii U MPOCTOIl B UCIIOIB30BAHUH KaJIbKYJISTOD,
KOTOpBIH Ipezsiaraer Ha BeIOOp 13 caMbIX MOMYJSIPHBIX Xenl-(pyHKIHN
U KOHTPOJBHBIX CYyMM Ui Jaijpkecta (ailyIoBBIX COOOIICHUU, WU
BBIYHCIICHUS KOHTPOJIFHOW CYMMBI.

3apaumn

1. 3amycTute MeHto Start, HaBeast Kypcop MBI HA HIKHUHN JIEBBIT
yroin pabouero crona.

B8 Windows Server 2012

Whrciows Server X012 Reeuse Cancidane Caaces

Puc. 1.1: Windows Server 2012— Pa6ouwuii croi
2. Haxxmute Ha nkonky HashCalc, 4ro6b1 OTKpBITH OKHO ITPOrPaMMBI.

Administrator gy

puc. 1.2: Windows Server 2012 — TIporpammsI
3. Ha skpane nosiButcs riaBHoe okHo HashCalc, kak mokaszaHo Ha
CIIEIYIOIIEM PHUCYHKE.
4. 13 Beimaparomiero ciucka Data Format seioepute File.



Xe-anropuTMsl
TOJIEP)KUBAOT TPH (hopMaTa
BXOIHBIX TaHHBIX: (haillI, TeKCT
n HEX-cTpoky.

Iporpamma HashCalc
HCIIOJIB3YETCsI JUTS CO3IaHHMs
3aIIM(pPOBAHHOTO TEKCTA.
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DataFormat  Data

- |

Key Formal

Key

Ted stng _~= |

[ PAMAMA
™ TIGER
" MD2
[ ADLER32
¥ CRC32

|
|
[
[
[
[
v RIPEMD160 [
[
[
|
|
[

eDonkey
L eMule i F

SlavaSoft [Cocudate | Crse |

Puc. 1.3: T'naBuoe oxkxo HashCalc
5. Beequte / BbIOGpUTE TAHHBIC JJIS1 BBIYHCIICHHS.
6. BeiOeprTe HEOOXOAUMBIH AATOPUTM XEUIMPOBAHUS, YCTAHOBUB

Help |

(hrakk.

7. Haxxmure kaonky Calculate.

Data Format: Data
| [Fie ~| [C\Progiam Fie: b@bfHashCac\HashCac exe |
Foimat Key.
‘ ™ HMAC Tedsting ~] |
| @ MDs |£322301da3512247ab71 407036267810
I~ MD4 [
W SHat [6755330 7236005
‘ ™ sHa256 |
I shazss |
sHasiz [
‘ ¥ RIPEMD160[[a751codalzbr 307 325646cb0c131C6c000d604 |
I panama |
™ TIGER |
| ™ mMp2 [
| ™ apera [
| ¥ cRc2 Imae.e |
o |
| Souson Cose | Heb

Puc. 1.4: Co3naHue xela ajisi BBIOpaHHOM XeIl-CTPOKU

AHanus

3amumure Bce 3HadyeHus xema, MD5 u CRC mng pgansHeuero
HUCIIOIB30BAHUA.

TP BOSHUKHOBEHHWH JOITOJTHUTEJIBHBIX BOITPOCOB, OBPATUTECH K BAIEMY
TPETIOJABATEJIIO.
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Tool/Utility Information Collected/Objectives Achieved

Output: Generated Hashes for

= ND5
HashCalc « SHAI

= RIPEMDI160

= CEC32

Bonpochbl

1. OHpeI[CJ'II/ITe, KaK BBIYUCIATE HECKOJIbKO KOHTPOJBHBIX CyMM
OJHOBPEMEHHO.

Internet Connection Required

O Yes M No

Platform Supported
Classroom iLabs




HucTpymeHThI 1a0opaTOpHOi
padoThbI 10CTYNHBI B
D:\CEHTools\
CEHVS8
Module 19
Cryptography
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LUndpoBaHne gaHHbIX C
nomowbio MD5 Calculator

MD5 Calculator — npocmas npoecpamma, xomopas noszeonsiem
solyucaiumos MD5-xew ¢aiina, 6 mom uucie 6onvuwiux @ainos
(neckonvko I'B). Oua umeem unHOUKamMop Xx00a 6bINOJHEHUS
npoyecca u mexkcmogoe noje, U3 KOmopo2co MONCHO CKONUPOBAMb
MD5-xew 6 6yghep obmena.

MocTtaHoBKa 3apgaum

CerofHs  CyIIECTBYeT HEOOXOAMMOCTb  3allMINaTh JaHHBIE  OT
«MMOCTOPOHHMX TJa3». B aJeKTpoHHYIO0 S10Xy WH(OpMaIms, KoTopas
Moria Obl IPUHECTH IOJB3Y, MOBBIIIATH OCBEIOMICHHOCTD TPYIIIBI HIIH
OTIENBHBIX JIUI, MOXKET OBITh HCIOJB30BaHA TPOTHB HHUX CAMHUX.
IIpoMBbITUIEHHBIN MIMUOHAX CPENU BHICOKOKOHKYPEHTHBIX MPEANPUITHI
3acTaBisieT MPUOETHYTh K MPHHITHIO Cephe3HBIX Mep Oe3omacHocTH. K
TOMY JK€ JKENalol[fie COXPAaHUThb CBOOOAY JHWYHOCTH TIepel JHUIIOM
MIPaBUTEIBCTBA, MOTYT TaKKe IMOXKENaTh 3amm(poBaTh OMPEAETICHHYIO
nHpOpMaITI0O BO M30SKEHHE TMpecienoBanus. Ha camom pmene, meron
mudpoBaHus ¥ JAemMU(POBaHUS JAHHBIX OTHOCHUTENBHO  IIPOCT.
AnroputMbl IH(POBAHUS HUCHONB3YIOTCA s MH(POBAHUS TAHHBIX U
0e30macHOro XpaHEeHUs CHCTEMHBIX (haiiIoB OT MTOCTOPOHHUX Ti1a3. UTOObI
CTaTh JKCIIEPTOM B OOJACTH 3THYECKOTO XaKHMHTa M TECTHPOBAHHS Ha
MIPOHUKHOBEHHE, BB JIOJKHBI IOHUMATH IPOIIecC MU(POBAHUS TaHHBIX C
ITOMOIIIBIO aJITOPUTMOB MG POBAHUS.

Lenb paboTbl

B xone BeimonHeHus 1abopaTopHON pabOThI BBl HAYYHTECH MU (PPOBATH
JIaHHBIE ¥ pabOTaTh C HUMH, a TaKKe:

B WCIIOJh30BaTh KOMaHABI MU(POBaHUS/ACIHPPOBAHS;

B BEIYUCIATE 3HaueHne MDS5 BeiOparHOTO (aiina.

Cpena

Jia BEIOTHEHU S 1a00paTOPHOM padOTHl BaM TTOHAA00SITCS:
m [Iporpamma MD5 Calculator pacrnonoxena B D:\CEH-
Tools\CEHv8Module19

Cryptography\MD5 Hash Calculators\MD5 Calculator



KonTponbHas cymma
MD5 ucnons3yercs
st cozganust MD5-
Xela.

MD5-xem (unu
KOHTPOJIbHASI CyMMa)
(YHKIIMOHUPYET B
Ka4eCcTBE KOMITAKTHOTO
IU(pPOBOro OTIeYaTKa
¢aiina.
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m Yto6On! ckauaTh mociennioo Bepcuro MD5 Calculator, nepeiiaute mo
cepuike: http://www.bullzip.com/products/md5/info.php

m [IpH KCITOIB30BAHUH MOCJIEAHEel BEPCHH MPOrpaMMbl, CKPHUHIIIOTHI B
nabopaTopHOii paboTe MOTYT OTIIMYAThCS.

m CrenyiiTe HHCTPYKIIMSM MacTepa yCTAHOBKH.

m 3amycTuTe nporpammy mox yupasieadem Windows Server 2012.

m JI1a 3ammycka mporpaMMBbl HeOOXOIMMBI TIpaBa aJMHUHHUCTPATOpa.

BpeMﬂ BbINONMHEHUA

10 MuH.

MDS5 Calculator

MD5 Calculator — 3To mpocTas mporpamMma yisi pacuera U CpaBHEHUsI
¢aiinoB no anroputmy MDS. HecMmoTpsi Ha CBOIO MpOCTOTY, OHa aaeT
OBICTpBIE U TOYHBIE PE3yTbTATHI.

3apaumn

1. YtoOs! Hatitt MDS5-xem nmoboro daiina, HaXMHTE MPaBO KHOTIKOM
MbIM Ha daiin u Beioepute MD5 Calculator u3 KOHTEKCTHOrO MEH'O.

Install

Repair

Uninstall

CmdHere

MDS5 Calculator
Troubleshoot compatibility

Open with »
Share with »
Add to archive..

Add to “md5calc(1.0.0.0).rar"

Compress and email...

Compress to “md5Scalc(1.0.0.0).rar" and email
Restore previous versions

Send to »
Cut

Copy

Create shortcut

Delete

Rename

Properties

Puc. 2.1: Onmust MDS B KOHTEKCTHOM MEHIO
2. Tlporpamma MD5 Calculator mokassiBaer MDS5  maiimkect
BBIOpaHHOTO (aiina.
Ipumeuanne: Bpl Tarke Moxere BBIOpaTh 000N aitn  mis
Berurcnenus ero MDS5-xemmma. UToObl Mpon3BeCTH BBIYUCIICHUE, HAKMHUTE
kuonky Calculate.
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Lisers  Adminstratos\Deskiop wd5calc(1 0.0 U) me

MD5 Digest
|343408108cdecab051867717cc58dbdt

I_| Upper case

Puc. 2.2: Tenepanust MDS5 st BeiOpanHOro aiina

AHanus

[Mpoananu3upyiiTe U 3aMUIINTE PE3YJIbTATHI BHITOTHEHHOM
J1a00paToOpHON PadOTHI.

TP BOSHUKHOBEHHWHM JJOITIOJIHUTEJIbHBIX BOITPOCOB, OBPATUTECH K BAIIEMY
TPETIOJABATEJIIO.

Tool/Utility | Information Collected/Objectives Achieved

MDS5 Calculator  Qutput: MD5 Hashes for selected software

Bonpochbl

1. TlpuBenute npuMep aHaIoroB mporpammbel MA5sUM, mo3BosFOIeH
BBIYHCIIAT 3HAYEHNSI KOHTPOJIBHBIX CyMM?

2. SIBmsiercs mu KanbKyasTop MDS (aaropuTm 1mo mocTpoeHuto
JaipKkecTa cooOIIeH s 5) MMPOKO UCTIONIB3YEeMO# KpunTorpadguaeckon
xem-byHKIuei co 128-0UTHRIM XelI-3HaueHueM ?

Internet Connection Required

O Yes K No

Platform Supported
] Classroom [ iLabs




HucTpymeHThI 1a0opaTopHOi
paboThbI 10CTYNHBI B
D:\CEHTools\
CEHVS8
Module 19
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LLindpoBaHMe paHHbIX C MOMOLLIO
Advanced Encryption Package

Ipoepamma Advanced Encryption Package naubonee npumeuamenvua
ceoeti  eubkocmvio. C  ee nomMowplo Gvl Modiceme He MOJbKO
3awugposams gailibl 8 yensx ux 3awumel, HO U CO30amb Gepcuu
Gaiinos, Komopvie He HYHCOAOMCA 8 OeUUPPOBAHUU C NOMOWbIO
Advanced Encryption Package wiu opyzozo npoepammnozo obecneuenus.

MocTaHoBKa 3apgaum

OCHOBHBIMH METOAAaMH, KOTOpble O00ECHedyMBalOT O€30MacHOCTh W 3aIluTy
JAHHBIX, SBISIOTCS MpoBaHue W JemmdpoBaHue. BONBITMHCTBO cUCTEM
HCIIONB3YIOT OJIouHbIC MHM(PHI Takue kKak AES (CHMMETPHUYHBIN aJropuT™
OsiouHOTO MG POBAHMS ), OJHAKO UX PEATH3AITIH, a TAKKE Pean3aIs APyTUX
KpunTorpauyeckux ajaropuTMOB IIOABEP)KEHBI aTakaM II0 CTOPOHHUM
KaHajlaM. OJTH aTakd TMO3BOJISIOT 3JIOYMBINUIEHHUKAM H3BJIEKATh CEKPETHHIE
KITFOYHM U3 YCTPOMCTB ITyTE€M MMacCUBHOIO MOHUTOPHHTA YHEPTONOTPEOICHUS ’
Ipyrux TMOOOYHBIX KaHAIOB. lIpuMeHeHME KOHTpMEp HEOOXOIMMO B TaKHX
MIPIIOKEHUSX, TJe aTaku [0 MOOOYHBIM KaHalaM TPENICTABISIOT Cephe3HYI0
yrpody. K HHM OTHOCATCA HECKONBPKO BOEHHBIX W a’pPOKOCMHYECKHX
MIPIUIOKEHNH, B KOTOPBIX HMH(OpMAIUsS O MporpamMme, CEKpeTHBIE ITaHHBIE,
ANTOPUTMBI U CEKPETHBIEC KIFOYM XpaHATcsA B (paiimax, (usmueckas 3ammura
KOTOPBIX HE MOXET OBITh TapaHTHpoBaHA. UTOOBI CTaTh AKCIIEPTOM B O0JIACTH
STUYECKOTO XaKWHTa M TECTUPOBAaHWS Ha NPOHUKHOBEHHE, BBl JIOJDKHBI
Hay4uThCS paboTath ¢ (haiiaaMu 3ammupoOBaHHBIX TAHHBIX.

Lenb paboTbl

B xone BrimonHenws 1ab0paTOpHOI pabOTHI BB HAYYUTECH MM(POBATH TaHHBIC
1 paboTaTh C HUMH, a TAKXKE:

W KCII0JIb30BaTh KOMaH bl MM (poBaHus/ et poBaHus;

B BBIYUCIATE 3aupoOBaHHOE 3HAUEHUE BRIOpAHHOTO (haiiia.

Cpena

Jia BEIOTHEHWS 1a00paTOPHOM padOTHl BaM TOHAT00SITCS:

m [Iporpamma Advanced Encryption Package pacmnonoxena B D:\CEH-
Tools\CEHv8Module 19 Cryptography\Cryptography Tools\Advanced
EncryptionPackage

m Uro6nI ckauath mocneaioro Bepeuto Advanced Encryption Package,
nepenanTe 1o cepuike: http://www.secureaction.com/encryptionpro/



http://www.secureaction.com/encryptionpro/

Advance

Encryption Package moxuo
TAKXEC CKAQ4YaTh I10 CCBIJIKE:
http://www.secureaction.com
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m [lpu wucnonp3oBaHUM NOCJHEAHEH BepCHH MPOTPaMMBbI, CKPUHIIOTHI B
nabopaTopHOH paboTe MOT'YT OTJIMYATHCSL.

m CrienyiiTe MHCTPYKIIMSIM MacTepa yCTaHOBKH.

m 3amycTuTe nporpammy moj ynpasieauem Windows Server 2012.

m [ly1s1 3amycka nmporpaMMbl HEOOXOIMMBI ITpaBa aIMUHUCTPATOPA.

Bpems BbInosiHeHUs
10MmuH.

Advanced Encryption Package

ITporpama Advanced Encryption Package Bkiogaer B cebst uactpyment File
Shredder, xoropelii npenHasHaueH st ynaneHus QaiioB. OHa Takke
unrerpupyercs ¢ Windows Explorer, mo3Bosisisi HCIOIB30BaTh KOHTEKCTHOE
MEHIO ITPOBOJHUKA U UCKIIFOUYUTD IEPEKPHITUE IKPAHA IPYTUM OKHOM.

3apgaum
1. 3amycture MeHro Start, HaBenst Kypcop MBIIIM Ha HWUXKHUU JIEBBIA yrodi
pabouero croia.

Puc. 3.1: Windows Server 2012— Pa6ouwuii cToi
2. Haxxmure Ha uxouky Advanced Encryption Package, 4To0bl OTKpPBITE OKHO
MPOrPaMMBI.

Administrator gy

FIGURE 3.2: Windows Server 2012 — Apps
3. Ha okpaHe mMOSBUTBCA OKHO TNPOOHOM BepcuH mporpammbl  Register
Advanced Encryption Package 2013. Haxwure kaonky Try Now!.


http://www.secureaction.com/

Iporpamma Advance
Encryption

Package npocra B
UCIIONIb30BAHUH JUIS
HOBUYKOB.

Advanced Encryption
Package — nporpamma
CHMMETPUYHOTO
unpoBaHusl, KOTOpast
BKITIOYAeT B celsi TpU
6nounbix mmdpa: AES-
128, AES-192 u AES-
256.
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rofessional = [ 5]

Register Advanced Encryption Package 2013
Professional now

You may use AEP PRO during the trial period. It expires in 30
days. Please click Buy Now! if you would like to continue using it
after that perod.

You can order the registered version online. Immediate online
delivery is available from www.aeppro.com

L Tymowt || BuyNow || Actvate

Puc. 3.3: OkHO aKTHBaLUH
4. Ha skpane mosiBUTCS TJiaBHOe okHO mporpammbl Advanced Encryption
Package, kak mokazaHo Ha CJIEIYIOIIEM PHCYHKE.

[ [le g Qotons Jook fieb ]

r G Enaypl || Dearmt
% i O e
b s |
e [ ocew ][ e
| ©  Encryphon
| Mode: Password
| (hbkckey )
| Password:
nu]
Agae
| e
| Aigonten;
|loesx ZBbtkey ||

Pack fie, then orypt
|Source Fins |

" Delete after encryption

1 Fies Féter Set Output Folder
| Sowal fles & Current folder
| &Aooy fiter. |  Custom
o
d
| | Aty 2
Logomng:

=

Puc. 3.4: Oxno npuserctust Advance Encryption Package

5. Beibepute oOpazen daitma mis mmdpoBanus. Dainm HaxogwTcd B
D:\CEHTools\CEHv8Module19Cryptography\Cryptography
Tools\AdvancedEncryptionPackage.

6. Haxmure xHomky Encrypt. ITocme nHeoOxomumo OymeT BBECTH Mapoib.
Bsenute napons B moJie Password, a 3aTeM MOBTOpHUTE BBOA Mapoisd B IMOIE
Again.

7. Haxxmure kHOTIKY ENcrypt Now!.




HNHcTpyMeHTBI
J1a0OpPaTOPHOIT PadoTHI
JOCTYIIHBI B
D:\CEHTools\
CEHvs
Module 19
Cryptography

IIporpamma co3znaer
3anmppoBaHHbIE
caMOopaclaKoBbIBAOINECS
(aiinbl I OTIPaBKH B
Ka4yeCTBE BIIOJKEHUN
3JIEKTPOHHOU MOYTHI.
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—d
Fp' E¥m Qoons Joot Hep
o TN T
“cal
S s B )
¥ CErvA Module 02 Footprnting and Reconnamssance | Delete. Emad |
J. CEMVB Module 03 Scanring Natwarks — =
CEHV Module 04 Erumer aton O Enciyption
b 4 CEE Module 05 System Madong e EE——
P ) CEB Modue 07 Yiruses and Worms. Pods: Peseend
4 |, CEFE Modue 18 Cryptography (T (hslcxey )
4 . Mdvance Eng ypton Package [P (6 of 16)
%] Sargle Fle. doox Eh]
> B agan:
b o4 MDSCacdatr e 1
b 4 New folder A SOEEOOOOOOrY
P gk Rudde:
3::
Migortm
Desx 1285they |
Pack fie, fen aypt
Source Fles
Dedete after ena yption
B Securely deete
Fies Fiter Set Output Foldes
 Show al fles & Current folder
& Aoy fiter.. (] Custom
Apply ) E
Lo0orG:
Encrypt Now

Puc. 3.5: Okno npuserctust Advance Encryption Package
8. Mecro pacrnonoxenus 3amm@poBaHHOro ooOpasua (aiiga COOTBETCTBYET
MECTY pacIONIOKEHUSI HCXOAHOro (aiyia, Kak IMOKa3aHO Ha CIEAYIOIeM

PHCYHKE.
anced Erc: a0 I erson
Fie M~ Qotors Jook Heip 3
e ot || ooyt
oot -
3 e o ——
b CBWE Modue 02 Footorniing and Reconnamsance peee |[ Emet |
L CEMvE Module 03 Scarring Netwarks LS J
b L CBWEModue 04 Enemeaton O Encyvion
b ) CEBE Modue 05 System Hadkng
b 4 CEMVE Modue 07 Viruses anc Worms Mods: Passaord
4 |, CHAVE Modue 18 Cryptography Tn ) [ hsacrer |
4 4 Advance Ena ypton Paduge Pwd (6 of 16
L | ——
o) Sarphe Fle.docx EE
tom
I3 T 7 | [
b 4 MOSCaladator #Q: OCEEETXTTLLLLLLYS
b i New folder i
Al!
_:"l
Algoeithee
ioesx 1280they v
Pack fie, then oypt
Source Fles
Delete aftnr encrypton
I Seasely desetr
Fhes Fiter Set Output Folder
€ Show 2l fies G Cument folder
Aoy e (] ™ Custom
) vl
| Aoply | s
Logang:
) 0:\CE Toaks\CENYE Modle 18 Cryptography Wdvance Encryption Package s~
Sample Fe.docx [18 X8| = > Sampe Fie docx. aep (18 18]
(2 Done. Processed 1 hes. Succesded: 1. Faded: 0 5 DOYRt Now
(A Processed 18 KB. Average soeed: 18 KB/s i

Puc. 3.6: llludposanue BEIOpaHHOTO (aiina
9. BriOepure 3ammdpoBanHbIii (aiin, 4To0bl pacmmdpoBaTs ero. Haxmure
kHomnky Decrypt; mocne Heo6xoqumo Oyaer BBECTH Napodlb.

10. Haxxmute kxHonky Decrypt Now!.
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[ e E¥ei Qbonn Took_jp

vl |__Enown | Deaypt |
- UD’ e
“ ) CBi-Took Lo " a¢
3 ) CBE Modue 02 Foatornting and Reconnassance :]mu l—.—.""
} i CEVE Modue 03 Scanrng Networks
} ) CEWE Modue 04 Erumeraton (@ Decyplon 1
¥ CEMVE Modde 05 System Hacong 1O Dearpte
) 4 CEE Modue 07 Vruses and Worme Mode: Password
4 L CBE Modie 18 Cryptography () (ervrey |
4 | Mvance Encr yplion Package 1
seopro.ms |Password:
Samgle Fle docs cnenq
[ Samphe Fie. docx a0 | |
b HeshCak P password on LS8 Sbck
b 4 VDS Caladator
b Mew folder Source Be(s):
® mf & Leave it dlone
' © Delete
| Fies Fiter Set Output Felder
© Sow sl fies @ Current foider
& Aoy fiter... (d  Qustom:
R = & -
e ]
Loggng:
[ 0:\CE+-Took\CB#8 Module 18 Cryptography Wdvance Encrypton Padage;
Sample Fhe docx 18 KB] => Sample Fhe. docx. seo [18 £8]
| ) Done. Processed 1 fles. Succeeded: 1. Faded: 0 . Sy Nt
LB Processed 18 KB. Average speed: 18 KBz v |

Puc. 3.7: PacumdpoBka BeiOpaHHOTO aiina

AHanus

[Ipoananu3upyiTe U 3aMUIIATE PE3YIILTATHl BHITOJIHEHHOH Jab0paTopHOit
paboTHL.

TP BO3HMKHOBEHHWH JJOTIOJTHUTEJIBHBIX BOTIPOCOB, OBPATUTECH K BAILIEMY IIPETIOJIABATEJIIO.

Tool/Utility Information Collected/Objectives Achieved

Advance
Encryption Output: Encrypted simple File.docx.ape

Package

Bonpochsl

1. Kakoit anroputm ucnoib3yer nmporpamma Advanced Encryption Package
JUTS 3aIATH KOH(DHUICHINAIBHBIX IOKYyMEHTOB?

2. EcTb 1 pyToif croco0 3aIiTUTh MPUBATHBIN KITF0Y, KPOME ITapois?

Internet Connection Required

O Yes M No

Platform Supported

M Classroom M iLabs




HNHCcTpyMeHTHI
JadopaTopHOii padoThI
JOCTYTIHBI B
D:\CEHTools\
CEHvs
Module 19
Cryptography

Mogaynb 19: Kpuntorpadwusa

LLindpoBaHMe paHHbIX C MOMOLLIO
TrueCrypt

TrueCrypt — smo xomnvromeprnas npocpamma 0ns CO30anUsL U NOOOEPAHCKU
3aUUPDPOBAHHBIX OAHHBIX OUCKA <HA Jlemy» (YCmpoucmeo XpaHeHus
oannvix). ILlugposanue «na nemy» o03Hauaem, uUMO  OAHHblE
aABMOMAMUYECKU B8800AMCS UL OeUWUDPYIOMC NPAMO nepeo 3acpy3Koll
unu coxpamenuem, 6e3 KaKo2o-1ubo emeuamenbCmeda noib308ames.

NMocTtaHoOBKa 3agaun

CiTX — 3TO KOMMaHusI ¢ MHJUTHAPIHBIM 000POTOM, KOTOpasi HE XOYET MCKYIIATh
cyab0y, pucKys KOH(UIeHITMAILHOH WHpOpMapel o mapTHepaxX, KIMEHTaX U
(¢uHaHCcaX, XpaHsmUMHCI Ha ee HoyTOykax. Kommanus CiTx He Moxer
JOMYCTHTh YTEYKY BCEX MAHHBIX K KOMY-ITHOO U3 CBOUX KOHKYPEHTOB, ITOITOMY
OHa mpuberIia K MOJTHOMY IIH(POBAHUIO JMCKA, YTOOBI 3aIIUTHTh CBOH JIAHHBIC
oT TmocTopoHHHX TIa3. [lonHoe mmdpoBanue mucka mmudpyer Bce AaHHBIC B
cucreMe, BKITIOYas (pailibl, IAIKA W OMEPAIMOHHYI0 CHCTeMy. JTO Hamboiee
[eNecoo0pa3Hblii  MOAXOM, €CIIM HEBO3MOXHO 00ecnednTs (PU3MYecKyro
0e3omacHoCTh cucTeMbl. J[i1st mmdpoBanus U nqemupoBaHus JaHHBIX B IEISX HX
3aIUTHI UCTIOIE3YETCS OJIMH WIIM HECKOJIBKO KPUIITOrpahUIEeCKIX KITFOUEH.

Llenb paboTbl

B xone BrimonHeHns 1abopaTopHON pabOTH BBl HAYYUTECH MU(GPOBATH JaHHBIE
1 paboTaTh C HUMH, a TAKXKeE:

B WCIIOJIh30BaTh KOMaHABI MU(POBaHUS/ACIHPPOBAHS;

B CO03/1aBaTh BUPTYAIbHBIN 3aU(POBAHHBIN TUCK C (ailiioM.

Cpepa

Jia BEIOTHEHWS 1a00paTOpPHOM paboTHl BaM TOHAAO00STCS:

m [Iporpamma TrueCrypt pacnonoxena B D:\CEH-T0OIS\CEHvV8 Module
19Cryptography\Disk Encryption Tools\TrueCrypt

m Uro0bI ckauath nocienHow Bepeuto TrueCrypt, nepeiiaute no cesuike: http://
www.truecrypt.org/downloads

m [Ipy wucnome30BaHMM MOCTeTHEl BepCHH MPOrpaMMBbl, CKPUHIIOTH B
71a00paTOpHOI PabOTEe MOTYT OTIMYATHCH.

m CrienyiiTe HHCTPYKIMSAM MacTepa YCTaHOBKH.



http://www.truecrypt.org/downloads

Mogaynb 19: Kpuntorpadwusa

m 3amycTuTe nporpammy mox ynpasieauem Windows Server 2012.
m /[y 3amycka mporpaMMbl HCOOXOMMEI TIpaBa aJIMUHUCTPATOPA.

Bpems BbInosiHeHUs
10 MuH.

TrueCrypt

TrueCrypt — aTo OecrmnaTHa mporpaMMa € OTKPBITBIM HCXOAHBIM KOJIOM JUIS
mmppoBanus «Ha JeTy». C ee MOMOIIBI0 MOXHO CO3[aTh BUPTYyabHBIH
3amm@poBaHHbIi AUCK B Buje (aiina nim 3ammdpoBaTh pa3aen AucKa, HIN BCe
YCTPOWCTBO XpaHEHUSI.

3agaum

1. 3anycture Menro Start, HaBems Kypcop MBIIIM HAa HUKHUAK JIEBBIA YToJ
pabouero crosa.

. Winckons Server 2012

TrueCrypt MoxHO Tarxe

CKayaTh 110 CCBHIJIKE. - =

http://www. truecrypt.org Puc. 4.1: Windows Server 2012— Pa6ouwuii cTomn
2. Haxxmute Ha ukoHkKy TrueCrypt, yToObl 3alyCTUTh OKHO IPOrPaMMBl.

TrueCrypt — mporpamma
Jutst i poBaHus «Ha

nery». OHa GecruiaTHast, a Puc. 4.2: Windows Server 2012 — ITporpammsr
€€ HCXOIHBII KOJI 3. Ha sxpane mosBUTCS r1aBHOE OKHO ITporpaMMel T rueCrypt.
HaXOZUTCS B OTKPBITOM 4. Boibepure ToM (AMCK) A/1s M poBaHus, 1 HaxMuTe kHonky Create Volume.

JIOCTYTIE.



TrueCrypt mo3Bossier
CO3/1aBaTh CKPBITYIO
OIEPallMOHHYIO CUCTEMY,
CyIIECTBOBaHHE KOTOPOU

HEBO3MOKHO IMOATBEPAUTD.

BAXHO: TrueCrypt e
Oyner nmdpoBath
CyIIECTBYIOLIHE (ailibl
(ipu co3nanuu ¢ainoBoro
kouTeitaepa TrueCrypt).
Ecnu BBI BBIOEpETE
CyIIECTBYIOLIUIA (aiin Ha
9TOM IIare, OH OyneT
Hiepe3anycaH U 3aMeHeH
BHOBB CO3aHHBIM TOMOM
(mostomy
Triepe3anucanHblii aiin
Oyner yrepsiH, a He
sammdpoBaH). Be
cMoXeTe 3amuppoBaTh
CYIIECTBYIOIIHE (haiiibl
(To3:x€), MIepeMecTHB UX B
toM TrueCrypt, koTopsIit
MBI CO3Ja€EM cerudac.
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rueCryp

Volumes System Favorites Tools Settings Help Homepage

Drive = Volume Size  Encryption algorithm | Type A
G

™
E
2

Sk
-l
M
- N:
e O:
P
b
Lt
b H
S T:

Volume ——

| -] Select Fie...
[V Never save history | Select De:
elec! VICE...

Mount I Auto-Mount Devices I Dismount All

Puc. 4.3: I'naBroe okuo TrueCrypt ¢ omueii Create Volume

5. Ha skpane mosButcst okHo TrueCrypt Volume Creation Wizard.

6. Beioepute ommmro Create an encrypted file container, koropas co3gact
BHUPTYaJIbHBIH 3amu(poBaHHBIIN HCK B (aiine.

7. Tlo ymomuanuio BeiOpan mapamerp Create an encrypted file container.

UT0o0bI TPOIOIKUTH, HAXKMHTE KHOTIKY NeXt.

TrueCrypt Volume Creation Wizard

I'; Create an encrypted file container I

Creates a vrtual encrypted disk within a fie, Recommended for
nexperienced users,

More nformaton
" Encrypt a non-system partition/drive

Enaypts a non-system partiton on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Enaypts the partition/dnive where Windows is mstalied. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system,

More nformabon about svstem engrvotion

Puc. 4.4: TrueCrypt Volume Creation Wizard-Create Encrypted File Container
8. Ha cnenyromem mare Mactepa yCcTaHOBKU BBIOEPHUTE THII TOMA.
9. Beibepute Standard TrueCrypt volume, 4ro0sl co3math OGBIMHBIH TOM

TrueCrypt.

10. YtoOb! npomokuTh, HAXMHTE KHOTIKY Next.



Baumanue! Ilocne
KOITUPOBAHUSI
CYIIECTBYFOLIHNX
He3amn(ppoBaHHBIX
¢aiinos Ha Tom TrueCrypt
Heo0XxoanMo 0e30MmacHo
YIAIUTh (CTEpeTh)
HCXOJIHBIC
He3anmmdpoBaHHbIE (QaiiTbl
C MOMOIIBIO TIPOrPAMMHBIX
HHCTPYMEHTOB (MHOTHE 13
HUX OCCIUTaTHBI).

TrueCrypt
TIPpUACPIKUBACTCA
KOHLICIIIUH
HpaBI[OHOI[OGHOFO
OTpULIaHUs.

*B kpunrorpaduu x
MIPaBJIONOI00HOMY
OTPHLIAHHIO [IPHHSTO
OTHOCHTH BO3MOXHOCTb
OTpHUIaHus caMoro (akra
i pOBaHUS UITH
BO3MOJKHOCTB
OPEIBSIBICHUS KIIF0Ya
i pOBaHUsI, KOTOPBIH
pacuinppoBBIBAET JIUIITH
OTBJICKAIOLIHE
HECEKPEeTHbIC JaHHBIC.
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Volume Type

|+ Standard TrueCrypt volumel
Select thes opon if you want to create a normal TrueCrypt
volume,

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-calied hidden volume allows you to
solve such stuabons without revealing the password to your
volume.

More nformation about hidden volumes

Puc. 4.5: TrueCrypt Volume Creation Wizard-Volume Type
11. Ha crenyroriem miare Mactepa ycTaHOBKHU mosiBUuTcst okHO Volume Location.
12. Haxwmure kuorky Select File...

¥} TrueCryp

Volume Location

i 3=

[V Never save history

A TrueCrypt volume can resde in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt contamer is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click ‘Select File' to
choose a fiename for the container and to select the location where
you wish the container to be created,

WARNING: If you select an existing file, TrueCrypt will NOT encarypt
it; the file vill be deleted and repiaced with the newly created
TrueCrypt contamer, You wil be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to create now,

[ ho | <ok | w

Puc. 4.6: TrueCrypt Volume Creation Wizard-Volume Location
13. Ha skpane nosiButcs cenekrop ¢aitma Windows. Oxuo TrueCrypt Volume
Creation Wizard ocranercst OTKpBITHIM B (HOHOBOM PEIKUME.
14. Beibepute MecTo pa3MmelneHus; ykaxute ums (aiina B none File name u
Ha)KMHTE KHOIIKY Save.



TrueCrypt ucrionb3yet
pexum XTS s
3aIU(pPOBAHHBIX Pa3/CIIOB
JIACKA, JUCKOB U
BUPTYaJbHBIX TOMOB.

Toma True Crypt He
COJIepIKaT 3aroJIOBKOB
¢aiinos, a ux cogepKUMoe
HUYEM HE OTJINYAETCS OT
CITyJaiHBIX JaHHBIX.
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L] Specity Fath and Fiie Name
@@ 2 4@ < » Libanes » Documents Search Documents

Organize »  New folder

¥+ Documents A Name Date modified Type

b o Music
i Hyper-V /872012 2 N File folder

4 Semagit 8/7/201211:42 PN File folder

D e Pictures
® a Videos

4 SQL Server Management Studio 8/9/2012 5:40 PN File folder

4. Visual Studio 2010 9/4/2012 2:58 PN File folder
4 Computer

b il Local Disk (C:)
¥ .y Local Disk (D)
b s Local Disk (€)

|
L
b Sy Network

<

File name:| MyVolume r
Save as type: | All Files (*.)

# Hide Folders

Puc. 4.7: Windows Standard - Oxuo Specify Path and File Name
15. Tocne coxpanenus (aiina, Bl BepHerech k okHy Volume Location. YtoOsr
MPOJIOJKUTE, HAKMHUTE KHOITKY Next.

Volume Location

| civusers\admistrator DoumentsMyvo v | Select Fie... |
[V Never save histocy
A TrueCrypt volume can resde in 2 file (called TrueCrypt container),

which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt contamer s just like any normal file (it can be, for

example, moved or deleted as any normal file). Click ‘Select File’ to
choose a filename for the container and to select the location where
you wish the container to be created,

WARNING: If you select an existing file, TrueCrypt wil NOT encrypt
it; the file will be deleted and replaced with the newly ceated
TrueCrypt container. You wil be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to ceate now,

Puc. 4.8: TrueCrypt Volume Creation Wizard - Oxuo Volume Location
16. Ha crnemyromeM Iare Macrepa yCTaHOBKHM MHOSIBUTCS OKHO Encryption
Options.
17. BeiGepure anroputm mmdpoBanus AES u anropuT™M XemmpoBaHUS
RIPEMD-160; maxxmute kHOnKy Next.



TrueCrypt ucrionb3yet
CIICYIOIIHE ATTOPUTMBI
XCIIUPOBAHHUS:

m RIPEMD-160;

m SHA-512;

m Whirlpool.

[Ipumeuanue: Knonka
Next craneT akTUBHOH NpH
YCJIOBHH, YTO NApOJH B
oboux nossix BBoja OyayT
OJIMHAKOBBIMHU.
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Encryption Options

Encryption Algorithm
[E -] et |

FIPS -approved apher (Rindael, publshed in 1998) that may be
used by U.S. government departments and agences to protect
dassfied nformation up to the Top Secet level, 256-tit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More informabon on AES

Puc. 4.9: TrueCrypt Volume Creation Wizard - Oxxo Encryption Options
18. Ha cnemyroriem mare MacTepa yCTaHOBKH MOSBUTCS okHO Volume Size.
19. 3anaiite pazmep 3amudpoBanHoro Toma B 2 Mb u Haxkmute KHOnKy Next.

Volume Size

Free space on drive C:\ is 10.47 GB

Please spedfy the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter wil
speafy its maximum possible size.

Note that the mnimum possible size of a FAT volume is 292 KB,
The minimum possible sze of an NTFS volume is 3792 KB.

o [ ] oo |

Puc. 4.10: TrueCrypt Volume Creation Wizard-Okuo Volume Size
20. Ha skpane mosiButcs okaHo Volume Password. BrumaTenbHO mpouTHTe
nH(POPMAITUIO, OTOOPAKEHHYID B OKHE MacTepa YCTaHOBKH, KacaTellbHO
HaJI©KHOCTH NapoJsl.

21. BeeauTe Ha/IOXKHBIN MApoOJIb B EPBOE TOJIE BBO/A, IOBTOPHO BBEIUTE €r0 B
none Confirm u Haxxmute kHonKy Next.



UeM nosneline BE Oynere
JIBUTATh MBIIIBIO, TEM
Jyduie. DTo AeicTBHE
3HAYNUTEIHHO YBEINYNBAET
KpHITTOrpaduieckyro
CTOMKOCTD MIN(POBAHHUSL.

SammdpoBaHHbIE TOMA
TrueCrypt He nmeroT
XapaKTepHBIX MOAMHUCEN
WA CTPOK
uaeHrudukaropa. OHu
COCTOSIT U3 Habopa
CIy4aiHbIX JaHHBIX.
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Volume Password

P d:'t--.--l---

Coritvni 1 e
[ Use keyfiles

I Dsplay password _l

It is very mportant that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
n a dicionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower

case letters, numbers, and specal characters, suchas @~ = § = +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length s 64

Puc. 4.11: TrueCrypt Volume Creation Wizard - OxxoVolume Password
22. Ha skpane nosButcs okHo Volume Format. Beibepure u3 BBINAIAIOIIETO
criucka Filesystem cucremy FAT, a 3nauenue Cluster ycranoure Default.
23. Tlepememnaiite ykasatens Mbimmm B okHe Volume Creation wmacrepa
yCTaHOBKU He MeHee 30 ceKyH/I /Uil TeHepaluu CIydaiHbIX JaHHBIX, KOTOphIE
MOMOT'YT YBEITUYUTh CTOUKOCTh HIH(POBAHUSI.

Volume Format

Options
Fiesysm'FAT ’Il Cbsherlloefauh ;]I I~ Dynamic

Random Pool; 933382556290ED483A33513503911EBEE

Header Key:
Master Key:

Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better, This significantly
naeases the oyptographic strength of the encryption keys, Then
dick Format to areate the volume.

Format

Puc. 4.12: TrueCrypt Volume Creation Wizard - Oxuo Volume Format
25. Tlocne Haxatusi kKHOMKKM Format maunercs cosznmanue aucka. [Iporpamma
TrueCrypt cosmact daitn nox wasBanumem MyVolume B ykasaHHOW mMarke,
KOTOpBIA Oyner 3aBuceTh OT KoHTeitHepa TrueCrypt (daitn Oymer comepxath
3armmpoBanHbii Tom TrueCrypt).
26. Bpems co3maHus JMCKa 3aBHCUT OT ero pasmepa. [locne ero 3aBeprieHUs
TIOSIBUTCS CIIEAYIOIIee THATI0rOBOE OKHO.

Puc. 4.13: TrueCrypt Volume Creation Wizard- Iuanorosoe oxxo Volume Successfully
Created
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27. YT0oOBI 3aKpBITH AUAIOTOBOE OKHO, HaxkmuTe KHOMKY OK.
28. Coznanue Toma TrueCrypt ycremrso 3aBepiieHo ((paidoBoro KOHTeHHepa).
29. B okHe macrepa ycranoBku TrueCrypt Volume Creation, Ha)xxMuTe KHOIIKY

Exit.
Volume Created
Ecnu 3noymblnieHHUK
% | The TrueCrypt volume has been aeated and dy for use, If
uMeeT pH3HIEcKHii 10cTy wih t reate 3nothes TrueCrypt volume, chck Next, Otherwse, Ak
K KOMIIBLIOTEPY, TO St

TrueCrypt He MmoxeT
o0ecreuuTs 3auTy
JTAHHBIX.

Puc. 4.14: TrueCrypt Volume Creation Wizard- Oxuo Volume Created
30. UToObl CMOHTHPOBATH TOM B CUCTEME, 3amycTHTe nporpammy 1 rueCrypt.
31. B raBHOM okHe mporpammel TrueCrypt, Haxxmute kaornky Select File...



