OPUTTHAIJI

CHAPTER 8

How IT Systems
Are Structured

As you might have guessed from the first part of this book, IT Support is a mixture of
detective work, diplomacy, technical prowess, and sifting through masses of data on a
regular basis. Well, what if I told you that the IT Support you provide can also be affected,
or problems created by the natural or built environments in which we live and work?

You probably think I'm mad at this point for suggesting that trees, rivers, and
buildings can cause problems with computers and you’d be right. I've never seen a single
instance of a computer being adversely affected by a giant oak tree, or disrupted by a
horse, but there are instances where our environment needs to be considered carefully.

We'll begin though by looking at our IT systems themselves. How do we structure
and build them, what do we expect from them, and we’ll look a little more in-depth at
the interconnectedness of things that I've mentioned before.

In the Beginning, the Unix-verse Was Created...

What was your first computer? Mine was a Sinclair ZX81, a small black box about the size
of a paperback book that plugged into my television set and a cassette player (remember
those?). You could use two (read it, two) accessories including a RAM expansion pack,
and a thermal printer (which was utterly epic and once used to print some wedding
invitations).

By the time I'd moved to a PC, things hadn’t changed very much. My Olivetti M240
had a monitor, keyboard (no mouse, as I used MS DOS and DR DOS at the time), and
had a dot matrix printer attached. Indeed I still have some printouts created using
WordPerfect 5.1 on that machine.
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Now things are very different. As I write this, the peripherals I have connected to
my PC include an LG 38-inch curved, ultra-wide monitor, Logitech wired keyboard and
wireless mouse, Saitek flight controllers set (for playing Elite: Dangerous), an Xbox Elite
gaming controller, and a Bose volume knob that sits between the PC and my (also Bose)
speakers. Both printers/scanners, a Brother and a Canon, are connected over ethernet
and Wi-Fij, respectively.

If I look at the other connected devices on my home office network, there’s the
broadband modem (obviously) provided by Starlink, a Netgate security appliance
(which was recommended to me by a former head of cyber security at GCHQ, Britain’s
cyber intelligence service), a Nesgear Mesh router system with two satellites and three
additional wired TP-Link Wi-Fi extenders, one indoors and two outdoors, two NAS
drives (one for backing up the first as I'm utterly paranoid about data loss), seven IP
security cameras connected to two base stations, various Amazon and Bose Alexa
smart speakers and two Bose smart soundbar surround systems, my friend’s gaming
PC for when he comes to stay, with connected monitor, mouse, and keyboard, My
Microsoft Surface laptop Studio, two mobile phones (one really just used for banking
and authentication because I don’t like taking that one out of the house just in case), four
televisions in my garden room (I've banned TV from the living room and prefer to enjoy
my Rega turntable, amp and speakers for listening to my vinyl record collection there),
two bedrooms, and my gite (an outhouse common to countryside properties in France),
and probably a few other things that have become so ubiquitous that I've forgotten
about them.

In addition to this, there are a few IoT (Internet of Things) devices that are controlled
through apps, including four monoblock air-conditioning units, two solar panel systems,
and there are two washing machines, two ovens, and a dishwasher that all want me to
connect them to the Internet but that I flatly refuse to do so, firstly because it potentially
opens a huge hole in my home IT security, but also because it’s just plain dumb. Let’s
faceit, ifI want to turn a washing machine on, what would I have just been doing and
where am I likely to be stood?

The Netgate security appliance and the Wi-Fi extenders present an interesting case.
The Netgate sits between my Starlink router and my Netgear Orbi router so that it can
monitor and filter all the traffic coming into and out of my home/office. Also the TP-Link
extenders cannot be managed by the Orbi system (so I'm looking at swapping that out
for a TP-Link one). All of this adds significant complexity to my network, and any of you
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who have had to manage a complex network setup in a workplace will know how it can
feel when you're trying to diagnose a network problem, but there are a lot of potential
points of failure.

Let’s then look at the way IT systems are structured in a typical workplace. You will
have multiple, sometimes hundreds of desktop and laptop PCs, dozens of printers and
a few document scanners, just about everybody’s smartphone will be connected to the
company Wi-Fi and you'll likely have at least three or four different networks for that,
all operating on different channels and frequencies, and you'll likely have a few tablets
knocking around as well. There might be a local file server or NAS drive (or several), and
perhaps a local server as well, possibly a holdover for a critical system that’s difficult or
perhaps even impossible to move to the cloud. There’ll be a router, switch and patch
boxes, and all the cabling to connect those switch boxes to ethernet sockets, Wi-Fi
extenders and all the cabling for those complete with separate PoE (power over ethernet)
switches, and possibly a separate management systemn for them.

All of this equipment is essential to the smooth and daily running of the workplace
and they're all interconnected. It’s this interconnectedness that can prove to be the
Achilles’ heel of the systern that you have and I'm certainly aware of how hideously
complex I've made my own system.

Let's take the example of a large office where there are networking problems. Could
this be caused by a switch box, and if so, which one? Could it be caused by a faulty
ethernetsocket? Could it be caused by damaged or snagged cabling? Could it be the fault
of the person who bought unshielded network cable that’s now suffering from electrical
interference because it runs close to the microwave in the kitchen? In fact it could be
caused by any of these things and about another 100things as well.

IP Freely

No this isn’t a joke from the Simpsons but important information about limitations of
the current technologies we use. While IPv6 networking has been with us for some years
now, it’s still the older IPv4 networking system that dominates. This provides a physical
limit of around 4.3 billion addresses, and we've long since outstripped that number for
Internet- and network-connected devices worldwide.
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TTEPEKJIATT

PO30INn 8

ApXiTeKkTypa
IT-cuctem

AK BM MOI'JIM IOMITUTH y Nepluiil YacTUHI Lji€i KHUTH, po6oTa B cPpepi IT-nigTpuMKU—
e NOEAHAHHA aHAJIITUYHOI po60TH, AUNJIOMATii, TEXHIYHOI MaliCTEepPHOCTI Ta
peryJiipHOro aHaJji3y BeJJMKHUX 00CATiB JaHMX. A 10, IKOM {1 CKa3as, 1110 HA pO6OTYy B
cpepi IT-nigTPUMKM MO>Ke BIVIMBATHU SIK NPUPOAHE, TAK i LITYYHO CTBOPEHE
cepeJoBHIIE, ie MU )KUBEMO i npanemMo?

Bu, iiMOBipHO, AyMa€Te, L0 A 360:KEBOJIiB, CTBEPAKYIOUH, 110 JepeBa, piuku Ta
6yAiBJIi MOXKYTh CTBOPIOBATH MPOGJIEMH AJIs1 KOMIT'KOTEPIB, i, MaGyTh, MacTe paiiio. A
»KOJHOTO pa3y He 6a4MB, 06 KOMITI'IOTEP 3a3HAB MP0GJIeM Yepe3 BeJIUYe3HUH Jy6 YU
BUMWILOB 3 JIaAy Yyepe3 KOHsA. OJHaK 6yBalOTh BUNIAaJAKH, KOJIU BIVIUB cepeOBHILA
NMOTPiGHO peTe/IbHO BPaxXOBYBaTH.

IIpoTe cnepmy 30cepeauMocs 6e3nocepegHbo Ha po3ruAji Hamux IT-cucrem. Ak
MH iX CTPYKTYPYEMO i OyAy€EMO, sIKi 3aBJaHHA epeJ, HUMU CTABMMO, a TaK0XK
AeTaJIbHillle pO3r/IIHEMO B3aEMO3B 130K THUX aCIIeKTiB, PO AKi HIIJIOCS paHille.

CnoyaTtky byB CtBOpeHuu Unix-BCECBIT...

Axuii 6yB Bam nepmuii Komn'rotep? Miii 6yB Sinclair ZX81 — HeBe/JIUKUHA YOPHUHA
NPUCTPiA PO3MipOM 3 KHUTY B M'AAKi OOK/IaAUHILI, AKUH NiAK/II0YaBCA A0 TeJieBizopa
Ta MarHiTogoHa (mam’sraere Taki?). JlocTynHMMH GyJIH Jidile ABa (Tak, came ABa)
AOJATKOBI NPUCTPOI: MOAYJ/Ib PO3IIMPEHHSA ONEPAaTUBHOI NaM'ATi Ta TEpMONIPUHTEP
(axuii 6yB HEMIMOBIPHO KPYTHUM i 0JHOT0 pa3y HaBiTh BUKOPUCTOBYBABCS AJIS1 APYKY
3anpouieHb Ha BeciJLis).

Koun s1 nepeiimos Ha IIK, masio mo 3minuaocsa. Mii Olivetti M240 6yB o6/1ajHaHU A
MOHiTOpOM, KJ1aBiaTypoo (6e3 mui, agxe s ToAi Bukopucrosysas MS DOS i DR DOS),
a TAaKO0>X MaB MiAK/JII04YeHU MaTPUYHUU npuHTep. A Aoci 36epirar KijibKa
PO3APYKiBOK, CTBOPpEHHMX Ha TOMY KOMII'I0Tepi 3a gonmomoroiw WordPerfect 5.1.
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Hapasi Bce ayxe 3miHn10ca. Ha MOMEHT HanMcaHHA UbOro TeKcry a0 moro I1K
nigK/II04eHi Taki nepudepivHi NpUCTPOi: BUTHYTHH YIbTPAIIUPOKHI MOHITOp LG Ha
38 gwoiimis (96,52 cm), ApoToBa KJaBiaTypa Ta 6e3apoToBa Mmuiia Logitech, HaGip
KoHTpoJiepiB Saitek a1 aBiacumyaTopis (a1 rpu B Elite: Dangerous), reiiMmiHroBuii
KoHTposiep Xbox Elite i perysisaTop ryynocri Bose, skuii po3tamoBanuii mix IIK Ta
MoimHu (Tako:x Bose) kosionkamu. O6uaBa npuHTepH/cKaHepu, Brother Ta Canon,
nigkaodeHni yepe3 Ethernet i Wi-Fi, Bianosigno.

Y moiii Mmepexi A/ JoMalIHbOro ogicy miAK/II0YeHi TaKi NpucTpoi:
HIMPOKOCMYTOBHiA MozeM (3BicHo) Bij Starlink, mpucTpiii g1 3axucty mepe:xi Netgate
(akuii mopekoMeHAyBaB MeHi KO/IMIIHIi ri1aBa Ki6ep6esneku 3 GCHQ, 6puTaHChKOi
CJIy>K06H Ki6eppo3BiaKku), cucrema MapuipyTusaropis Netgear Mesh i3 ABoma
CyNyTHHKAaMH Ta TPbOMa A0AaTKOBUMHU ApoToBuMH Wi-Fi perpancaaTopamu TP-Link,
O/JIMH y NpUMIillleHHi, a ABa iHIIi BcTaHOBJIEHI 30BHi, JBa Hakonu4yyBaui NAS (apyruii
3a0e3ne4ye pe3epBHe KOMIIOBaHHSA NepUIOro, aiKe A HaJ3BUYAaNHO 6010CA BTPATHU
AaHux), cim IP-kamep crocTrepekeHHs, MiAK/II0YEeHUX A0 ABOX 6a30BUX CTaHILi,
JleKiJIbKa cMapT-KOJIOHOK Amazon Ta Bose Alexa, a Takox gBa Bose cmapT-caynaGapu 3
06'€MHHUM 3By4YaHHAM. € TakoxK irpoBuii I1K Moro apyra, 3 niIK/JIl04eHUM MOHITOpOM,
MHUIIEI Ta KJaBiaTypol, Miii HoyT6yk Microsoft Surface Laptop Studio, ABa MoGiibHI
TesiedponM (0UH BUKOPHCTOBYEThCSA JIMIIIE AJIs1 6aHKiHTY Ta ayTeHTHiKanii,
OCKIJIBKH g He JII06J110 6paTH oro 3 A0My, II[06 YHUKHYTH PU3HKY), YOTHPH
TeJIeBi30pH B MOiii caJ0Biii KiMHaTi (1 3a60poHHUB Tes1eBi30p y BiTa/bHi i Biggal
nepesary cJIyXaTH CBOIO KOJIEKLiI0 BiHIJIOBHMX IIAaTiBOK Ha nporpasayi Rega 3i
3BYKOBHM IIiICH/IIOBaYeM i KOJIOHKaMH), Ba TeJIEBi3opH B Cla/IbHAX i OMH y riTi
(rocmogapchbKkoMy npUMillleHHi, IOIIMPEHOMY B Ci/IbCBKHX paiioHax ®paHiiii), a TAaK0XK,
MaOyTh, Lie KiJIbKa NPUCTPOIB, AKi CTa/JIM HACTIJIbKY 3BUMHHUMH, L0 A IPO HUX 3a0YB.

Kpim nporo, € kizibka npuctpois [oT (IHTepHeT peueit), AKi KepyloThca yepe3
AOAATKH, 30KpeMa YOTUPHU MOHOOGJI0OYHI KOHAMIiOHEepH, JABi CUCTEeMU COHSIYHUX
naHeJieH, a TAKOXK ABi NpaJibHi MallUHY, ABi AyX0Bi WIadu i NOCyJOMUIAHA MALLIWHA,
AKi X04yTb, 100 A MiAK/IHYHUB iX A0 IHTepHeTy. OAHAK S KATETOPUYHO BiAMOBJISIIOCS
e pOOUTHU — Mo-Mepuie, e CTAHOBUTH CEPHO3HY 3arpo3y AJis AoMaluHboi IT-6e3nekwy,
a no-Apyre, ue nNpocro 6e3ray3ao. YecHo KaxKy4H, IKOHU A XOTiB YBIMKHYTH NpaJIbHY
MalIMHY, 110 6 A WOWHO 3PpO6MB i Ae 6 A, HaliMOBipHilIe, 3Hax0AUBCA?

IIpucrpin g4 3axucty Mepexi Netgate i Wi-Fi perpanciaTopu BUKJIMKAIOTH
oco6 simBui iHTepec. Netgate po3TamoBaHuii Mixk MoiM MapmpyTu3aTopom Starlink i
MapumpyTtu3aTopom Netgear Orbi, 3a6e3ne4youn MOHITOPHUHT i pisbTpanio Bchoro
Tpadiky, mo npoxoAuTh Yepe3 Miii aiMm/odic. Takoxk perpancaaTopu TP-Link
HecyMicHi 3 cuctemoro Orbi (Tomy s po3rJisifaw MOK/IUBICTb 3aMiHUTH ii Ha cUcTEMY
TP-Link).
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Yce 11e 3HaYHO YCKJ/IAJJHIOE MOIO Mepeixy, i Ti, XTO CTUKABCA 3 Ha/IalUTYBAaHHAM
CKJIAJHOI MepeXi Ha po604Y0My MicIli, pO3yMilOTh, SIK CK/IaAHO GYBA€ AiarHOCTyBaTH
npoo6JieMy, KOJIU € 6araTo MOKJIMBUX TOYOK BiMOBU.

OTxe, po3risaHeMo, K IT-cuctemu noGyAo0BaHi y TUIIOBOMY POGOYOMY
cepezoBMuli. Y Bac Moxke 6yTH 6ararto, a To i coTHi HacTisibHuUX IIK i HOYTOYKIB,
AeCATKM NPUHTEPIB i KiJibKa CKaHepiB AOKyMeHTiB. [I[paKTUYHO K0>KeH cMapTdOH
CniBpOGITHUKIB NigK/II049aTUMeThCcA 40 Wi-Fi komnaHii, o norpeGyBaTtume
CTBOPEHHS TPbOX-YOTUPbOX Pi3HUX Mepek, NPALIYUX Ha Pi3HUX KaHAJIaAX i
4acToTax. A TaK0K, LIBUALIE 3a BCe, Oy/e KiJibKa NJIaHWIETiB Y BUKOPHCTaHHi.
Mo>K/IMBO, Y Bac 6y/e JIOKaJIbHUI (pailyioBUil cepBep a60 Hakonu4vyBa4d NAS (a6o
JeKiIbKa), a TAaKOK JIOKaJIbHUIA cepBep, iMOBipHO 3a/IMIIeHU# AJIs1 POGOTH KPUTUYHO
BAXK/IMBOI CCTEMH, Yepe3 HEMOXK/IUBICTB ii mnepeHeceHHs a60 PYHKI[iOHYyBaHHS B
XMapHOMY cepeaoBuili. Takoxk 6yJe MapIIpyTU3aTOP, KOMYyTaToOp i maT4-60KCH, a
TaKOXK yci Ka6eJti AJ1s1 migAK/II0YeHHs DX KomyTaTopiB g0 Ethernet-cokeriB. Okpim
IbOro, 6yAyTh perpaHcasTopu Wi-Fi i3 BignoBiszHUMU KaGes1aMu, 3a6e3nedyeHi
okpemumu PoE-komyTaTopamu (mojaua xuBjieHHs yepe3 Ethernet), a Takoix,
VMOBIpPHO, OKpeMa cCUCTeMa yIpaBJIiHHA AJI1 HUX.

Yce ne o6/1afHaHHSA € HEOOXiAHUM [/ 6e3nepebiiiHOl Ta IO0AeHHOI po60TH 0dicy,
i Bci 11i e1eMeHTH B3aEMONOB’si3aHi. CaMe 1Sl B3a€EMOIIOB’ I3aHICTh MOXKe BUSABUTHUCSA
axi/yIecoBO I'SITOK BAallIOi CUCTEMH, i 5, 6€3yMOBHO, YCBiZOMJIIOI0, AKOIO
HA/I3BMYaWHO CKJIAJHOI 51 3pOOUB CBOIO BJIACHY CUCTEMY.

Yagimo Besimkuii oQic, e 4acToO BUHUKAIOTh 3601 B po60Ti Mepexi. YUu Moxke e
OyTH CHPUYMHEHO KOMYTAaTOPOM i, IKIIO TaK, TO AKUM caMme? Yu MoxKe 11e 6yTH
cnpuyrHeHo HecnpaBHUM Ethernet-cokerom? Yu Moxke 1je 6yTH CHPUIHUHEHO
MOMKO/>KEeHUMH a60 NepeTUCHYTUMHU KabesiasMu? Uu Moxke npo6/ieMa BUHUKATH
yepes Te, [0 XTOCh IPH/16aB HEeKPaHOBAHUI MepeKeBUil Ka6e b (6e3 3aXuCTy Bij
€JIEKTPOMAarHiTHUX NMEPEMKOo/), 0 3HAX0AUThCA MOPA/J i3 MiKpOXBU/ILOBKOIO Ha
KyxHi? M0>X/IMBO, Il€ MOB’I3aHO 3 OJAHI€I 3 UX MPUYHMH a60 IIe 3 COTHEIO iHIIHNX.

AnNi-wyn BinbHo

Hi, e He xkapT i3 mysibTCcepiany "CiMncoHun", a BaXkiuBa iHpopManiss npo o6MeKeHH
Cy4YaCHHUX TEeXHOJIOTIH, IKi MM BUKOPHMCTOBY€EMO. X04a MepexeBa cucrema IPv6 icHye
BXKe KiJIbKa POKiB, JJOMIHYI0UY0I0 3a/IMIIAETHCA cTapima cucrtema IPv4. ®disuyHe
0o06MeKeHHs CKJIafa€ 6/1u3bKOo 4,3 MisIbsIpAa aapec, i 1A Mexka 0yJ/ia JaBHO NepeBUIlleHa
Yyepes CTpiMKe 3pOCTaHHA KiJIbKOCTi IPUCTPOIB, AKi NiAK/II0YAIOTHCA A0 Mepexi Ta
IHTepHeTy y BCbOMY CBITi.
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